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Mariadb installation



First search to see what options we have as mariadb.
ariadb-server is the one we will use.

dnf search mariadb
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Installation is complete, check for the following files in
mariadb package using rpm -ql mariadb-server
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Check status and enable/start the service

Use:

systemctl status mariadb

tem/mariadb.

em/mariadb

sudo systemctl enable mariadb
sudo systemctl start mariadb

-local ain

- MarianDR 10.

(/ iby n .service; enab
active (running) 4-02-8 :10:37 MST;
man:mvsal

Main PID
Stat
Task
Me:

cG r::nui: 2

Feb 81 11 - a i arti MariaDB 10.3
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Use my_sql_secure installation to initialize security
settings:

sudo mysql_secure_installation

Answer the prompts from the Enter current pass
interactive Script. i ! ur that r.|=:nt ydy can log into the MariaDB
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Use my_sql_secure installation to initialize security
settings:
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Connect to the database server with the MariaDB root account.
(The necessary -p command-line option tells the client to
[p]rompt you for the password.)

mysgl -u root -p

List the available
databases, remember

@,y .
the “;7 :

show databases;

hanks for using MariaDB!

[cgarci -s-al2-localdomain ~]:. mysql -u root -p

Enter password:

eLcome To The MariaDB monitor. Commands end with ; or \g.
our MariaDB connection id is 15

Server version: 10.3.39-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type *help;' or *\h* for help. Type *\c' to clear the current input statement.

MariaDB [(none)]>= show databases;

3 rows in set (0.001 sec)

MariaDB [(none)]l> |




Create a new database call q2a and create q2auser with
passwords and privileges.

create database g2a;

grant all privileges on g2a.* to
‘q2auser'@'localhost' identified by
'q2apass’;

n g2a.* to 'g2auser'@' localhost' identified by 'g2al@pass’

MariaDR T(none)]> grant all priv s on q2a.* to 'g2auser'@'192.168.201.2' identified by 'g2al@pass’

USeF from DMZ Zone: nljerru;\, 0 rows affected (8.001 sec)

databases

grant all privileges on g2a.* to
'q2auser'@'192.168.201.2"' identified by
'q2apass’;

See results:
show databases;

select user, host, password from mysql.user;

MariaDB [(none)l> I



Create another user in the right machine.

mysgl -u root -p q2a

grant all privileges on q2a.*
to ‘g2auser’'@'192.168.201.7'

Identified by ‘qg2al@pass’;

This shows how to create new users and
Add privileges to connect from other

machines.

= cgarcia@t10-s-al2-localdomain:~

File Edit View Search Terminal Help

[cgarc t1e al2-localdomain ~]$ mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 34

Server version: 10.3.39-MariaDB MariaDB Server

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]= exit

Bye

[cgarciat y al2-localdomain ~]% mysql -u root -p g2a
Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB cnnnectinn id is 35

MariaDB [q2a]= grant all privileges on g2a.* to 'g2auser'@'192.168.201.7' identified by 'g2al@pass’;




The new user created previously shows in the database.

select user, host, password from mysql.user;

(5} cgarcia@t10-s-al2-localdomain:~

File Edit View Search Terminal Help

DEYE]E]

information schema
mysql

performance_ schema
q2

| 0945B37E1ALCCB5E4D4394E91B774
| ‘ 0945B37E1A1CCB5E4D4394E91B774
| 127.0.08.1 . 2ED48 0945B37E1A1CCB5E4D4394E91B774
| ::1 . 48EF640945B37E1A1CCB5E4D4394E91B774
| localho *30A 4 4F3D2ATF3B54 E19709BCC50B
FERJ= 1] L= S *30ATDTC55498E4F3D2ATF3B54080E19709BCC50B
| 192.168.201.7 *30A7D7C55498E4F3D2A7F3B54080E19709BCC50B

7 rows in set (0.001 sec)

MariaDB [q2al=> |J




Connect locally to the q2a database as q2auser

mysgl -h localhost -u g2auser -p g2a

cgarcia@tle-s-al2-localdomain ~]:. mysql -h localhost -u q2auser -p g2a
nter password:

elcome to the MariaDB monitor. Commands end with ; or \g.

our MariaDB connection id is 16

Eerver version: 10.3.39-MariaDB MariaDB Server

opyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

ype 'help;' or '\h' for help. Type '\c' to clear the current input statement.

ariaDB [g2a]:: \q
YE
cgarcia@tl1@-s-al2-localdomain ~]$%




The following adjustments will allow other hosts to

connect to MariaDB:

sudo firewall-cmd --add-service=mysql --permanent

sudo firewall-cmd --reload

Od ddLIb-5S-all- L0 s [ I ~ ]+
[cgarcia@tl@-s-al2-localdomain ~]4 sudo firewall-cmd
[sudo] password for cgarcia:

SUCCESS

[raarcia@tlP-s-al2-localdomain ~]4 sudo firewall-cmd
SUCCESS

fvyur viue10-5-al2-localdomain ~15% [

--add-service=mysql --permanent

--reload




Remote connection from the DMZ machine where the
apache server resides.

Feb 3 05:10

cgarcia@localhost:~

mysgl -p -u q2auser -h 192.168.203.3 g2a

Description:
-p ask for password
-u username (q2auser)

-h host ip address(192.168.203.3)
(q2a) the name of the database




Apache server installation



Install Apache Server

[cditto@localhost ~]1% dnf search apachel

Download,
install, and cditto@loca ~]$ sudo c -y 1nsta
Initialize Installed:

Apache :::rr“}l?.”;. ! E]:lthftﬁ_in? .5-1.el8.noarch
HTTPD Shrutil bdb 1.6, 1-5.e18 x5 64

server

apr-util-ﬂpenﬁsl-l.ﬁ.1-9.&187x56_64

httpd-2.4.37-62.module el8.9.0+3646+acd210d0.x86 64
software. httpd-filesystem-2.4.37-62.module el8.9.0+3646+acd210de.noarch
httpd-tools-2.4.37-62.module el8.9.0+3646+acd210d0.x86 64

mod http2-1.15.7-8.module el8.9.0+3660+2%9a7abf6.3.x86 64

Complete!



Install Apache Server

Backup a copy of the
primary configuration
file
/etc/httpd/conf/httpd.c
onf

Change configuration
file by changing the
Listen directive to
attach the service to
the virtual ethernet.
To do this open nano
and change the
Listener directive to
the Host server IP
address and port 80

cditto@localhost ~]% cd /fetc/httpd/cont

[cditto@localhost ~]% sudo nano /etc/httpd/conf/httpd.conf

Listen 192.168.201.7:80

[cditto@localhost conf]$ sudo systemctl restart httpc



Install Apache Server

[cditto@localhost confl$ sudo systemctl status httpd

Check the
server status.

Notice it is
listening to
the IP
address and
port we
configured
earlier.

httpd.service
Loaded:
Active:
Docs:
Main PID:
Status:
Tasks:
Memory :
CGroup:

- The Apache HTTP Serv

er

loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor pres@
active (running) since Fri 2024-02-02 12:53:29 MST; 5min ago

man:httpd.service(8)

42400 (httpd)

"Running, listening on:

213 (limit: 23499)

29.1M

/system.
42400
42401
42402
42403
42404

192

slice/httpd.service
fusr/sbin/httpd -DF
fusr/sbin/httpd -DF
fusr/sbin/httpd -DF
Jusr/sbin/httpd -DF
fusr/sbin/httpd -DF

:29 localhost.localdomain
:29 localhost.localdomain
:29 localhost.localdomain
:29 localhost.localdomain

.168.201.7 port 80"

OREGROUND
OREGROUND
OREGROUND
OREGROUND
OREGROUND

systemd[1]:
httpd[424080]: AHO0558: httpd:
systemd[1]:

Starting The Apache HTTP Serwve

Could not rg

Started The Apache HTTP Serveg

httpd[42400]: Server configured, listening




Install Apache Server

Enable service JEatatEIGtEaOER T E M= E T ER Tl
to start at Created symlink /etc/systemd/systen/ er.target.wants vice - /usr/lib/systemd/systen/httpd.

startup.

AlmalLinux Test Page
h OSt S e rVe rs This page is used to test the proper operation of the HTTP server after it has been installed. If you can read this page, it
means that the HTTP server installed at this site is working properly.
webpage.
The fact that you are seeing this page indicates that the ‘You may now add content to the webroot directory. Note
0 u S 0 u website you just visited is either experiencing problems, that until you do so, people visiting your website will
see this page, and not your content.

or is undergoing routine maintenance.

If you are a member of the general public: If you are the website administrator:

If you would like to let the administrators of this website For systems using the Apache HTTP Server: You may
S e e th e n eW know that you've seen this page instead of the page now add content to the directory /var/waw/ntm /. Note

you expected, you should send them e-mail. In general, that until you do so, people visiting your website will

mail sent to the name "webmaster" and directed to the see this page, and not your content. To prevent this
- - website's domain should reach the appropriate person. page from ever being used, follow the instructions in
I n Stal | atl O n the file /eteshttpd/conf.d/welcome. conf.

For example, if you experienced problems while visiting

www.example.com, you should send e-mail to For systems using NGINX: You should now put your

"webmaster@example.com". content in a location of your choice and edit the root

13 ”
configuration directive in the nginx configuration file
For information on AlmaLinux, please visit the Jetc/nginx/nginx.conf.

Almalinux website.

£ AlmaLinux

Apache ™ is a reqistered trademark of the Apache Software Foundation in the United States andlor ther countries.




Download & Install PHP

Download [cditto@localhost ~]% sudo dnf install php

and install

PHP Installed:
) nginx-filesystem-1:1.14.1-9.module el8.3.0+2165+af250afe.alma.noarch
php-7.2.24-1.module el8.3.0+2010+7c76a223.x86 64
Restart php-cli-7.2.24-1.module el8.3.08+2010+7¢c76a223.x86 64
php-common-7.2.24-1.module el8.3.0+2010+7c76a223.x86 64
Apache_ php-fpm-7.2.24-1.module el8.3.0+2010+7c76a223.x86 64

Complete!

[cditto@localhost ~]% sudo systemctl restart httpd



Download & Install PHP

Check
Apache
server status.

Loaded:
Drop-In:

Active:
Docs:
PID:

Main
Status

Notice php-
fpm is
activated
without
having to

enable it.

CGrDUb:

ervice; enabled; vendor preset:

L—php fpm. conf

activd®(running) since Fri 2824-

man:httpd.service(8})

45585 (httpd)

"Running, listening on:

213 (limit: 23499)

37.0M
fsystem.s
4558
45593
45595
45596
45598

02-82 13:47:02

192.168.201.7 port 8@"

‘httpd.service

in/httpd -DFOREGROUND
sbin/httpd -DFOREGROUND

in/httpd -DFOREGROUND

in/httpd -DFOREGROUND
bin/httpd -DFOREGROUND
systemd[1]: Starting The Apache HTTP Server.
httpd[45585]: AHEO558: httpd: Could not re
systemd[1]: Started The Apache HTTP Server.
httpd[45585]: configured,

domain
.loca main
.loca main
.localdomain

:02 localhost.loca
:02 localhost
:02 localhost
:02 localhost

Server

listening on:

disabled)

Ilde” determine the

192.168.201.7 port 8



Download & Install PHP

status php-Tfpm

Check php-fpm

@ php-Tpm rvice - 5 s Manager
status. Loade loadec Sys n/php-fpm.service; disabled; vendor preset: disabled)
Active: active (running) since Fri 2024-82-02 13:47:01 MST; llmin ago
In a later Main PID: 45577 (php-fpm)
. Status: rocCe active: 0, idle: 5, Requests: @, slow: 8, Traffic: @req/sec"

assignment Q2A Tacks :
Vw”specﬁythat Memory: 9.0M

d dd CGroup: /fsystem.slice/php-fpm.service
we need to a 45577 php-fpm: master process (/etc/php-fpm.conf)
the extension :gg;g p:'lp-iprl'l: p::l:j{ Wl

- 4 php-ftpm: pool www
MySQLi but when 45580 php-fpm: pool www
we search for a 45581 php-Tpm: pool www

. 45582 php-fpm: pool www
MySQL extension

we only find
MySQLnd in Alma
Linux.

13:47:01 localhost.localdomain systemd[1]: Starting The PHP FastCGI Process Manager...
13:47:01 localhost.localdomain systemd[1]: Started The PHP FastCGI Process Manager.

[cditto@localhost ~]% dnf search php-mysqgl

I nd.x86 64 : A module for PHP applications that use MySQL databases
[cditto@localk ~]1% dnf info php-mysqlnd
Last metadata i

Available Packages




Download & Install PHP

[cditto@localhost ~]% sudo dnf -y install php-mysqlnd

MySQLnd is

an UpdatEd Installed:
. php-mysqlnd-7.2.24-1.module elB8.3.0+2010+7c76a223.x86 64
extension php-pdo-7.2.24-1.module el8.3.8+2010+7c76a223.x86 64

from MySQLI. [ameses

It iS fine to [cditto@localhost ~]%
use it in this

installation.

Install this

package.




Test the PHP Installation

Create a PHP file in
the Apache
documentroot folder
variwww/html

Add the line <?php
phpinfo(); ?> to the
file.

Use the web browser
to surf to that file,
using the URL
http://<DMZ server IP

[cditto@localhost ~]$ sudo nano /var/www/html/phpinfo.php

& Almalinux &

GNU nano 2.9.8

7>

<?php phpinfo();

« © O @ 192.168.201.7/phpinfo.php

Documentation & Blog < Bug tracker £ GitHub organization

PHP Version 7.2.24

pPhp

System

Linux localhost localdomain 4.18.0-372.9.1.el8.x86_64 #1 SMP Tue May 10 08:57:35 EDT 2022
64

x86._
Build Date Oct 22 2019 08:28:36
Server APl FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path Jetc
Loaded Configurati Jetc/php.
Sean this dir for additional .ini files Jetc/php.d

Additional .ini files parsed

Jetc/php.d/20- tc/php.d/20-curlini,
ini, /etc/php.d/20-ftp.ini, /etc/php.d/20-gettext.ini,

.ini, phy Xt
1/20-pdo.ini, [etc/php.d/20-phar.ini,

ets.ini, Jetc/php.d/20-sqite3.in
1.d/30-pdo_mysal.ini, /etc/php.

Ind.ini, fetc/php.d
i, fetc/php.

i,
d/30-pdo_sglite.ni

d Jetc/php.d/30-

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API320170718,NTS

PHP Extension Build API20170718,NTS

Debug Build

Thread Safety disabled

Zend signal Handling enabled

Zend Memory Manager enabled

disabled

| | ; | i | Zend Multibyte Support



Configure Policies on Internet Facing Firewalls

Configure
Static
NAT.

Under the
“Policies”
tab, select
“NAT” and
then select
“ADD”

B Security
35 NAT
QoS
B Policy Based Forwarding
Decryption
@ Tunnel Inspection
Application Override
;;‘J Authentication
I:”;{ Da$ Protection
@ sD-wAN

Policy Optimizer

Rule Usage
) Unused in 30 days
[®) Unused in 90 days

) Unused

Object : Addresses

0

4

+ | ®Add

Litem |3 %¢
Original Packet Translated Packet
DESTINATION DESTINATION DESTINATION
SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS | ADDRESS SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION HIT CO
A e 3 outside t1/3 2 19216 any any nic-i none 44949
B inside 219218 ethernet1/3.610
»
Move~ (@) PDF/csv [ Highlight Unused Rules [_] View Rulebase as Groups  Reset Rule Hit Counter ¥ Test Policy Match »




Configure Policies on Internet Facing Firewalls

Add a name to ' 1 poiicy rute

K
your NAT Genera | Original Packet ranslated Packet
pOI icy. MName |T10-wct1 =
Descripti

Tags
Group Rules By Tag | None
NAT Type | ipvd

Audit Comment

Audit Comment Archive




Configure Policies on Internet Facing Firewalls

Select the “Original Packet”
tab.

Change the “Source Zone”
to DMZ.

Select the dropdown in the
“Destination Zone” Select
outside.

Select the dropdown for the
“Destination Interface” then
select the VPN interface in
the outside zone.

Under “Source Address”
add the IP address of the
apache server.

NAT Policy Rule

y ¢
General Original Packet

[7] Any

%nslated Packet

Destination Zon

O ‘souacs ZONE ‘/‘/Gutsidc

'H dmz

—

(HAdd O Delete

Destination Inte

ethernet1/3.61

Service

any

—

[] Any

D | SOURCE ADDRESS

"2 192.168.201.7

(®) Add ©) Delete

Any
D DESTINATION ADDRESS .~

() Add




Configure Policies on Internet Facing Firewalls

Select the
“Translated Packet”
tab.

Under “Translation
Type” select the
dropdown and then
Static IP.

Under the
“Translated Address”
enter the public IP
address.

Check th “Bi-
directional box” so
the rule translates
both ways.

Click “OK”

NAT Policy Rule

o

General Original Packet Translated Packet

Source Address Translation

Translation Type | Static IP A/

Translated Address 15?%2

Bi-directional

/

Destination Address Translation

Translation Type | None

Cancel




Configure Policies on Internet Facing Firewalls

Highlight the
new rule and
select “move
up” from the
“Move” interface
at the bottom of
the web-
interface.

The rule needs
to be before the
team’s Dynamic
rule.

NAME

1 T10-dynamic

2  T10-web

ssssss

llllllllllllllllllllll

[ 10
3 ou b 1/3.610
F Move Top
T Move Up @

J Move Down
4 Move Bottom

Original Packet

rrrrrrrrrrr

© 1921682017  any

sssssssssssssssss

157.201.22.72

bi-directional: yes

none



Configure

Configure a
web-server
security policy.

£ Qos
B Policy Based Forwarding

% Decryption

(@ Tunnel Inspection

Application Override

%) Authentication
(& Dos Protection
@ SD-WAN

Select Security
on the left just
above NAT
then click on
Add.

Policy Optimizer -

[ New App Viewer
[[3 Rules Without App Controls
[A Unused Apps
7= Rule Usage
) Unused in 30 days
) Unused in 90 days
@ Unused

Object : Addresses

NAME TAGS

4 T10-inside
S [T J d
6 T10

TYPE

universal

universal

universal

universal

universal

universal

intrazone

interzone

ZONE

ADDRESS

Move v

Source

USER

) PDF/CSV [ Hi

DEVICE

it Unused Rules

Policies on Internet Facing Firewalls

Destination

ZONE ADDRESS DEVICE
3 o ny any
=i 2 19216820 a
3 i

= dr

72 inside

2 oz

= ins

3 interco

(intrazone) Y any

(] View Rulebase

Reset Rule Hit Counter v

APPLICATION

S0

gitems |y X

SERVICE ACTION

Test Policy Match »




Configure Policies on Internet Facing Firewalls

B 0 N
U d G I Security Policy Rule
General Source Desi'gﬁon Application Service/URL Category | Actions

add the team N

Rule Type | universal (default)

name followed S
by “web” under
the “Name”

selection.

Group Rules By Tag | None

Audit Comment



Configure Policies on Internet Facing Firewalls

Select the “Source”
tab.

Under the “Source
Zone” click on “Add”
then select “outside”.

Select the
“Destination” tab

Under the “Destination
Zone” Select “Add”
then select outside.

Under “Destination
Address” add the
public IP address of
the web server.

SeLc}urity Policy RV

General Source Destination Application Service/URL Category
[]Any Any
[] | source ZOﬁ/ [[] | SOURCE ADDRESS
v
= outsg

HAdd O Delete

(® Add
[[] Negate

Actions

Security Policyﬁﬁle

—

General | Source | Destination = Application = Service/URL Category | Actions

select v DAHY
D DESTINATIQWZONE ~ D DESTINATION AD S5 v
4

L4 y_3
2 iz '@ 157-201.22.72

/

®Add O Delete ®HAdd O Delete

[[] Negate




Configure Policies on Internet Facing Firewalls

Select the
“Applications”
tab, and
specify web-
browsing.

Select the
“Actions” tab

Commit your
changes.

Security Policy Rule /

General Source Destination Application = Service/URL Category

DAHY
O APPLICA%ON ~

Actions

L4 »
web-browsing

Security Policy Rule

General Source Destination plication Service/URL Category | Actions
Action Setting
Action | Allow k v

Log Setting
3% at Session Start

Log at Session End

Log Forwarding | None
Other Settings

Schedule | None

QoS Marking | None

[_] Disable Server Response Inspection




Configure Policies on Internet Facing Firewalls

[cditto@localhost /]$ sudo firewall-cmd --zone=public --permanent --add-service=http
SUCCESS

Configure Apache
server 1o accept [cditto@localhost /1% sudo firewall-cmd --zone=public --permanent --add-service=https
HTTP and HTTPS e

requests through T
the firewall. e

Il The Church of Jesus.. @) Graduation Planner 8 (3) Dead Backing Tr.. 8 Amazon.com: Prime Systems Security Il . @8 vSphere

Enter http://[<web  [peVersionz22s php
server's public IP

System | Linux localhost localdomain 4.18.0-372 9,118 x86_64 #1 SMP Tue May 10 08.57 35 EDT 2022 x86_84
M Build Date Oct 22 2019 08:28:36
address>/phpinfo. 2%
Virtual Directory Suppert disabled
p h p Configuration File (php.ini) Path letc
" Loaded Configuration File fetciphp.ini
Scan this dir for additional .ini files letciphp.d

Additional .ini files parsed fetciphp di20-bz2 ini, /etc/php /20 Ealendar ini, fetciphp.d/20-ctype ini, fetciphp 4/20-curl ini /etc/php 4/20-exitini
‘etciphp d/20-fleinfo.ini, fetciphp.d/20-fip.ini, /etciphp.di20-gettext ini, fetc/php.d/20-iconv.ini, felciphp. d/20-
ou should see e e o B m e T e R
etciphp di20-tokenizer ini, etc/php d/30-mysaqli.ini, fetc/php d/30-pdo_mysql.ini fetc/php d/30-pdo_sdqlite ini
PHP API 20170718

the Same Info PHP Extension | 20170718
Zend Extension 320170718
pag e th at yo u S aW Zend Extension Build APIZ20170718NTS
PHP Extension Build API20170718 NTS
at the in of the .
Thread Safety disabled
. Zend Signal Handling enabled
PHP test section ey e s
.. B Zend Multibyte Support disabled
of this instruction e
Drace Support available, disabled
Registered PHP Streams itps, fps, compress.zib, php, e, glob, data, hitp, ip, compress bzip2, phar
Seq u e n Ce . Registered Stream Socket Transports. tcp, udp, unix, udg, ss, tis, isv1 0, tisv1 1, tisvl 2
Registerad Stream Filters 2., string 10113, siing oupper, siing lolower, string strip_tags, convert”, consumed, dechunk_ bzip2 "
convert iconv.*




Configure Policies on Internet Facing Firewalls

Until the

Question2Answer web

app is installed and /
configured, it is a bad

idea to leave the web 8 | Ti0-web none
server exposed to 9 | intrazone-default none
untrusted connections. &
Disable T10-Web rule 10 irtl:'rz:lne-dr:faL!EI; none

until after the
installation and

configuration. . . .
(H)Add (=) Delete (@) Clone

& outside any any
any any any
any any any

/

(¥) Enable () Disable Move ¥ (&) PDF/CSv [] Highlig

Highlight the T10-web
rule then click “Disable”
at the bottom of the
web display.

Commit the change.




Q2 A Internet-Facing Firewall Configuration

Check to make sure that
gtauser can log into
MariahDB.

This will result in an error
until secure-facing firewall
is configured.

Create a rule on the Palo
Alto firewall that allows
the application mysq|l
from the web server in the
DMZ through to the
interconnect zone.

On the top left of the web
display click on “Security”
and then select “Add” at

the bottom of the display

[cditto@tle-s-al2-localdomain ~]1% m
Enter password:

ERROR. 2082

= Security

3> NAT

£ QoS

& Policy Based Forwarding
% Decryption

() Tunnel Inspection

B Avpplication Override
5 Authentication

(& Dos Protection

@, SD-WAN

Policy Optimizer )

[53 New App Viewer

1+

Q Rules Without App Controls 4

[ Unused Apps

“= Rule Usage
ED) Unused in 30 days
ES) Unused in 90 days
ES) Unused

Object : Addresses

(HYREO) :

Can't connect to

NAME TAGS
1
2 T10-outbound none
3 | T10-dmz-to-inside-r... none
4 T1O-inside-to-dmz-all = non
5  Ti0-secure-to-dmz- one
6 | T10-squid-proxy none
7  T10-to-Secure-Remo. one
8
9 ll‘(rszmw:-d:’?d.{ one
none

10 interzone-default

o

(® Add

TYPE

universal

universal

universal

universal

universal

universal

intrazone

interzone

ZONE

= dmz

[ inside

2 dmz

R inside

[ interconnect

[ interconnect

3 dmz

23 inside

¥

ysgql -p -u

MySQOL se

Source

ADDRESS USER

219216

01.0.. any

21 0..

@ 192.168.201.0... any

2 1921682020... 20¥

52 192.1682030... 2nY

@ 192.168.203.0... | any

@ 192.168.201.0... any

Move ¥ (@ PDF/csv []

rve

'192.168.

281.2"

{115)




Q2A Internet-Facing Firewall Configuration

Under the General tab
select Name and
enter your (team’s
name)-database.

Select the “Source”
tab.

Under Source Zone
Click on “Add” and
then select DMZ.

Under Source
Address Select “Add”
then add the address
of your teams DMZ
web server.

Security Policy Rule

General Source Destination Application

Name | T10-database
Rule Type | universal (default)

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Service/URL Category

Security Policy Rule

General Source Destination Application Service/URL Category
:I Any :I Any
[ | source zoNE ~ [J | source ADDRESS ~

L4 Lg
PR dmz B2 192.168.201.2

HAdd O Delete ®HAdd O Delete

J Negate

Actions



Q2A Internet-Facing Firewall Configuration

Select the Security Policy Rule
“Destination” tab. /

General Source Destination Application Service/URL Category Actions
Under the select Y [] Any
Destination Zone, O DESTlNATlO}Z@E A [J | pESTINATION %s N
click “Add” then " P interconnect B 1921682012
select
“interconnect.

Under Destination

Address, click / /
"Add” then enter () Add © Delete @ Add O Delete
the IP address to

your team’s DMZ
web server.

[] Negate




Q2A Internet-Facing Firewall Configuration

Select the _
Application tab Security Policy Rule Security Policy Rule /

General | Source | Destination  Application | Servi General Source Destination Application Service/URL Category | Actions
‘l,JAndeI.r . ,,CI. k [[] Any / Action Setting / Log Setting /
“ pp,’lcatlons IC D 'M’E ATIONS - Action | Allow Log at Session Start

Add then SeleCt rysql Log at Session End
“mysql”_ Log Forwarding | None
Other Settings

Select the Actions Profile setng Schedule | None
tab_ / Profile Type | Nane QoS Marking | None

(1‘ e ‘; e D Disable Server Respor
Make sure the
Action setting is set
to “Allow” and
check the “Log at
Session Start check
bOX' 9 T10-datat [ universal 4 @ 1921682012 any any M interconnect @ 1921682012 any mysql &'5 application=,., = () Allow

Click OK and
Commit your

changes.



Q2A Secure-Facing Firewall Configuration

Login to FortiGate.

Select “Firewall Policy”
from the right side
menu.

Click “Create New”.

Name the new rule
“database”.

Under Incoming
Interface select
“Interconnect”

Under Outgoing

Interface select (Team
number)-secure Under
Service select “mysql”.

&% Dashboard > | + Create New | # Edi

e . .

£ System > Name

L) Policv&(}hjﬂ/ v
Firewall Policy Bl incoming-remoteadmin

x

Name € | database

=g

QOutgoing Interface | & T10-secure (T10-secure) r'd - |

Incoming Interface | @ Interconnect s

Source | + |
Destination % +

Schedule | : always A
Service @ MYsQL  a x

+
U eeaul @ DENY
Inspection Mode REMUEWERELE Proxy-based

Firewall / Network Options

Action

NAT O
IP Pool Configuration

Use Qutgoing Interface Address

Use Dynamic [P Pool

Preserve Source Port (B

B default v

Protocol Options




Q2A Secure-Facing Firewall Configuration

For the Source and
Destination selections
you must create two
new address objects.

Select the Source
selection window then
select “Create”.

Select “Address”.

Enter “dmz-web” for
the name.

Enter the IP address of
the team’s DMZ and
subnet.

Click OK.

Repeat steps for the
Destination selection.

Select Entries x
Name @ database Internet Service User
Incoming Interface | @ Interconnect - | QlSearch | + Create
Outgoing Interface | @ T10-secure (T10-secure) - & ADDRESS (14)
Source N | - =2 all &
New Address
Select Entries X
~ Name dmz-web
Internet Service Use
Color = Change
Q T Ij\\f reate Type Subnet -
CREATE NEW « IP/Netmask | 192.168.201.0/24 |
Interface O any '®
+ Add 5 Static route configuration OB
+ Address GI’OLI]] Comments Write a comment... 40/255

[



Q2A Secure-Facing Firewall Configuration

Name @ ‘ database |
. Incoming Interface ‘ & Interconnect v|
CI IC k O K 5 Qutgoing Interface ‘ @ T10-secure (T10-secure) - |
Source dmz-web x
+
. Destination secure-db x
Disable NAT =
Schedule [0 always -

Service I MysqL x

+
Action v ACCEPT [ZRelaY
Inspection Mode JEIWEGERE Proxy-based %

Firewall / Network Options

NAT [ @]

IP Pool Configuration Use Outgoing Interface Address

Use Dynamic [P Pool

Preserve Source Port (0

Protocol Options 5 default hd | &

in @MZ B Secure fo always ] RDP « ACCEPT @ Disabled
B Inside I3 S5H

| dmz-web @ secure-db fo always @ MYSQL < ACCEPT € Disabled




Q2A Installation & Configuration

Login to the
web server in [cditto@localhost ~]$% mysql -p -u q2auser -h 192.168.203.3 q2a
Enter password:
the DMZ and Welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 57
CheCk that Server version: 10.3.39-MariaDB MariaDB Server
yOU are able Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
to connect to
Type '"help;' or "\h' for help. Type '\c¢' to clear the current input statement.
MariaDB

MariaDB [q2a]=> |}

located on the
Secure zone
host.



Q2A Installation & Configuration

Open the browser
on the Apache
server and
download the
Question2Answer
package from the
Question2Answer
website.

Extract the file into
the downloads
folder.

Rename the top
file something
easier like g2a.

€ s c
£ AimaLinux &

O 8 hip

Documentation & Blog 4 Bug tracker

Version 1.8.8 was released of
tHub.

Easy to setup

« SEO features such as XML

Download Question2Answer,

Question2Answer is open source, licensed under GPL v2+

« Q2A takes 5 minutes (or less!) to insta

fon into any language.

ar, widgets, ¢

/

www.question2answer.org 1+

£ GitHub organization

5.4 or later, with the MySQLI extension.
MySQL 5.0 or fater.

then read how o instal F
n July 25th, 2023 mso/

° Core Q&A features

! « Fast Integrated search engine.

low-on and closed questions

pages and links. « Points-based re n management.

itemap and neat URLs « RSS, email notifications and personal news feeds

B | < )E « fxHome Downloads »

P

& Recent

% Starred
ar Home

[ Documents

+» Downloads

A Mucir

© Recent

* Starred

question2ans'
188

4r Home

[ Documents
J3 Music

@ Pictures
@ Videos

@ Trash

+ Other Locations

Copy to...
Move to Trash Deler®
Rename... F2

P,

Open Return

Open In New Tab Ctrl+Return

Open In New Window Shift+Return
Open With Other Application

Cut Ctrl+X
Copy Ctrl+C
Move to...

P—
Folder na

Compress...

questionZanswer-
188

Open in Terminal

Star

|q23‘/

| Rename

Properties Ctrl+l




Q2A Installation & Configuration

Open the g2a folder e s [

and change the

names on the

example files as per
the instructions on

the

Question2Answer

website.

There is a hidden
example file as well
you will need to

change.

dEE -
™
\ 4
CONTRIBUTING.md index.php LICENSE ga-cache
/_/— - - /
v
ga-config-example. ga-content ga-external-example qga-include
php
- | |
qga-lang qga-plugin qa-theme README.md
VERSION.txt

v

CONTRIBUTING.md index.php

o
\ 4

qa-config.php ga-content
- -
qga-lang qga-plugin

LICENSE

|4

qa-external

-

ga-theme

qa-cache

.—r“‘/

ga-include

README.md



Q2A Installation & Configuration

There is a hidden o|[=|[=" x tome | Downtoads | gqza | »

example file as U

well you will need / G kB &

to change. B | 100% /

Select the faccess-example Undo .DS_Store .htaccess

hamburger on the e

top right corner Sort

and check the box - -

show hidden files. Last Modified -

Now remove First Modified ®) dm
Size

example from the

Type o /
filename. -

Show Hidden Files [+

Reload




Q2A Installation & Configuration

f*

Open the config file

and THE 4 DEFINITIONS BELOW ARE REQUIRED AND MUST BE SET BEFORE USING!

For QA_MYSQL_HOSTNAME, try '127.0.0@.1' or 'localhost' if MySQL is on the same server.
Scroll down to the
For persistent connections, set the QA PERSISTENT CONN DB at the bottom of this file; do NOT
PHP COde that prepend the hostname with 'p:'.

deflnes the To use a non-default port, add the following line to the list of defines, with the appropriate port number:
database define('QA MYSQL PORT', '3306');

. . . ¥/
Conflguratlon flle define('QA MYSQL HOSTNAME', '127.0.0.1'); /

def;ne(:o#\ MYSQL USERNAME: , :your:mysql:username:)E @
Change the detine( QA MYSQL DATABASE" , *your-mysal-db-name )
settings to fit your .\
teams database IP,
username,
password, and —
database name.. define('0A MYSQL HOSTMAME', '192.168.203.3'):
define('QA MYSQL USERNAME', 'g2auser');

Save your changes define('0QA MYSQL PASSWORD', 'g2al@pass');

by clicking save in define('QA MYSQL DATABASE', 'an|' )

the top right corner.




Q2A Installation & Configuration

Move the

Questionz Answer [cditto@localhost g2al$ sudo mv * /var/www/html

files to the web

server's

“DocumentRoot” [cditto@localhost q2al$ sudo mv .htaccess /var/www/html
folder using the

following

commands. The [cditto@localhost q2al$ sudo mv .DS Store /var/www/html
last two

commands move

the hidden files we

explored earlier.




Q2A Installation & Configuration

In the web server’s i Rt B S S
“‘DocumentRoot”

folder, remove the . 4

index.html file so CONTRIBUTING.md & index.php LICENSE

that the web server 3 = \ [

will serve the V ) 4
Question2Answer’s

index.php code

in St ea d $ sudo rm JSvar/www/html/1index. htm



Q2A Installation & Configuration

[cditto@localhost html]$ 1s -Z

The Q2A flleS that unconfined u:object r:user home t:s® CONTRIBUTING.md
unconfined u:object r:user home t:s® index.php
were moved from the unconfined u:object r:user home t:s@ LICENSE
. unconfined u:object r:user home t:s@
download d"’ectory to unconfined u:object r:user home t:s@ ga-config.php
. unconfined u:object r:user home t:s@
the html d”’ectory unconfined u:object r:user home t:s®
. unconfined u:object r:user home t:s@
unconfined u:object r:user home t:s@
Were aUtomatlca”y unconfined u:object r:user home t:s@
unconfined u:object r:user home t:s@ i1
Iabeled When they unconfined u:object r:user home t:s@ READ,[*\E.md
Were placed |n the unconfined u:object r:user home t:s® VERSION.txt
download folder. -R
These files need to
i : s content t: CONTRIBUTING.md
be restored to the : : content t:se index.php
: & content t: LICENSE
correct labels based : content _t:so [ERIEEN
- o content t: gqa-config.php
on the context of : REEY ayaeonmit
1 1 i : - content t:
where they reside in Lned_u: il
1 i : P content t:
the file system. radiy Contantit:
i i content t: README . md
content t: VERSION. txt




Q2A Installation & Configuration

[cditto@localhost html]$ sudo dnf -y install php-json

In this app, PHP

uses json. Installed:
php-json-7.2.24-1.module el8.3.0+2010+7c76a223.x86 64

Download json to
the machine.

Restart the machine
so the PHP engine
will notice its new
functions.



() Terminal «

23] cditto@localhost:/etc/httpd/conf

File Edit View Search Terminal

success

[cditto@localhost

public (active)
target: default
icmp-block-inversion: no
interface ensl92

Help

confl]$ firewall-cmd list-all

sourc
dhcpvb-client ssh

/tcp

services: cockpit http https

80/tcp 844

ports:
proto :
forward: no

masquerade: no
forward-ports:
ource-ports
icmp-blocks:
rich rules:
[cditto@localhost
Failed to restart

confl]$ systemctl restart http
http.service: Unit http.service
f[cditto@localhost confl]$ systemctl restart httpd
[cditto@localhost conf]$ sudo nano httpd.conf
[sudo] password for cditto

[cditto@localhost conf]$ restart httpd
[cditto@localhost confl$ semanage boolean
[cditto@localhost conf]l$ sudo semanage boolean

not

-modify
--modify

found.

--on
--on

httpd can network connect
httpd can network connect dhl




Q2A Installation & Configuration

[ 1921682017

A Not secure

x ==

192.168.201.7

Welcome to Question2Answer. It's time to set up your database!

When you click below, your Question2Answer database will be set up to
manage user identities and logins internally.

If you want to offer a single sign-on for an existing user base or website,
please consult the online documentation before proceeding.

I Set up the Database including User Management |




Q2A Installation & Configuration

Congratulations - Your Question2Answer site is ready to go!
You are logged in as the super administrator and can start changing settings.

Thank you for installing Question2Answer.

mi n



Q2A Installation & Configuration

Q2a page open in
. . I T10-D-WS - VM]ere Worrkimicn 17 Player (Non-commercial use only) - Ii X—
windows system in @ T =05

g’ 0 | [ Administration center - General X | +
the DMZ zone

G A Notsecure | 192.168.201.7/inc

Questions Unanswered Tags Users

Emails Users  Layout

Posting  Viewing e Permissions  Pages RSSfeeds Points Spam  Caching Stats Mailing Plugins

Moderate  Flagged  Hidden

Administration center - General

Q&A site name Welcome to Q&A, where you

QBA can ask questions and

receive answers from other
Preferred site URL:

members of the community.

http://192.168.201.7/

URL structure

/123/why-do-birds-sing (requires
/index.php/123/why-do-birds-sing
[OK] /23=123/why-do-bi

2 - 10:15AM
ﬂ P Type here to search i 3 . i A Ddg ik




Q2A Installation & Configuration
a"";]tﬂti:\gw Player (Non-commercial use only)

Q2a page open
in Linux system
in the DMZ
zone. This
system is the
one that host
the apache
server.

Feb 8 10:17
Welcome to AlmaLinux * | Q&A X +
« - C 1 )] 192.168.201.7

&, AlmaLinux £ Documentation £ Blog £ Bug tracker £ GitHub organization

= 8y F

Questions Unanswered Tags Users

No questions Found

Help get things started by as|

Send feedback

Welcome to Q&A, where you
can ask questions and
receive answers from other
members of the community.

N\ Recent questions and answers

y Question2Answer | Snow Theme by Q2A Market



Q2A Installation & Configuration

Restrict access to phpinfo.php .

Since we expose our app to the
untrusted internet before we
restrict access using chown
command .

sudo chown -R /var/www/html/phpinfo.php



Q2A Installation & Configuration

{ PA-a40

Enable the web

browsing rule to
test the internet
connection from
outside.

Remember to

commit the

changes after

enable the rule.




Q2A Installation & Configuration

B il MO2 Tosk: Tiered App ITAT0 Apachewebser: X S8 CIT4T0secure MariaDB « X 3% CIT470 Deploy anHAPro X olie chown Command - [BM | X How to Search Files Effec X o> Changing to another dire X | Q&A x| + v
Access the q2a « - @ ® 8 =
£ Mest besokt [ Watch video mini-less... |8 DatsCamp Learn 05 Assignment: Two... O Learning SQL, 3rd Edit.. " hitpy//linuxcommand... [T How to allow portthr.. IO Lec 1] MIT6.042 Mot.. B https://uww.youtube.... 3 [ Andre bokmerker

Q&AEQ;ndm

Questions Unanswered ~Tags  Users

from a computer

.

outside our
network. Use the e
receive answers from other

members of the community.

browser and put

R\ Recent questions and answers

the outside
address, in this

Send feedback

case:
157.201.22.72



HAProxy load balancer
configuration



Cloning the machine that holds the apache server.

Before start, power
off the machine that < & T10.D AL4

e & ||
()] E @ Summary  Monitor  Configure  Permission: Guest 0S »shots
- I I | ~ [ vetrecitbyuiedu Snapshots
WI e C O n e " ~ [ CIT-Datacenter Guest OS Virtual  ©2 Open Remote Console ACTIONS ~ i Usage &
~ B cIT470-security Last updated: 2/8/24, 7:16 PM
~ P Section-Al - cpy
v B CIT470-Teamio
&P Clone to Virtual Machine. MHZ uses
15 1

Powered Off

Use actions tab in R (e

FATIEDIWS VM Policies ¥ Clone as Template to Library.. 17 MB usea
& T10-D-

S p h e re to g et to th e Z: ::iﬁsnma Template Storage
o) Compatibiiity = 23.83 GB usee

& T0-S-AL2 Export System Logs

clone options menu.

(@ Test for Riley and Screens.. P Edit Settings.

& T0--ws

2

~ [ Templates
pl Move to folder...

B} 470-Generic-Template VM Hardware avices i Related Objects
Rename.
. 2 CPUCS), O MHz used Edit Notes Cluster
¥ RecentTasks  Alarms Tags & Custom Attributes
Task Name v | Tager v s v | Dot v 2 o Sanme 4 v CompietionTime v | server
Alarms

Remave from Inventory

Delete from Disk



Cloning the machine that holds the apache server.

Fl"om now on fOHOW the T10-D-AL4 - Clone Select a name and folder %

EXTSting Virtual Machine Specify a unique name and target location

indic atio n S in the S Cre en ° 1 Select a name and folder Virtual machine name: | T10-D-ALS !

Select a location for the virtual machine.

[’T;’: vetr.c.cit.byuiedu

First Seleet a/ na/me a'nd a’ V ~ [ dT-Datacenter

~ [ CIT470-Security

folder were the machine [ cmosea
| F CIT470-Team10

will reside. Press next.

CANCEL NEXT




Cloning the machine that holds the apache server.

Select a COmputer T10-D-AL4 - Clone Select a compute resource %

EX|St|ng Virtual Machine Select the destination compute resource for this operation

resource, in our class 3 ton e

| 1 Select a name and folder [/ 10.1.75.102
[J 10175103

the assigned for our

10.1.175.110

class. Press next. n oS

> (O Azure-Arc
> @ ars

> @ arT-225

> O CT-326

I ——

Compatibility

/" There are compatibility warnings. Show details...

v
CANCEL BAC j NEXT




Cloning the machine that holds the apache server.

Select the storage and TI0-D-AL4 - Clone Select storage
EXiSting Virtual Machine Select the storage for the configuration and disk files

. .
1 k f t BATCH CONFIGURE CONFIGURE PER DISK
C IC 1n Same Orma 1 Select a name and folder Select virtual disk format I Same format as source I

VM Storage Policy v

aS Souree . Pre S S neXt . 2 Select a compute resource [:] Disable Storage DRS for this virtual machine

.y ~
| Select storage Name v ?::fnr“:iiibmly v |Capacity vy | Provisioned y Free v

Manage Columns Items per page 10 item

Compatibility

.~ Compatibility checks succeeded.

CANCEL BACK NEXT




Cloning the machine that holds the apache server.

On clone options select T10-D-AL4 - Clone Select clone options %

EXiSting Virtual Machine Select further clone options

D Customize the operating system

power on virtual

1 Select a name and folder

maChine after 2 Select a compute resource

creation.Press next. | 5 seectsorae

CCCCCC




Cloning the machine that holds the apache server.

Review and
press finish.

T10-D-AL4 - Clone
Existing Virtual Machine

1 Select a name and folder
2 Select a compute resource
3 Select storage

4 Select clone options

5 Customize hardware

6 Ready to complete

Ready to complete

Click Finish to start creation

Source virtual machine
Virtual machine name
Folder

Resource pool

T10-D-AL4
T10-D-ALS
CIT470-Team10

CIT-470

Datastore

Disk storage

~ Hard disk 1

CIT [UCS ESXi w104 - SMIF700] (Recommended)
more recommendations

Same format as source

Capacity

Datastore

96 GB

CIT [UCS ESXi vi04 - SMIF700] (Recommended) (Same format as source)

Virtual device node

Mode

more recommendations

CAMNCEL BACK

FINISH




Cloning the machine that holds the apache server.

Change the ip
addresses to the
new machine
address.

JLLTIC-D-ALS - e Workstation 17 Player (Non-commercial use o)
1
Payer ~ | Il - & O ¥

Details Identity IIPM} IPv6 Security

IPv4 Method () Automatic (DHCP) () Link-Local Only
(®) Manual () Disable

Addresses

Address Netmask Gateway

‘ 192.168.201.9 | 255.255.255.0 ‘ 192.168.201.1

DNS

‘ 8888, 1111

Separate [P addresses with comma

Routes




Cloning the machine that holds the apache server.

T10-D-AL5 - ViMiware Workstation 17 Player (Non-commercial use only) - 0 x
Player = || ~ % [Dj & = 0} b

Change the na/me % Activities 3¢ Settings Feb 8 12:29

to the correct % < vets about »
new nalme. © Date & Time

% Default Applications

AlmaLinux 8.6

Device nanfe TlO-D-ALSLlocaldomain

MemoN I35
Processor Intel® Xeon(R) Gold 6248R CPU @ 3.00GHz x 2
Graphics  llvmpipe (LLVM 13.0.1, 256 bits)
GNOME Version 3.32.2
OS5 type 64-bit
Virtualization VMware
Disk 98.8 GB



Configuring the app in the cloned machine.

When trying to
connect to the
server in the cloned
machine we cannot.

110-D-AL5 - Wware Workstation 1/ Player (Non-commercial use only) = @ X
H -2 0N > B8 0=
% Activities © Firefox v Feb 8 13:05
Welcome to AlmaLinux % @ Problem loading page x| + x X
(S [D https://192.168.201.9 X @) =

< AlmaLinux £ Documentation < Blog < Bug tracker <& GitHub organization

Unable to connect

Firefox can't establish a connection to the server at 192.168.201.9.

« The site could be temporarily unavailable or too busy. Try again in a few moments.
« If you are unable to load any pages, check your computer’s network connection.
« If your computer or network is protected by a firewall or proxy, make sure that Firefox is permitted to access the

Web.
Try Again




Configuring the app in the cloned machine.

T10-D-AL3 - VMware Workstation 17 Player (Non-commercial use only)

We has to edit the configuration - -

file to put the new listening
address. The file we has to

update is httpd.conf. We use the i -

following commands:

1. change to the directory:

cd /etc/httpd/conf

1. edit the file with vi and

change the Listen addre&A

sudo vi httpd.conf

1. restart the service to apply
the changes.

systemctl restart httpd

Welcome to AlmaLinux

event Apache from

n-=50i

% Activities [ Terminal ~ Feb 8 13:12

% | (D Problem loading page = =+

If you point
di 1 the

erRoot "/etc/httpd"

cific IP add
the <Virtual

n: Al ou to bind Apac
the default.

specific IP a
g onto all

12 134

(DS0) Support

functionality of a module which was built as a DSO you

o

Devices

access the

‘ry Again

(o ]




Configuring the app in the cloned machine.

. T10-D-AL5 - VMware Workstation 17 Player (Won-commercial use only)

Payer ~ | || - & O S

We get this new
message because the
mariadb database is
not yet configured to
connect with this
machine.

% Activities 1§ Firefox « Feb 8 13:19
3 Welcome to AlmaLinux % | 504 Gateway Timeout ES +
= C O & 192.168.201.9

&5 AlmaLinux £ Documentation £ Blog £ Bug tracker £ GitHub organization

|Gateway Timeout

The gateway did not receive a timely response from the upstream server or application.




Configuring the app in the cloned machine.

\ TI0-5-AL2 - VMware Workstation 17 Player (Non-commercial use only) - ul X

In the secure zone — r=- -2
. % Activities [ Terminal =
machine that host
the mariadb We =] cgarcia@t10-s-al2-localdomain:~

File Edit View Search Terminal Help

must Configure the . a al2-localdomain ~ % mysql -u root -p

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 54

access from the

new server. The s TR £ TP [T T o
first command

give access as root
to the database: o

*30A7D7C554 . 7F3B54080E19709BCC50B
E19709BCC50B
E19709BCC50B

Type 'help;' or '\h' for help. Type ' to clear the current input statement.

mysql -u root -p 7 rows in set (0.003 sec)

5 AlmaLinux




Configuring the app in the cloned machine.

To give access use the following command:

grant all privileges on g2a.* to q2auser’'@’'192.168.201.9° identified by ‘g2al@pass’;

Then you can use the following command to check the result:

Payer v ||+ S

select user, host, password from mysql.user;

In the last line appears the new access.

% AlmalLinux
Mariz




Configuring the app in the cloned machine.

T10-5-ALZ - VMware Workstation 17 Player (Non-commercial use enly) — [m} x

Remember to e - 1l - 3 5 -
% Activities [ Terminal ~ Feb 8 13:48 o
flush those

pFiVilegeS: ile Edit View Search Terminal Help

=

W O

cgarcia@t10-s-al2-localdomain:~

F640945B37E1A1CCBSEAD4394E91BT74
0945B37E1A1CCBSE4D4394E91BT74

. . 0945B37E1A1CCBSE4D4394E91BT74

flush p r1v11eges . . BEF640945B37E1A1CCBSE4D4394E91B774

! F3D2A7F3B5: E19709BCC50B

E19709BCC50B
E19709BCC50B

rows in set (0.001 sec)

MariaDB [(none) > flush privil
Query OK, 0 rows affected (0.002 sec)

MariaDB [(none)]=
+ ---+ e

0945B37E1A1CCB5E4D4394E91B774
0945B37E1A1CCB5E4D4394E91B774
0945B37E1A1CCB5E4D4394E91B774
5B37E1A1CCB5E4D4394E91B774
*30A7D7C55498E4F3D2A7F3B54080E19709BCC50B
*30A7D7C55498E4F 3| 7F3B54 E19709BCC50B
E19709BCC50B
q E19709BCC50B
- S e
rows in set (0.000 sec)

@t ———————— + —

7% AlmaLinux

MariaDB [(none)l= [l



Configuring the app in the cloned machine.

We has to give access
also in the Firewalls.
On the Palo Alto
policies add the new
address to the rule to
allow mysql from the
dmz zone. In policies
select the rule, and in
the source tab add the
new address. Don't
forget to commit your
changes.

Security Policy Rule

eral | Source | Destination | Application | Service/URL Category | Actions | Usage




Configuring the app in the cloned machine.

T10-5-WS - VMware Workstation 17 Player (Non-commercial use only) - o x

payer + || - & O [ > 0 =)

Then to add access in ERREN = oo xR L
&< O © Notsecure | b#ps//192.168.203.1/ng/firewall/address?vdom=0LTeam10 A9 mh ]

the Fortigate, opened

]
@ Dashboard

o o + Create New~
from a machine in the 5 secuity Fabrc { (BT

#° Edit  m Clone @ Delete ‘ Search Q

4 Net ‘ N Name Details Interface Type
ETworl
1P Range/Subnet. € R
secure zone create a > Ik o
Policy &0 . B DMz 192.168.201.0/24 Address |
new address ObJ ect tO e T FABRIC_DEVICE 0000/0 Address
% B FIREWALL AUTH_PORTAL AD..  0.0.0.0/0 Address | |
add tO the Pule that e e i, B Inside 192.168.202.0/24 Address ||
Services % 78 SSLVPN_TUNNEL ADDR1 10.212.134.200-10.212.134.210 @ SSLVPN tunnelinterface (ssLOL.. Address
allOWS COnneCtiOnS Schedules @ 3 Secure 192.168.203.0/24 Address i
Virtual IPs 2 all 0.0.0.0/0 Address
from the D M Z . In IPzats dmz-web 192.168.2017-192.168.2017 @ Interconnect Address
Protocol Options & none 0.0.0.0/32 Address
POhCy & ObJ ects tab’ eiaciares secure-db 152.168.203.3-192.168.2033 @ Ti0-secure (T10-secure) Address
Traffic Shaping Policy [ FortiClient EMS Tag (IP Address) Py
S ele Ct A d dl"e SSes 5 an d U ESEIEAEE # FCTEMS_ALL FORTICLOUD_SE. Address
& Security Profiles >
>

the C re ate NeW tab . = VeN & gmail.com gmail.com Address

& User & Authentication >
- 2 & login.microsoft.com login.microsoft.com Address
= WIFi & Switch Controller >
il Log & Report N = login.microsoftonline.com login.microsoftonline.com Address
& loginwindows.net loginwindows.net Address )
| 2 wildcard.dropbox.com “dropbox.com Address
" hitps://192.168.203.1/ng/frewall/service . ] 3
. [ B g ooen )



Configuring the app in the cloned machine.

Then CI‘ea te the E FortiGate 61F 470FGOL VDOM: @ OlTeam10 Q ~
@& Dashboard > NewAddress
new address as S5 Security Fabric > i
& Network . Name dmz-web2
etwar ; ) 5% 470FGOL
the one created o s | coor CIEE N
b f t ll |.!| Policy & Obi Type IP Range hd # Dynamic Address
olic ects v :
e Ore 0 a’ OW Y ! IP Range 192.168.201.9-192.168.201.9 Guides
o Firewall Policy 25 Configuring an AWS Dynamic Address
ConneCtIOnS for ., e Interface ‘ @ Interconnect | £\ Configuring an Azure Dynamic Address
Static route configuration » Configuring a Google Cloud Platform Dy
] Internet Service Database : Address (£
the Other maChlne Comments Write a comment.. 407255 ~= Configuring an Oracle Cloud Infrastruct
Services Dynamic Address ('
and preSS OK. Schedules O Configuring an OpenStack Dynamic Adc
Virtual IPs ® Documentation
IP Pools s & OnlineHelp &
. W Video Tutorials ('
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile
& Security Profiles >
=RVEN > Cancel
& User & Authentication >
= WiFi & Switch Controller >
Ll | Ao £ Rannrt 5



Configuring the app in the cloned machine.

="= FortiGate 61F 470FGOL VDOM: @ OlTeam10 Q.+ >_ [1 @@ L~ (& cgerez~

Then Se]eCt @ Dashboard > || 4 Create Ne j # Edit W Delete | Q Policy Lookup | | Search Q

. . ¥4 Security Fabric > Jm
Flrewall Pollcy o+ Network N 2 Export~ | BLIGEELETAUEYE By Sequence
etworl
& System > Name Source Destination Schedule Service Action NAT Security Profiles

& Policy & Objects M ] & Interconnect & T10-secure (T10-secure) €

Firewall Policy ming-remoteadmin & DMZ B Secure 6 always @ RDP o ACCEPT © Disabled [EEM no-inspecti
Addresses & Inside @ SSH

Internet Service Database database W dmz-web I securedb  [@always @ MYSQL « ACCEPT @ Disabled [EEM no-inspecti

tab and select the
database rule by

ing

l' k e e t th t Services 1=l 1 1U-SECUre {1 1U-SECUTe] —4E INETCONNEeCt wy
C IC lng ln O a Schedules Qutbound-all B Secure B DMZ ®always @ ALL « ACCEPT @ Disabled no-inspecti
0 Virtual IPs B Inside
line. Then select 1 oo
Protocol Options Implicit Deny = all = all fe always @ ALL @ DENY

Ed]_t. Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles >
O VPN >
& User & Authentication >
= WIFi & Switch Controller >
Ll Log & Report >

H R Type here to search



Configuring the app in the cloned machine.

A HKdit Policy
interface will be
open and in the
line of the Source
select the - sign
that opens another
tab with a list. In
that list select the
new address
(dmz-web?2) that
you created and
finish with OK.

= FortiGate 61F 470FGOL

@ Dashboard > | Edit Policy

NX Security Fabric >
<+ Network > Name €@
£ System > Incoming Interface

B Policy & Objects i Qutgoing Interface

Source

Firewall Policy 7]

VDOM: @ OLTeam10 Q ~

database

@& Interconnect -
@ T10-secure (T10-secure) -
I8 dmz-web x
I dmz-web2 x

Addresses
Internet Service Database -
Destination
Services
Schedules Schedule
Virtual IPs Service
IP Pools
Action

Protocol Options
Traffic Shapers
Traffic Shaping Policy

I8 secure-db
+
(e always -
 MYSQL *®
+

P eeaal @ DENY

Inspection Mode [WENUSVELELE Proxy-based

default MR

Traffic Shaping Profile Firewall / Network Options
& Security Profiles > NAT »
S VPN > Protocol Options
& User & Authentication >
= WiFi &Switch Controller »  Security Profiles
il Log & Report > AntiVirus »
Web Filter @ ]

Select Entries x
Internet Service User
Q,Search

& ADDRESS(16)
& all

2 bMmz

+ Create

FCTEMS_ALL_FORTICLOUD_SERVER
= FIREWALL AUTH PORTAL ADDRESS
& gmail.com
= Inside
& login.microsoft.com
& login.microsoftonline.com
& loginwindows.net

“ & none

= Secure

& wildcard.dropbox.com
& wildcard.google.com
8 ADDRES UP (2)
2 GSuite

4 3

Close

Cancel

-




Configuring the app in the cloned machine.

Thls 1S hOW 1t ="= FortiGate 61F 470FGOL VDOM: @ OlTeam10 Q- >_ ceer .
ShOuld IOOkS at the @ Dashboard ’ # Edit | W Delete | Q, Policy Loakup | | Search | Q ‘ )

N Security Fabric

) >
& Network N 3 Export~ | PEGECTAUECE By Seq uence
etworl L

end. If the llne ¥ System Name Source Dest\natlon Schedule Service Action Securlty Profile
H 1 1 B Policy & Objects M ] & Interconnect € T10-secure (T10-secure) @

still is colored , D

. Firewall Policy i  incoming-remoteadmin & DMZ 3 Secure MBalways @RDP  + ACCEPT @ Disabled [EEMl no-inspec’

JU_St FelOad the Addresses E Inside I SSH =

D Disabled no—inspec

& dmz-web
I8 dmz-web2

& secure-db 3] MYSQL w ACCEPT

database always

Internet Service Database

[=] & T10-secure (T10-secure) —« Interconnect @@

page with the Services
: Schedul

Optlon at the e Outbound-all & Secure = DMZ [@ always ) ALL + ACCEPT € Disabled no—inspec_

& Inside

bottom of the
Creen7 and it Traffic Shapers Implicit Deny =l = o aways WAL @ e -

ShOUld 100k as in Traffic Shaping Policy

the picture.

Virtual IPs



Configuring the app in the cloned machine.

I I'IU'U'ALSI VMware Workstation 1/ Player (Non-commercial use only)

Player » | |1 ~ & O 151 = B} o
NOW from a’ny % Activities € Firefox « Feb 8 14:54

machine On the 2 Welcome to AlmaLinux X Q&A XV + % N
&« > C ) & 192.168.201.9 ¥ © =

dmZ Zone you are £ Almalinux <. Documentation £ Blog < Bug tracker <. GitHub organization

able to start the

app with the

address of the new

machine. Then, the
app is working as

it should from the
DMZ zone now in

the new cloned

machine.




Configuring a load balancer in Alma Linux T10-D-

AL3.

We have an extra
machine created for
testing purposes that is
up and ready to install
software, then we will
use this machine. In
case a new machine
were necessary, refer to
the first presentation on
installing VM’s.

Here you can see the
machine settings for
connectivity.

HITP Frosy | 192.168.2003

rory | 1921682003

192168.200.3

rl Cancel | Wired

Details Identity IPvd4 I IPv6 Security

IPv4 Method () Automatic (DHCP) () Link-Local Only
(®) Manual () Disable
Addresses
Address Netmask Gateway

192.168.201.5 255.255.255.0 192.168.201.1 | [x] ‘
[ ] I
| ! I o
DNS Automatic mj

192.168.201.2, 192.168.201.3 ‘
Separate |P addresses with commas
Routes Automatic [:]E‘

Address Netmask Gateway Metric
Iy




Configuring a load balancer in Alma Linux T10-D-

Since | al}eady have internet connectivity, I first upgrade and update the system to start with the last
version and patches.

we used:
sudo dnf upgrade almalinux-release

sudo dnf update

z1lib-1.2.11-25.e18.x86 64
Instal
grub s-efi-1:2.02-150.el8.alma.1l.x86 64
kernel-4. -513.11.1.el8 o :
kernel-core 18.0-513.11. 1 el
kernel-modu ’.18.0—513.11.1
libvirt- cllrnt 8
libwpe-1.10.0
podman-gvproxy
podman-plugins-

python3-magic-5.33-25.¢e
wpebackend-fdo-1.10.0-3

T10-D-AL3 ~]$% sudo dnf update]]




Configuring a load balancer in Alma Linux T10-D-
ALS3.

Here are the commands to

cgerez@T10-D-AL3:~

find install and examine
haproxy in alma linux.
dnf search haproxy

sudo dnf -y install haproxy

rpm -ql haproxy




Configuring a load balancer in Alma Linux T10-D-
ALS3.

The configuration file /etc/haproxy/haproxy.cfg
usually contains a demo config, which we won’t use.
For best-practices sake, make a backup of the config:

cd /etc/haproxy

sudo cp haproxy.cfg haproxy.cfg.orig
fusr/share/licenses/haproxy
fusr/share/licenses/haproxy/LICENSE
fusr/share/man/manl/halog.1l.gz
fusr/share/man/manl/haproxy.l.gz
Jvar/lib/haproxy
[cgerez@T1e-D-AL3 ~]% cd x/etc/haproxy
bash: cd: x/etc/haprovv: Ma curh fila nar directory

[cgerez@T10-D-AL3 ~]% cd /etc/haoroxv

[cgerez@T10-D-AL3 haproxy |$ sudo cp haproxy.cfg haproxy.cfg.orig
[sudo] password for cgerecZ.

[cgerez@T10-D-AL3 haproxyl$




Configuring a load balancer in Alma Linux T10-D-
ALS3.

Edit the file with vi:

sudo vi haproxy.cfg

Find and delete all of the “frontend” and “backend” configuration stanzas, and replace them
with a frontend and backend suitable to balance your original and cloned web servers.

(=] cgerez@T10-D-AL3:/etc/haproxy

frontend g2aWeb
bind 192.168.201.5:80
default_backend g2aBack

File Edit earch Terminal Help

backend qg2aBack
balance roundrobin
server T10-D-AL4 192.168.201.7:80 check
server T10-D-AL5 192.168.2061.9:80 check

This configure round robin in our balancer,
haproxy will listen for connections in this system o
and forwarder taking turns to each of the servers.

r Ti1e-D-AL5




Configuring a load balancer in Alma Linux T10-D-

paLaluci

AS a,ll new SeI‘ViCGS Starts L : s Temd stem/haproxy.service; disabled; vendor pr
| : | )
being disabled and inactive, . - ol : .u-'. sudo emctl enable haproxy

-.target.wants/haproxy.service -» fusr/lib/sy

we use this commands to

«y]1$ sudo system start haproxy
. . - haproxyl$ sy tt—‘ﬂl(tl status haproxy
check and start the service: : oo 4y Load Balancer
Da v o 2m m/haproxy. vice; enabled; vendor preset: -:|isa
: i 9 1._. 8:58 CST; 5s ago
systemctl status haproxy Process: 3 6 Exe sr/sbin/ oxy -f $CONFIG -f $CFGDIR -c -q $OPTIONS (cf§

Main PID: ; ihdpr: )
(s: 2 (limit: 23500!

sudo systemctl enable haproxy
rvice

: b ; s -t fetc/haproxy/haproxy.cfg - /etc/haproxy/co

sudo SyStemCtl start haproxy 3738 fusr/sbin/ha Xy -Ws -T ;"etc,.«"lmpr:w”;hdprm'y cfg -f setc/haproxy/cog

Systemctl Status haproxy Feb 89 12 ¢ = L) = 3.loca i [1] S‘tar‘ting HAPT d Balan
Feb 89 12 8 T10-D-AL3.localdomain s d[1]: Started HAProxy Load Balancer.
[cgerez@T1@-D-AL3 haproxyl$ I




Configuring a load balancer in Alma Linux T10-D-

IS pOSSible that you g‘et this Screen aftel" al] £ Almalinux £ Documentation <. Blog £ Bug tracker £. GitHub organization

configurations are done. To solve this ————, g ERROR

““ The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://192.168.201.5/

problem we has to configure the firewall in
the balancer host machine to allow the http
service with:

sudo firewall-cmd --add-service=http --permanent

. - ik - 0. L =8 . UL a LUUIa =y o LEU - oLd ced n FTUxX
sudo firewall-cmd --reload g ©-D-AL3 haproxyl$ systemctl status ssh.service
service could not .. "
AL3 haproxy]: sudo firewall-cmd --add-service=http --permanent

ssword for cgerez

@T10-D-AL3 haproxyl$ sudo firewall-cmd --reload




Configuring a load balancer in Alma Linux T10-D-
AL8

Now we can access
the app through the
load balancer in the (I S
ip 192.168.201.5 o

£ Almalinux & Documentation <. Blog £ Bug tracker £ GitHub organization

Here you can see
access from the
load balancer host
and from another

endpoint in the

dmz.

) 4 Almalin Qocu ation £ Blog £ Bug trad|
N (L]
n 1
| Login
Unanswere: Tags Users 1
: Ask a Question (¢
No questions found D

asking a question.




Test HAProxy, and verify that is balancing properly.

{PA-a30

In the Palo Alto firewall
we will adjust the rule to e

3 NAT Original Packet Translated Packet
. . . —
ive clients in the B , besTATion | DEsTiNATION oesTiATIon
5% Policy Based Forwarding NAME TAGS SOURCE ZONE | ZONE INTERFACE SOURCE ADDRESS ADDRESS SERVICE SOURCE TRANSLATION DESTIN
. ) Decrypti
o eenpren 1§ T10-web none A dmz P& outside ethernet1/3.610 @ 192.168.201.7 any any static-ip none
mternet to access e i Tunrel Inspection
1572012272

Application Override

app . V ~ e are Openlng the 2y PPt bi-directional: yes
I3 Dos Protection
@ sp-wan 2 T10-dynamic none 3 dnz 1 outside ethemet1/3.610 2 192.168.201.0/24 any any dynamic-ip-and-port none

balancer maChine tO P inside 2 192.168202.2/24 ethernet1/3.610
untrust areas.

On NAT select the T10-
web rule and change the
source address to point to
the load balancer hosting
machine by selecting the
address and change the
address in the window
that pop up. Remember
to commit the changes.




Test HAProxy, and verify that is balancing properly.

Now the app is ,

. = C O
aCC e S Slble fI’O m ¥ Mestbesokt [ Watch video mini-less.. |8 DataCamp Leamn https//www.typing.c.. [ ProQuest Ebook Centr... .3 W05 Assignment: Two.. O Learning SOL, 3rd Edit.. = http://linuxcomman: d.. [0 Howto allow portthr.. 8 Lec?|MIT6.042 Mat.. DI
the internet
through the load
balancer that : —

Help get things started by asking a question. Welcome to Q&A, where you

alternate the Sk = .
Servers use.

8 1572012272

No questions found

members of the community.

ﬁ Recent questions and answers

Now we explore

several ways to

test that this is
occurring.



Test HAProxy, and verify that is balancing properly.

emctl status rsyslog
First option is use rsyslog to collect logs of the aded: me i or preset: enab
service. : | ”

Check that rsyslog is working:

haproxy rpm

]
haproxyl¢

z@T10-D-AL3 hapr 1% rom

@T10-D-AL3 haproxy]®

Frm

systemctl status rsyslog

Find his configuration file

rpm -ql rsyslog | less

Search Terminal Help
Edit his configuration file with vi and uncomment
this lines:

sudo vi /etc/rsyslog.conf

#module(load="imudp")

1aproxy |3 rom -
T10-D-AL3 haproxy]$ sudo vi setc/rsyslog.conf

. 5 :asswnr1 fnr cqpre?:
Then restart the service and check on the logs. : wde st

_~_~________________———~>

sudo systemctl restart rsyslog

#input (type="imudp" port="514")

temctl restart rsyslog




Test HAProxy, and verify that is balancing properly.

With the previous configuration one can see the logs generated by the app with this
command. The request take turns in each server.You can see machines al4 and ald
alternate.

prox /var/log/ es

9 14:53:50 localhost hap 374848]: 192.168.201.3:4¢ 8 [09/Feb/2024:14: :50.526] q2aweb gzaBack/tle-d-al5 ©/0/8/1/1 30
"GET /ga-content/qa-global.js 8 HTTP/1.1"
Feb 9 14:53:50 localh hap - .168. :48136 [09/Feb/2024:14:53:50. g2aWeb g2aBack/tle-d-al4 3/6/1/0/1 30
"GET /qa-theme/SnowFlat/js/snow- B -
Feb 9 14:53:51 localhost haproxy[37 - - 48136 [09/Feb/2024:14:53:51. g2aWeb q2aBack/tle-d-al5 3/8/08/33/33
/0 "GET / HTTP/1.1"
Feb 9 14:53:51 localhost haproxy[3 8]: 2.168.201.3:48 [09/Feb/26824:14:53:51.77 g2awWweb g2aBack/tle-d-al5 3¥/e/0/0/0 30
"GET /qa-th nowFlat/js/ i
Feb 9 14:53:51 localhost haproxy - .168. :48136 [09/Feb/2024:14:53:51.772] q2aWeb qz2aBack/tle-d-al4 3/0/1/1/2 30
"GET /qa-content/jquery-3.5.1.min.js HTTP/1.1"
Feb 9 14:53:51 localh 374848]: 192.168. 8 [09/Feb/2024:14: : .772] g2awWeb q2aBack/tle-d-al4 3/0/1/0/2 30
"GET /qa-conten:,’32 3 S 8 HTTP/1.1"
Feb 9 14:53:52 localh a 848]: 192.168. 6 [09/Feb/2024:14: s g2aweb g2aBack/tle-d-al5 3/0/6/39/39
/@ "GET / HTTP/L.L"
Feb 9 14:53:52 localhost haproxy[374848]: .168.201.3:48138 [09/Feb/2024:14:53:52. gq2aWeb g2aBack/tle-d-al5 3/8/1/68/1 3@
"GET /qa-the snowFlat/js/ 2 AR .
Feb 9 14:53: localhost haprox - 2.168.201.3: [09/Feb/2024:14:53:52. g2aWeb g2aBack/t10-d-al4 8/08/0/1/1 30




Test HAProxy, and verify that is balancing properly.

As a good practice we will redirect the logs to a separate file. We edit
again the configuration file:

sudo vi /etc/rsyslog.conf

mail) of le
authentication me

Find this rule:i

*.info;mail.none;authpriv.none;cron.none /var/log/messages

And change it to:
*.info;mail.none;authpriv.none;cron.none;local2.none /var/log/messages
And add a new rule that sends local2 facility to haproxy.log
local2.* /var/log/haproxy.log

As before save and restart the service will apply the changes.

sudo systemctl restart rsyslog



Test HAProxy, and verify that is balancing properly.

There are 2 (Optional) Sysldgs and event logs are reliable tools for troubleshooting server software, but sometimes it

Just Teels more satisfying to see load balancing evidence in the web browser client. Here's one way to do this:

optional ways to
check the alternate

On the first web server, create a "static page” file that contains some identifying content. Example:

Of the SGI’VGI’S OH echo "first server” | tee -a fvar/ww/html/serverid.txt
. On the second web server, create the same file, but put different content in that file:
this task. Today I P
echo "second server” | tee -a fvarfwww/html/serverid.txt

will leave here. If
you feel to continue

Launch a browser on a DMZ VM, and verify the contents each identifier file on its respective host:

are welcome. Look T
ar the end of the e e e
class tutorial where e v
stay optional. 7216 adenerate x|+

& = ¢ O & 1721617.1%serveridtxt €y

£ Almalinux £ Documentation £ Blog £ Bug tracker



Challenges we
faced



If mariadb is not running use the following commands.

Use the command sudo
systemectl status mariadb
to look if is enable and
had start. If not use the
same command changing
to enable and start, to
start the service.

=

File Edit View Search Terminal

cgarcia@localhost:~

Help

perl-DBD-MySQL-4.046-3.modul

~1 n
- MariaDB
lo

inacti

ari c
~1% sudo
c

- Mai Lavp
ik

ing)

your SQL
30 (limit: 23499)
83.5M

CGroub:

Feb 83 03:4
Feb 83 03:4
Feb 83 03:4

" cuetenctl s

10

tem/mari
stemctl start mariadb

mctl atus mariadb

1W.3> udldud

feve

, status=0/SUg
/mysql-che UCCESS)

requ now..."



We experienced connections problems from the DMZ
with the database in the secure zone.

Capturing from ens192 x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

We used wireshark to W4 e X QesEgIEEQaqafE
test Why We didn't have |i|5‘-F'I3 y a display filter f."<CTrl-/> — — - '] i
No. Time Source Destination Protocol fLength Info =

21 26.573711913) 64:7c:e8:dd:b4J2 Vmware_93:bc:6b ARP 60 192.168.201.1 is at 64:7c:e8:dd
2 1.7 1t 3.3 74 [ 1SMissi 33

app connections between |

:LIEJ Multicast Listener Report Messa

25 56 8306015 7 5 lemiiiimiaiiiiadiaa’” 17

the D l\/l Z a,nd the secure 26 56.830646010 fe80::ee70:520d:da7. F1O2::16 ICMPv6 116 Multicast Listener Report Messa
27 70.824836110 feB0::6095:5972:1f0. ffB2::16 ICMPvG 150 Multicast Listener Report Messa
28 70.824899232 feB80::6095:5972:1f0. frR2::16 ICHMPVG 150 Multicast Listener Report Messa

zone. The firewall was ‘ L

» Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on interface 0

ahaeady Configured Wlth a » Ethernet IT, Src: Vmware 93:aa:2c (00:50:56:93:aa:2c), Dst: Broadcast (Ff:ff:ffiff:ff:ff)
policy to allow mysql.




Connections problems from the DMZ zone.

Filtering our capture from
Wireshark on the apache
DMZ machine we saw that
the packages were send but
somehow not receiving
responses. Black color is an
indicator of something not
working in the connections.

r T10-D-AL4 - VMware Workstation 17 Player (Nen-commercial use only)
Plyer | |1 - & T ¥

> Activities 4 Wireshark ~ Feb 5 13:28

Q | Settings Network

*ens192

File Edit View Go Capture Analyze GStatistics Telephony Wireless Tools Help

ma® RE QesEFs=EQAQAQE

[W]ip-dst == 192.168.203.3

[X]

-] Expression...

No.

Time I Source Destination I Protocol Length Info
1 00000088 By 1 5 3 TCP 74 359

296322335 192,168 = g TCP 74 359
TCP

» Frame 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
» Ethernet II, Src: Vmware_93:bc:6b (00:50:56:93:bc:6b), Dst: 64:7c:eB:d4:b4:12 (G4:7c:eB:d4:b4:12)
» Internet Protocol Version 4. Src: 192.168.201.7. Dst: 192.168.203.3



In the Palo Alto firewall the packages were dropped,
and not allowed.

Checking in the Palo Alto {PA-a40
monitor tab and filtering

& Logs 0O (addrsre in 192.168.201.7) and (addrdst in 192.168.203.3) y X ‘ Bl
between the 2 address that e
[ Trafic ~
1 1 E!J Threat FROM DYNAMIC DYNAMIC DYNAMIC USER | TO
We Were lntereSted ln, We - - o RECEIVETIME | TYPE ZONE TO ZONE | SQURCE SOURCE USER ADDRESS GROUP | DESTINATION ADDRESS GROUP | GROUP PORT | APPLICATION ACTIGY
. @ URL Filtering
flnd Some dI’Opped E\.Wildﬂre Subrmissions E 02/0512:20:07 | drop dmz interconn... 192.168.201 1921682033 3306 not-applicable deny
: EF'J Data Filtering 3 02/0512:20:07 | drop e 1 1921682017 192.168.203.3 2906 e Rer derw
k h n trvin h - B 2/0512:20:07 | drop mz interconn... 192.168.201.7 92.168203.3 06 not-applicable  deny
packages when trying the @ o
. = 19/051220:02 | dron z interconn...  192.148.201.7 921682033 3306 -applicable deny
Connectlons, \r{ ClabalProtect g 02/0512:20:02 | drop dm: interconn... 192.168.201. 192.168 33 not-applicabl n
’@ 1P-Tag E 02/0512:19:32 | drop dmz interconn... 192.168.201.7 192.168.203.3 3306  not-applicable deny
o . 1] User-D E 02/0512:19:12 | drop dmz interconn... 192.168.201.7 1921682033 3306 not-applicable deny
Then we review the policy 8 oerptin
U Tunnel Inspection E 02/0512:19:07 | drop dmz interconn...  192.168.201.7 1921682033 3306  not-applicable n
and found that Was D Configuration E 02/0512:19:02 | drop dmz interconn... 1921682017 1921682033 3306 not-applicable n
3 System
dlsabled. E - o 02/0512:49:02 | crop dmz interconn... 192.168.2017 1921682033 3304 notapplicable n

After enable and commit it
start to work again. See
next slide.



The allow policy to mysql from DMZ to secure working.

Is always good to know
where to find the tabs %

to enable or disable a
policy to troubleshoot, ' i e ) | : '

and remember to

commit changes.Here : - E ‘ e et
in policies tab and after E o 2 - T
highlight the rule that 7 ot = - .- = T e
is grey (disabled), we — - - : : — i —
use the bottom line tab — ‘ o e S e e o]

enable to get it to the
right blue color again.
But remember that not :

sect : Addresses Add fove ~ (£ POF/CSV ] Hightight Unused Rules ) View Rubetiase a5 Groups  Reset Rule Hit Counter = Test P

change is done before
we committed.



Results before and after the policy was enabled.

The packages now flow through the firewall as we can see in the monitor of the
firewall.

0 PA-440 AS ACC  MONITOR

i Logs [addrsrc in 192.168.201.7) and (addr.dst in 192.168.203.3)

E Traffie SOURCE DESTINATION HTTR/2
) Threat FROM DYNAMIC DYNAMIC DYNAMIC USER | TO SESSION END CONNECTION

[fi URL Filtering

) WidFire Submissions

()

RECEIVETIME | TYPE ZONE TO ZONE  SOURCE SOURCE USER ADDRESS GROUP DESTINATION ADDRESS GROUP | GROUP PORT | APPLICATION ﬂfN RULE REASON BYTES SESSION ID

[.!j Data Filtering

B HIP Match

R GlobalProtect
B 1p-Te
1P

i) User-ID

™ =

(18] Decryption

M

() Tunnel Inspection

8 Canfionration




After enable the firewall policy that allow transmission.
Connections were established.

This is a
screenshot of

wireshark Am 4 ® NG QenEFIEEFAQQAE
. |
monitor that I|[ip.dst == 192.168.203.3 [X] | Expression... = +
No. Time Source Destination Protocal Length Info -
shows the
534 1508.2915525.. 192.168.201.7 192.168.203.3 =1 Aokt bio- =
d 536 1508.2955480.. 192.168.201.7 102.168.203.3 56 35938 - 3306 [ACK] 5eq=1 ACK=04 Win=29312 Len=o
reconnecte 537 1508.2955773.. 192.168.201.7 192.168.203.3 289 Login Request user=g2auser db=q2a
540 1508.3000391.. 192.168.201.7 192.168.203.3 85 Request Query
. 542 1508.3016510.. 192.168.201.7 192.168.203.3 82 Request Query
status. Is filtered 544 1508.3027061. 192.168.201.7 192.168.203.3 103 Request Query
546 1508.3430508.. 192.168.201.7 102.168.203.3 66 35938 . 3306 [ACK] Seq=296 Ack=443 Win=38336 Len

by the ; .

. . » Frame 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0 -
dest]natlon » Ethernet II, Src: Vmware 93:bc:6b (80:50:56:93:bc:6b), Dst: 64:7c:eB:d4:b4:12 (64:7c:eB:d4:b4:12)
¢ Internet Protocol Version 4, Src: 192.168.201.7, Dst: 192.168.203.3

address
192.168.203.3
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