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Download Splunk free trial

@ oo e e e e —
an account to use e i
the splunk S a._j..:..n..._
enterprise software. e et
ﬂ «  Thank You for Downloading Spl. X l-l- _

1ank-you-enterprise.html & AN ‘i'fj’ ED ‘ifi (-E;-] 'l:‘ @
Downloads B Q - S?

}ﬂ splunk-9.2.0.1-d8ae995bf219-x64-release.msi

329 MB/s - 132 MB of 507 MB, 11 secs left

W e oo

« Download via Commeand Line (wget)
« Download MDS5 to verify vour bits




Run the install of splunk and make a user

Follow the guide to
install the host, use
a username and
password. Default

installations options

will work well.

# Splunk Enterprise Installer -

splunk
Check this box to accept the License Agreement View License Agreement

Default Installation Options
- Install Sphunk Enterprise in C: \Program Files\Splunk
-Run Splunk Enterprise as Local System account

- Create Start Menu Shortcut

o e

#3 Splunk Enterprise Setup - X

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Cick Cancel to exit the wizard

[A Create Start Menu Shortaut

| Cancel Back L@msu

48 Splunk Enterprise Setup - X
splunk

Create credentials for the administrator account. The password must contain, at a minimum,
8 printable ASCII characters.

Username:

[Administrator

Password:

User Account Control X

Do you want to allow this app to make
changes to your device?

"W 5dcb296.msi

Verified publisher: Splunk Inc.

File origin: Hard drive on this computer

Program location: Install

9201

Splunk. Inc.

English (United States)
C:\Users\cgarcia.T10\Downloads\spunk-9.2.0.1-d83e995bf219-
x64-release.msi

Show information about the publisher’s certificate

Yes No




Log in with the username and password you made before.

| #8 Splunk Enterprise Setup - X

Splunk Enterprise was successfully installed.

[l Launch browser with Splunk Enterprise

Apps oM Hello, Administrator

Quick links

Common tasks

H [

Add data " Search your data

5 Visualize your data Add team members



Configure the host to listen from port 9997.

On settings select
Forwarding and
receiving and add
new port default
9997. This setting
allows to receive
logs from
forwarders.

0| o esese

x| 5 spurksewen x| 1) Trock ou o Dowrtondin. x| B3 O mos-semvasisc x | 4

Type Actions.

Actions.

Receive data
Forwarding and receiving » Receive data

Showing 110 1 item



Universal Forwarder configuration on Windows endpoint.

013 ity o D e B oy o 0| 4

1. Download R o
forwarder T
2. Follow the
guide and fill
the prompts. L.
3. On Username
use the same
as in the
creation of the
host, and the
same e
password. -y

splunk

Create credentials for the administrator account. The password must contain, at a minimum,
8 printable ASCII characters.




Universal Forwarder configuration on Windows endpoint

ﬁ UniversalForwarder Setup

Oﬂ Deployment 5 UniversalForwarder Setup
server hostname

o If you intend to use a Splunk receiving indexer to configure this UniversalForwarder, please
use the i P a ddress 1704 mend o2 Stk epmentsner b e i UersaFaorse, e Specy i host or I, and port (defadt port s 5997). This & an ptionl step. Honever, |
specify the host or IP, and port (default port is 8089). This is an optional step. However, N . . P A
e e T P R i S T AT e N | UniversalFarwarder needs either a deployment server or receiving indexer in order to do
f th h ‘t | d anything. anything.
@) € Nost alreaqay septoyment server |

Receiving Indexer

created and use the

[192.168.203.2 ¢ Jaosa Hostname or IP

d efa u |t p o I’t 8 O 8 9 . A AT o marlissy delolis 5059 [192.168.203.2 ¢ [ase7
Enter the hostname or IP of your receiving indexer, defawt s 9997
e.g. ds.splunk.com

On Receiving
Indexer use the

same address as

before and the

default port 9997.




Universal Forwarder configuration Firewall rule on Windows

Add an outbound
new rule to allow
TCP on port 9997.

e =
K o fies
3 Connect P New Outbound Rule Wizard
B Montter Rule Type
Selact e type of frewal e 10 Create
Stegn
* RieType Vit type of e woudd you e to creste?
@ Prtocol and Pote
* Acon Program
o Profle Rute that controls connections for 8 program-
* Name ® Pot N
FRule that controls connections for a TCP or UOP port
O Prodefined:
Active Dvectory Domain Servoes. -
Rube that controls connections for a Windows expevence
O Custom
Custom e
L
<«
P New Outbound Rule Wizard
Profile
Speciy the profiles for which this rule apples.
Steps:
@ Rue Tye When does this e apply?
@ Protocol and Ports
@ Action [“] Domain
® Profie Applies when a computer is connected to ts cororate domain.
@ Name Private
Ppees Lt location, such ‘home
o work place.
[ Public
Applie: e location.

1 s e e

Actions.
Group : A .

P New Outbound Rule Wizard X

Protacol and Ports
Specy the protocols and ports to which this ule applies

Steps:
@ Rue Type Does this rde apply to TCP or UDP?
@ Protocol and Ports ® TcP

@ Action O uop

@ Profle

@ Name

Does this e apply to al remote ports or specic remote ports?

© Al remote ports.
@® Specific remote ports: 3957 ]
Example: 80, 443, 50005010

i

A v [y NewRule
G R Deecoy Do lm(lmnla~::... Actsee Directory Domain Se... : : 7 P by Protte
o ontroles (ICP-.. a weflfl| ¥ P by Stee
o = - Ye || 'V Filter by Group
o - w View
© Allioyn Router (TCP-Out) Allioyn Router [
© Alloyn Router (UDP-Out) Allloyn Router Domai.. ve [[G Refreh
BranchCache Content Retrieval (HTTP-O... BranchCache - Content Retr... A% N || Epottit.
BranchCache Hosted Cache Chent (HTTP... BranchCache - Hosted Cach.. Al N (@ e
. BranchC: h AR N
BranchCache Peer Discovery (WS0-Out)  BranchCache - Peer Discove... Al N
r a Y || ® Dissble Rule
ac - v |l g cu
oc (@Wave-KCP... C: poate Vo || 5
o (qWeve-UDP... . Pivate.. Yo || CoPY
o .. G Domsin Yo || 3 Delete
oc e prate Yo |7 prosenses




On the host machine create a new index to receive the

logs.

After open the web
interface with the
address
127.0.0.1:8000 and
authenticate, under
Settings go to Index
and create a new
index. The index
serve as a
repository for the
logs.

< C

127.0.0.1:8000/en-US/manager/launcher/data/indexes
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5 E i 2
| 3
2 . 2
1 H:>
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| 5 &
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5
g E o
: 7
g
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Check that the host receive logs from the forwarder

We give in this
example the name
windows_logs name
and save.

We can start to
check that we
receive logs from
the user by open in
settings, Add Data.

New Index x
-
General Settings
Index Data Type BEvents © Metrics

“ S

2 DO | o wicpedia- Search X | [ ThankYou for Downloadin X Manage Indexes | Splunk © X | 4= A
& C @ 127.00.1:8000/en-US/manager/launcher/data/indexes# L A W m = @ | -
- oaa

Indexes

X | & splunk-Search

e e Spiur
16 Indexes :. Q
Name * Actions Twe:  Apps CurentSze: MaxSizes’ EventCa
BEv 4882
B Evert 488.2:
BEw ol




Check that the host receive logs from the forwarder

What data do you want to send to the Splunk platform?

After we select
forward as a

Fallow guides for onboarding popular data sources

. g 2 0= 9
recelvmg method, i e o ey s e

we should see that
the windows B e e
machine is sending Ey =
his first data to us.

However we don't

see it yet.



First rules to allow traffic over the firewalls

In the first screenshot
we see that the Palo
Alto firewall is blocking
the packages. Then we
made a firewall rule to
allow the transfer of
those package on Palo
Alto and also add a new
rule to allow incoming
packages on the
Fortigate firewall on the
secure zone.
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Firewall rules for inbound and outbound on the host.

We also need to
add new inbound
and outbound rules
for the host to allow
ports 8089 and
9997
communications.

" Windows Defender Firewall with Advanced Security

e Action View Help

= | 20 = HE

Windows Defender Firewall witl
Inbound Rules

Outbound Rules

!-b Connection Security Rules
% Manitoring

Inbound Rules

Mame

3 Allow Splunk Ma
ﬂlnbound dns fro|
ﬂAIIJo}rn Router (1
ﬂAIIJo}rn Router (1

BranchCache Co

BranchCache Hg

BranchCache Pe
ﬂ Cast to Device fu
ﬂ Cast to Device fu
ﬁ Cast to Device 5§
@ Cast to Device st
) Cast to Device st

Wl Cact $n Mansira of

Allow Splunk Management Port Properties

General
Protocols and Parts

Protocols and ports

Scope

Programs and Services

Advanced  Local Principals

Remote Computers
Remote Users

W Protocol type: |TCF‘ g |
Protocol number:
Local port: |Speciﬁc Ports w~ |
8083, 9397 |
Example: 80, 443, 5000-5010
Bemote port: |AII Parts A |

Example: 80, 443, 5000-5010

Intemet Control Message Protocol
(ICMP) settings:

Customize...




Receiving data from the forwarder.

T10-5-WS - VMware Workstation 17 Player (Non-commercial use only) - o =
)
. - %O
O n Settl n gS a n d Forwarders: Instance | Splunk 82 X | B Forwarders: Instance | Splunk 8. X Enable 2 receiver - Splunk Docur X | 4 = 9 X
@ localhost:8000/en-US/zpp/splunk_monitoring_console/forwarder_instance?form.time.earliest=-4h%40m&form.time.latest=now&form.funcVolume=avg&form.hostna.. A {7 (un} = W o

forwarders =

Overview Summary Health Check £ C ! ce Forwarders = Settings v Run a Search

instances appears rdere: nstance

Instance: Time Range: Forwarders: Deployment

:
the windows T T 7] e
:
endpoint that we
Connection Count AVEMQE KB/s Average Events/s

Splunk Version Architecture Receiver Count
Instance = GUID ¢ Forwarder Type = Pz H 0s s s s = : B
.
CO nfl g u re to Se n d WIN- 6321E23D-9A5E-481C-9CA8- 192.168.202.4 $.2.0.1 Windows x64 1 5.83 8.43
4ST2Q5T3KUP 8D8BF5E85F34
I Click on a forwarder to see a list of connected receivers.
a ta . Note: Multiple forwarders installed on one host appear with identical host names, but different GUIDs.

Outgoing Data Rate

Aceranation



Configuration on inputs.conf on forwarder to send Event
Logs

‘g'ﬁO-I-WSZ - VMware Workstation 17 Player (Non-commercial use only)

Py = | | - = 0 8
3 Active Directory Users and Computers

File Action View Help
om0 XEBGR BHELTeETER

] Active Directory Users and Com

| MName Type Description

» [] Saved Queries
~ [ Ti0Jocal = | File Explorer
> & Buittin Home Shar

3 inputs.conf - Notepad

Hc t
We add the event > & Dz::'f'zzr T * > 9 bdit Fomst View Help

> [ ForeignSecu

I b > [0 Managed e - E::::s:;]ma
- 7k Quick access =
ogs to be sent to —
[ Desktop E 4 hell

* Downloads o EE::T‘CEIESB]
th e h Ost- H a S to Documents [powershell2]

] Pictures * interval=68

. default
resta rt the SerVICe local # From here I add new configuration|
System32

[WinEventLog://Application]

after saving -

_J 3D Objects

[ Desktop [WinEventlog://Security]
changes. 2 bocmers

disabled = @

disabled = @
‘ Downloads
D Music [WinEventlLog://System]
Pict
| Pictures disabled = @
B videos

‘i Local Disk (T:)

54 DVD Drive (D) S [ €
w

24iterns 1 item selected 4.38 KB




Add data to the index we created before on the host.

:. im] Bl Add Data - Select Forwarders | & X Enable a receiver - Splunk Docur X | =+

On Sett|ngs Select & C @ localhost:8000/en-US/manager/search/adddatamethods tforwarders A
Add Data , and
select the available

Create or select a server class for data inputs. Use this page only in a single-instance Splunk environment

.
fo rWa rd e r e n d p O I n t. To enable forwarding of data from deployment clients to this instance, set the output configurations on your forwarders. Learn More [2

A Administrator v Messages ¥ Settings v

Add Data ® ) ) < Back

Select Forwarders

Has to glve a Class Select Server Class New Existing
name to get data
from the forwarder.

add all » Selected host(s) « remove all

WIN-4SI12Q5T3KUP
WINDOWS

New Server Class Name [ Windows Logg ]




Add data to the index we created before on the host.

First select local - - —
events logs , and on '*
the next step select
the index we
created before. o
After finishing select |6 5 e 19
collect data and the

collected data start
to appear from the
windows endpoint.

i Time




Alma Linux Universal Forwarder configuration.

Splunk> Products v Solutions v Why Splunk? ~ Resources v

a CISCO company
IGHIULG SY3LGHIZ, LUNGULIE LG AUy LGa Ul uata.

Choose Your Installation Package

£ Windows A Linux # Macos W FreeBsD > solaris % AIX

m 4.14+, 5.4+ kernel Linux distributions with
libc v2.21+, Graviton+ Servers 64-bit

gz so07emB

Go to splunk web apm 077w
site, authenticate and deb 1rous
select to download

the right version for 3.4+, or 5.1+ kermel Linux deb sase
your Linux system e

tgz 4462mB

Support ~

Download Now |,

Download Now {,

Download Now {,

Download Now

Download Now {,

We have Alma Linux,
then we download

rpm  44.46 MB

Download Now {,

64 bit .rpm.

PPCLE 3.x+, 4.X+, or 5.x+ kernel Linux apm 32318
distributions

gz 3244mB

Download Now {,

Download Now {,




Alma Linux Universal Forwarder configuration.

K>  Products Solutions - WhySplunk? «  Resaarces ~ sopi- Q @ @v

Copy the script for o

You're Downloading Splunk Universal

the command line to byt~

Choose additional platforms here.

download the file.

Use the script to [ ST

/releases/9.2.1/1linux/splunkforwarder-9.2.1-78803f08aabb.x86 64.rpm

d | d h f'l Connecti 192.168.201.3:3128... connected.
OWn Oa t e I e. Proxy request sent, awaiting response 200 0K
Length: 46614849 (44M) [binary/octet-stream]
Saving to: ‘splunkforwarder-9.2.1-78803f@8aabb.x86 64.rpm’

View Search Terminal Help

splunkforwarder-9.2 100%[ 44.46M 43.6MB/s in 1.0s

ReVIeW that the flle 2024-03-28 03:0 3 (43.6 MB/s) - ‘splunkforwarder-9.2.1-78803f08aabb.x86 64.rpm

saved [46614849/46614849]

Was download W|th [cgerez@T10-D-AL3 ~]$ 11

total 45524

drwxr =X cgerez cgerez 6 Jan
XT-Xr-X cgerez 6 Jan
rwx . 2C z € 59 Mar

6 Jan

cgerez - 53 Jan

. cgerez c r 6 Jan
-TW-TW-TI--, : - 46614849 Mar

drwxr-xr-x cgerez Jan
drw - 2 cgerez cg Jan
[cgere




Alma Linux Universal Forwarder configuration.

Install the forwarder. Use:

sudo rpm -i and copy and paste the
name of the file in red. Here you
must change the user to continue,
use:

su - splunkfwd

This user is created upon
installation.

Then will be necessary to navigate
to the right directory to perform

enable start and configurations.

cd /opt/splunkforwarder/bin

File Edit View
[cgerez@T10-D-

Search

Terminal

AL3 ~]$ 11

cgerez
cgerez
cgerez
cgerez
cgerez
cgerez
cgerez

cgerez
cgerez

-AL3 ~]

splunkforwarder-9.2.1-78803f08aabb.x86 64.rpm: Header V4 RSA/SHA256 Sig

cgerez
cgerez
cgerez
cger:

cgerez
cgerez
cgerez

cgerez
cgerez

cgerez@T10-D-A

6 Jan
6 Jan
59 Mar
6 Jan
53 Jan
6 Jan
46614849 Mar

6 Jan
6 Jan

key ID b3cd4420: NOKEY

can't create transaction lock on /var/lib/rpm/.rpm.lock (Permission denie

rez@T10-D-AL3 ~]$ sudo rpm -i splunkforwarder-9.2.1-78803f08aabb.x86 64.rpm I
vwarning: splunkforwarder-9.2.1-788031t08aabb.x86 64.rpm: Header V4 RSA/SHA256 Sig

nature, key ID b3cd4420:

complete
[cgerez@T10-D-

NOKEY

18
18
28
18
18
18
26

18
18

x86_64.rpm:

15:
15:
17

15:
15:
rpm -isplunkforwarder-9.2.1-78803f08aabb.x86 64.rpm
9.2.1-78803f08aabb

29

splunkfwd @T10-D-AL3:/opt/splunkforwarder/bin

Edit View Search Terminal Help
splunkfwd lunkfwd

Lunkfwd

splunkfwd

splunkfwd

splunkfwd

copyright.txt

splunkfwd
splunkfwd
splunkfwd
63230 Mar 104 s I de 2.1-7880

55 28
K 0 Mar 20
iT10-D-AL3 splunkforwarder]$ cd cmake

-D-AL3 cmake]$ 1
onfig-version.cmake
plunkf
[splunkf 10-D-AL3 splunkfo
idle3

copyright.txt



Alma Linux Universal Forwarder configuration.

To run the next commands
use sudo and refers the
splunk file with ./ as:

sudo ./splunk add forward-
server 192.168.203.2:9997

And

sudo ./splunk set deploy-
poll 192.168.203.2:8089

All preliminary checks passed.

Starting splunk server daemon (splunkd)...
Done

[ oK ]
[splunkfwd@T10-D-AL3 bin]$ sudo ./splunk add forward-server 192.168.203.2
Warning: Attempting to revert the SPLUNK HOME ownership
Warning: Executing "chown -R splunkfwd:splunkfwd /opt/splunkforwarder"
Splunk username: Administrator
Password:
192.168.203.2 specified in incorrect format. Please specify in <host>:<port> for
m
[splunkfwd@T10-D-AL3 bin]$ sudo ./splunk add forward-server 192.168.203.2:9997
Warning: Attempting to revert the SDIIUNK HOME aunerchin
Warning: Executing "chown -R splunkfwd:splunkfwd /opt/splunkforwarder"
Added forwarding to: 192.168.203.2:9997.
[splunkfwd@T10-D-AL3 bin]$ sudo ./splunk set deploy-poll 192.168.203.2:8089
Warning: Attempting to revert the SPLUNK HOME ownersnip
Warning: Executing "chown -R splunkfwd:splunkfwd /opt/splunkforwarder"
Configuration updated.
[splunkfwd@T10-D-AL3 bin]$ i



Alma Linux Universal Forwarder configuration.

Finally restart the
service to make the
new configuration
available with:

sudo ./splunk restart

[splunkfwd@T10-D-AL3 bin]$ sudo ./splunk restart
Warning: Attempting to revert the SPLUNK HOME ownership
Warning: Executing "chown -R splunkfwd:splunkfwd /opt/splunkforwarder™
Stopping splunkd...
Shutting down. Please wait, as this may take a few minutes.
[ 0K

Stopping splunk helpers... [

[ OK
Done.

splunkd.pid doesn't exist...
Splunk> Australian for grep.

Checking prerequisites...
Checking mgmt port [8089]: open
Checking conf files for problems...
Done
Checking default conf files for edits...
Validating installed files against hashes from '/opt/splunkforwi
All installed files intact.
Done
All preliminary checks passed.

Starting splunk server daemon (splunkd}...
Done

[splunkfwd@T1e-D-AL3 bin]$%



Received data from the new Linux forwarder.

On Add Data under
settings on the host,
select the new linux

machine and add a class e e—
name. ‘“

Select files and\‘

directories to collect
logs and set the path to:

/var/log/*

Use a previous created
index for linux.

Input Settings

2 B B ko x o X Dstasets X | (5 Newtsd X spluk X Splunk: x | O sphunice x | + = B X
c c ocabes Do B B
Add Data .- Back




Alma Linux Universal Forwarder configuration.

Review and submit
the search and start
searching data in
the next screen.

Add Data

Wnout Setings

Review

Server Clax

Name.

List of Forwarders

[
& W | Ed AOGUST X | § MOMIOT X | g USRSES X | ) NEWWD X | M SPUNKS X | G SPuAK: X | RF spumcc X | T = o E
< C @ localhost:8000/en-US/manager/splunk_monitoring_console/adddatamethods/success A o m = @ B - o

Add Data ——0—0—0 R m

Select Forwarders  SelectSource  InputSettings  Review  Done

v/ File input has been created successfully.

Configure your inputs by going to Settings > Data Inputs

Start Searching Search your data now or see examples and tutorials. (2 h

Extract Fields Create search-time field extractions. Leam more about fields. (2
Add More Data Add more data inputs now or see examples and tutorials. (2
Download Apps Apps help you do more with your data. Learn more. [2

Build Dashboards Visualize your searches. Learn more. (2




Alma Linux Universal Forwarder configuration.

splunk

Receiving log data SR
from the linux

te Table View

New Search
maCh I ne- source="/var/log/*" index="linux_logs" All time v n

v 109,769 events (before 3/28/24 3:05:08.000 AM [ No Event Sampling v ] Job ¥ ~ ” 4 ? Smart Mode v

Events (109,769) Patterns Statistics Visualization

Format

Timeline » — Zoo

n
>

ields

libinput error: event2 -

3/28/24 Mar 2 8:14 T10-D-AL3 org.gnome.Shell.desk
2:58:14.000 AM Virtual

iscarding future messages

@

SELECTED FIELDS

VMware VMMouse: WARNING:

a host 8

host = T10-D-AL3 SO

> 3/28/24 Mar 28 04:58: libinput error: event2 -

2:58:14.000 AM VirtualPS/2 VMware VMMouse: client bug: event processing lagging behind by 11ms, y

INTERESTING FIELDS
# date_hour 24
# date_mday

etvpe = svsloa




Add users and passwords for the team on the host splunk

enterprise.

"1, T10-5-WS - VMware Workstation 17 Player (Non-commercial use only)
=
Bayer v | || - & [0 &

3‘ (i} \ Users | Splunk 3.20.1 X | & Monitorfiles and directories wit! X | Manage Indexes | Splunk 920.1 X | [ Newtsb

Under settings € C

Users

locate the tab users ...
to create users for Nome =

administr
ator

the team.

cgerez
rslik

youngdb

@ localhost:8000/en-US/manager/system/authentication/users

filter Q

Actions. Authentication system ¢ Full name * Email address + Timezone ¢  Default app *
Editv Splunk c le.com launcher
Editv Splunk launcher
Editv Splunk launcher
Editv Splunk launcher

Edit v Splunk launcher

Default app inherited from

system

system

system

system

system

N

)
%
%

Roles +

admin

admin, can_delete,
power, splunk-
system-role, user

admin, can_delete,
power, splunk-
system-role, user

admin, can_delete,
power, splunk-
system-role, user

admin, can_delete,
power, splunk:
system-role, gser,

Last Login =

3/26/2024,
10:28:37 AM

> B
= (=}
R -

10 per page v

Status + 7

v Active

+ Active

v Active

+ Active

v Active

)cx.'?
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