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DNS resolution with unbound
DNS Proxy




Check ,Update ,and Install unbound

Run these commands to
(ﬂ]eijfOF UIN1ateS arui [rslik@tle-s-al2-localdomain ~]% dnf check-update

iHSt&H unbound 2-localdomain ~]¢

[rslik@tl®-s-al2-localdomain ~]% dnf search unb::mnu:iD

[rslik@tlﬂ-s-alz-lmcaldmmain ;j$ sudo dnf -y install unbmund[

CLE

[rslik@tle-s-al2-localdomain ~]% rpm -gi unbound
Name - unbound




Copy unbound.conf and edit

Cd into unbound
and make a Copy [rslik@tl@-s-al2-localdomain ~]% cd /etc/unbound
of the

unbound.conf after

[rslikat10-5-al2-localdomain unbound]$ sudo cp -p unbound.conf unbound.conf.orgin

making a copy
open it in vi editor

[rslik@tle-s-al2-localdomain unbound]$ sudo vi unbound.conf




Search for interface

USG / ].nterfa;ce tO = rslik@t10-s-al2-localdomain:/etc/unbound
File Edit View Search Terminal Help
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Change interface too servers ip address

=] rslik@t10-s-al2-localdomain:/etc/unbound

File Edit View Search Terminal Help

Use the vi
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Access control

Use /access-control

B rslik@t10-s-al2-localdomain:/etc/unbound

tO Seal"ch the File Edit View Search Terminal Help
# Detach from the terminal, run in back
; "no" when Unbound runs

document. Add an

(recur e) queries
with ize and action.

access-control for
the the DMZ sone
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op (r 5
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non_local (lik 0 reply).
-control: @.
-control: 7.
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Set forward address for dns

In the # forward-zone:
documents use : I
/forward-zone ¥ name: .

And the # forward-addr:
ddress for the forward-addr:
dns.

Exit the

document
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0
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g oo
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Add DNS to the firewall

[JSG thf3 [rslik@tle-s-al2-localdomain unbound]$ sudo firewall-cmd --list-serwvices
commands as

shown to check [rslik@t19-s-al2-localdomain unbound]$ sudo firewall-cmd --add-service=dns --permanent
the firewall allow

services and then [rslik@tle-s-al2-localdomain unbound]$ sudo firewall-cmd --list-services
add DNS if it is
not there. Check
to make sure it got

ockpit dhcpvb-client dns mysgl ssh

added properly



Enable and Start

Use these

Commands tO enable "sl1k@tle-s-al2-localdomain unbound]$ systemctl status unbounc

unbound.service - Unbound recursive Domain Mame Server

Unbound and Start Loaded: loaded (/usr/lib/systemd/system/unbound.service; disabled; vendor preset: disabled)

Active: inactive (dead)

unbound

rslik@tle-s-alz-localdomain unbound]$ sudo systemctl enable unbound




Set unbound for DNS for linux DMZ

Check and make sure that the
DNS setup for your DMZ linux
machine

Wired

Details Identity

IPv4 IPv6

Security

IPv4 Method

Addresses

Address

() Automatic (DHCP)
(#) Manual

Netmask

() Link-Local Only
() Disable

Gateway

| 192.168.203.3

| 255.255.255.0

| 192.168.203.1

DNS

| 192.168.201.2

Separate |P addresses with commas

Routes

Gateway Metric




You can also check in the terminal if it is workin

= cgarcia@t10-s-al2-localdomain:~

File Edit View Search Terminal Help

com
137.11.163
com

com

143.2
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.com

124:1507::Te01
124:1507::Te00
.com

201.2
201.2#53




Check DNS on Windows

Internet Protocol Version 4 (TCR/IPvd) Properties .

EL

Check your Ipv4 address General

d k th t th TH  You can get IP settings assigned automatically if your network supports
—|  this capability. Otherwise, you need to ask your network administrator
a'n ma e Sure a e 5 for the appropriate IP settings.
g ¢
D N S addre SS IS 8 et I (T Obtain an IP address automatically
E (@) Use the following IP address:
i IP address: | 192168 .203. 2 |
. Subnet mask: | 255.255.255. 0 |
L
] Default gateway: | 192.168.203. 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 192 . 168 .201. 3 |

Alternate DNS server: | 192.188.201. 2 |

|| [validate settings upon exit I Pl J




Check DNS on Windows

TI0-1-W5 - Viwalle Workstation 17 Player (Nen-commercial use only)

Player " v @
You can also =
° Wt Corporation. All rights erved.
CheCk ].n the fm  Home Shell for new features and impre

I Find a setting

terminal if it
is working

Network & Internet

I @ Status
u S 1 n g Ethernet
2 Dial-up
nslookup E e
i @ Proxy



Squid Proxy



How to Download and install squid in Alma Linux

In a Linux terminal use
this commands.

[cditto@T1e-D-AL2 ~]% dnf check-update

The first 2 commands
check for updates. The cditto@T10-D-AL2 ~]¢
third installs squid.

The final 2 commands
check that those 2 files
are identical. They are [cditto@T18-D-AL2 squid]$ sudo diff squid.conf squid.conf.default
the configuration file
and a backup. They are
identical as you will
noticed when running

diff.

[cditto@T10-D-ALZ /etc/squid




Firewall rules edition.

The first line
confirm that squid
is not included as
allowed. The
second command
looks if is
supported that you
see is true. Then
the third and
fourth command
change the
configuration of
this endpoint to
allow request from
squid.

[cditto@T10-D-AL2 squid]$ sudo firewall-cmd --list-services
cockpit dhcpv6-client dns ssh

[cditto@T10-D-AL2 squid]$ sudo firewall-cmd --get-services

[cditto@T10-D-AL2 squid]$ sudo Tirewall-cmd --add-service=squid --permanent
SUCCESS

[cditto@T10-D-AL2 squid]$ sudo firewall-cmd --reload

SUCCESS



Check status and start service.

Again the
first command
check if squid
is enabled and
active. Since
is not enabled
and is inactive
as all new
services In
Linux, enable
and start it
with the final
2 commands.

[cditto@T10-D-AL2 squid]$ systemﬂtl status squid

cditto@T10-D-AL2 squid]$ sudo systemctl enable squid
sudo] password for cditto: [

[cditto@T1O-D-AL2 squid]$ sudo systemctl start squid



Configure machines in the secure zone to use squid.

On the gui, in
network select
network proxy
and then set the ip
address of the
Alma Linux in the
DMZ zone
configured with
squid. Use the
port 3128.
Remember to turn
off and on the
interface to be
sure the new
configuration is
applied.

# Q Settings

Network

T Wi-Fi

$ Bluetooth

B Background
A Notifications

Q, Search

Region & Language

Universal Access

Online Accounts

Privacy

A E 2 O

Sharing
4 Sound

[& Power

@ Network

Connected - 1000 Mb/s mj

l
Wired l aF
K3

VPN aF

Not set up

Network Proxy Off | LF

Ignore Hosts

Network Proxy
() Automatic
(®) Manual
() Disabled
HTTP Proxy 192.168.201.3 3128
HTTPS Proxy | 192.168.201.3 3128
FTP Proxy  192.168.201.3 3128
Socks Host 1]

localhost, 127.0.0.0/8, 11




Now you can update your Alma Linux server in the
secure zone.

[cditto@tl®-s-al2-localdomain ~]% dnf check-update

[cditto@tle-s-al2-localdomain ~]% dnf check-update

[cditto@tle-s-al2-localdomain ~]$ sudo dnf -y update

Remember to change the /etec/dnf/dnf.conf file and
add in the last line:
proxy=http://192.168.201.3:3128



Configuration of web services in a Windows system.

Turned off the

automatic proxy

detection and
on Use a proxy
server. Fill in
the required
information.
Add the secure
gateway as a

proxy
exception.

=

i}

Settings

Home

| Find a setting

Network & Internet

=]

Status
Ethernet
Dial-up

VPN

"

Proxy
Automatic proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don’t apply to VPN connections.

Automatically detect settings
@ o
Use setup script

@D ox

Script address

Save

Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server

Proxy
Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.

Use a proxy server
@ on

Address Port
| 192.168.201.3 | | 3128 |

Use the proxy server except for addresses that start with the following
entries. Use semicolons ;) to separate entries,

192.1@..203.1\

Don't use the proxy server for local (intranet) addresses

Save




Add a policy in the Palo Alto firewall to allow traffic for
the squid services in the DMZ zone.

SOURCE DE!
FROM D¥YMAMIC DYl
% RECEIVE TIME TYPE ZOME TO ZOMNE SOURCE SOURCE USER ADDRESS GROUP | DESTINATION AD
&’ 01/28 18:07:30 | deny interconn... | dmz 192.168.203.2 192.168.201.3
T10-secure-to-dmz-i... none universal P& interconnect @ 192.168.20 CI @
. . one
This rule is
Slmlla]_" tO the & | T10-to-Secure-Remo... | none universal PR dmz [@ 192.168.20 Selected Rules | yAME
one we have = inside 2 19216820 T10-secure-to-dmz-inside
7 | intrazone-default none intrazone any any
from before, but :
1 1 8  interzone-default none interzone any any
this time we -

will select the
squid service as
the application
to be allowed.

I

(HAdd O Delete @) Clone

(#) Enable (X) Disable Move ¥

Rule order | After Rule « | T10-secure-to-dmz-inside

Error out on first detected error in validation




Rename clone

Under the
General tab
enter the rule
name using
your team
name
followed by -
squid-proxy

T10-secure-to-dmz-i... none

universal

B interconne

T10-secure-to-dmz-inside-1 ew

universal

[ interconne

Security Policy Rule

General | Source Destination | Application

Name | T10-squid-proxy

Rule Type

Description

Tags
Group Rules By Tag

Audit Comment

Service/URL Category

Actions

Usage

r o

universal (default)

None

Audit Comment Archive




Start the rule by selecting policy and add a new service
security policy. -

Security Policy Rule /
i i W Application | Service/URL Category | Actions
select “
Under the ‘D I
service/URL SERVICE

Category tab, change
from application
default to select

@A@%



Create a new service

In select click
on new
services to
create a new

service object.

Security Policy Rule

General Source Destination Application Service/URL Category Actions
select
[ | service ~
-]
Service -
service-http

service-https

New 32 Service ﬁ‘:‘ Service Group

N

@A@ (S Delete




Set the name of the policy, the protocol and port.

Name the object
service- squid.

Under Description
insert squid.

Under the Destination
port select 3128.

Under Tags enter
Squid.

The reason we are
doing this is because the
firewall does not expect
a web object to come
through port 3128 and
will deny that object
type whereas, squid will
run unhindered.

S;-.Ervice

Name
Description

Protocol

Destination Port

Source Port

Session Timeout

Tags

-

service-squid|

squid —
© 1cr UDP

3128 o

¥ EEe

Port can be a single port #, range (1-65535), or comma separated (80, 8080, 443)

0 Imherit from application

squid =

Override



In service/Url Category select service-squid.

Security Policy Rul
Select the new  -Scurty Folicy Rule

g
ObjeCt General | Source | Destination | Application Service/URL Category | Actions

“service-squid”  seiecr

O ‘ SERVICE ~ |

bl -]

Service -

service-hitp

service-https

service-squid -
D E—

New 32 Service @3 Service Group

@A@j ©) Delete



Confirm connectivity in the secure zone Windows
system. NV

3 [ T10-D-ws [ T10-FAL2 [ T10-mws [ T10-5-AL2 [ T10-5-Ws

With the
firewalls

0 Q. google - Search x IS5 =
configured we BT _ D . o
& @5} B https://www.bing.com/search?q=google&cvid=a0c8c5fcdca04c6a884d624ce8cb5caf&FORM=ANABO... 3% ¥= =
have internet
.. B MicrosoftBing ~ Q_  google 0 o signin | 5 =
connectivity
ALL MAGES VIDEOS MAPS NEWS SHOPPING i MORE TOOLS

to our
Windows

Promoted by Microsoft

. [Search the web a Q
machine
~ Google -
“  https://www.aooale.com Google See more




Confirmation of internet connection in the Alma Linux
system in the secure zone.

(3 T10-D-AL2 (3 T10-D-AL3 [ T10-D-Ws [ T10-FAL2 [y T10-FWs [} T10-s-AL2 (3 T10-5-Ws

Homepage - The Church « x | +

w.churchofjesuschrist.org/?lang=eng s ©

& X O 8 nhttpsy
-8 Import bookmarks... € AlmaLinux £ Documentation <. Blog £ Bug tracker <& GitHub organization

Worldwide Discussion Event for Youth - “I Am a Disciple of Jesus Christ" >

THE CHURCH OF
JESUS CHRIST MyHome Libraries Serve  News  AboutUs arct Q A FindaChurch X English

OF LATTER-DAY SAINTS

As well as to

our Linux
machine.

Learn More u



Configure updates from the proxy server on Windows.

In windows is

a different

proxy setting

fOI’ 'S C:\Windows\system32> netsh winhttp show proxy
adminiStrative Current WinHTTP proxy settings:

task as
YlI)diit(}S. (F}IIS 'S C:\Windows\system32> netsh winhf*ﬂ set proxy 192.168.261.3:3128
is the

command for
configure the

settings on
Windows.

Direct access (no proxy server).




Challenges we
faced



It was necessary to create an object tailored for the squid
services to grant access through the Palo Alto firewall.

The only issue that
I ran into was
learning how to
create an object and
then due to having
to make some
changes, how to
delete and object.
Neither was
difficult it just took
a minute to puzzle it
out.
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