IDS Sensor



cit470 team 10 Layer 3: outside zones' public IPvd address assignments

public space firewall
{IPva subnet 1D] router [dynamic MAT) static MAT (broadcast)

-
[ ] 157.201.22.72/29 157.201.22.73 157.201.22.74 157.201.22.795- 157.201.22.79
ask: Diagram T

outside zone DMz
WVLAN: 470-VLE10-outside VLAN:ATO-VL710-dmz
192,168.201.0/24

cloudflare

E— - _pm
—_— T10-D-WS

=l | . 1592 168.701.2 192.168.201.3 Y L 152.168.201.9
Google outside zone router [ o0sn56.83.c0.F9 \50.56.53.06-A% | i 0.50 D0.50.56-93.11.45

B.R8.8 157.200.22.78 a70-02 pid P
157.201.22.73 Wk Sarver

[ e 102,16B.20L.1

port numbers weh, prowy, and load balancing

+ 192,168.202.1

I s  192.16B.200.1 —
inside zone

internet-facing firewsall VLAN: 470-VLEL0-inside

Management I 192.168.202.0,/24
10,1.47.10

interconnect zone
VLAN: 470-VL510 —

152.168.200.0,/27 = 192 1687024
O0-50-56-93-1F-58

application Active Directory
identifiers

Hosts for testing and operating the
ployed in the other zones

Saure zone
VLAN: 470-VL910-secure
192,168.203.0/24

[ e 192,16E8.203.1
1

secure-facing firewall
Management IP:
192.168.203.1 THD5WSE

152.168203.6 132168

-50-56-53-92-16

MONTtoring senices




Deploy security Onion VM

with at least 4 CPUs and 16

GB of memory, and a 200
GB hard drive.

Add 2 NICs, one
connected to the DMZ
and on connected to the
Secure zone.

For this example we will
use securityonion-2.3.210-
20230202.iso

Guest OS name

Virtualization Based
Security

CPUs
Memory

NICs

NIC 1 network
NIC 1 type
NIC 2 network

NIC 2 type

SCSI controller 1

v New hard disk 1
Capacity

Datastore

Deploy VM

Red Hat Enterprise Linux 7 (64-bit)

Disabled

AT70-VL910-secure (CIT-DSwitch) /
WMXMNET 3 /
A470-VL710-dmz (CIT-DSwitch)

VMXNET 3

VMware Paravirtual

—

CIT [UCS ESXi v104 - SMIF700] (Recommended)

200 GB




Security Onion Configuration

| SECI.ll"ltl_.l Onion SEtI.IlJ - 2.4.38 [ —

Launch the new VM Enter the hostname (not FQDN) you would like to set:
and configure Security 105 5o
Onion

{Cancel>

Enter the hosthname
you would like to use

i i 1 Security Onion Setup - 2.4.38
(In Thls eXOmple We WI” Please select the NIC you would like to use for management.
use t10-s-so ens192 @B:58:56:93:a5:d7 Link UP

ensZZ4 BH:58:56:93:93:12 Link UP

ensZ5b BH:58:56:93:21:58 Link UP

Pick the NIC you would
like to use for
management. Use the
first choice, which is the
NIC connected to the
secure zone.

<Cancel>




Security Onion Configuration

Enter the IP Address of the
Security Onion installation

Enter the gateway to the
Secure zone where we
installed the Security Onion
installation

Enter the DNS server
address. (in this case we
entered the addresses to
the DHCP servers we
installed in an earlier
project

Security Onion Setup - 2.4.38
What IPv1 address would you like to assign to this
Security Onion installation?

Please enter the IPv4 address with CIDR mask
(e.g. 192.168.1.2-24):

192.168.283.5-24

<0k> <Cancel>

Security Onion Setup - 2.4.38
Enter your gateway's IPv4 address:

192.168.2683.1

{Cancel>

Security Onion Setup - 2.4.38
Enter your DNS servers separated by commas:

192.168.282 .4, 192.168.282.6

{Cancel>




Security Onion Configuration

Enter the DNS search
elelaglelln

In this example our
Secure zone is connected
by proxy through the DMZ
to the infernet, when
prompted as to how we
would like to connect to
the internet we will select

Proxy

Input the proxy server we
will use

Security Onion Setup - 2.4.38
Enter your DNS search domain:

18. local

{Cancel>

"Direct” - Internet requests conmect directly to the Internet.
“"Proxy"” - proxy the traffic for git, docker client, wget, curl, apt,
and various other S0 components through a separate server in your
environment .

Direct

<Cancel>

the URL prefix (ex: https: - your.proxy.com:1234).

If your proxy requires a username and password do not
include them in your input. Setup will ask for those
values next.

http:--19£.168.2081.3:3128~

<Cancel>




Security Onion Configuration

SeT pI’OXY Security Onion Setup - 2.4.38
OUThenhCOTIOﬂ Does your proxy require authentication?
<No>

Unlike the example
shown, the proxy does
no-l- need Security Onion Setup - 2.4.38

) ) Please input the proxy user:
authentication

<0k> <Cancel>

Click “No”

Security Onion Setup - 2.4.38
FPlease input the proxy password:

{Cancel>




Security Onion Configuration

When asked if you want e 11y Do

to keep the default Do you want to keep the default Docker IP range?
Docker IP ra nge, select If you are unsure, please accept the default option of Yes.
the default “Yes”

Select the Monitor

interface NIC by pressing T, - LA
-I-he SpCICG b(]l’ -I-hen Please add NICs to the Monitor Interface:
Selec.l. HOKH [#] ens2Z24 BB:58:56:93:19:34 Link UP

{Cancel>




Security Onion Configuration

For this example we will
use a ficticious email
address to create the
administrator account
for use in the Security
Onion Console web
interface

Enter and re-enter a
password for the
administrator account

When asked how you
would like to access the
web interface we will
choose IP

| SEClll"ltl_.l Onion SEtl.llJ - 2.4.38 e

Security Onion Setup - 2.4.38
Please enter an email address to create an administrator
account for the Security Onion Console (S0C) web
interface.

This will also be used for Elasticsearch and Kibana.

admin@teamld . net

<0k> <Cancel>

Security Onion Setup - 2.4.38
Re-enter a password for admin@teamlB.net:

{Cancel>

How would you like to access the web interface?

Whatever you choose here will be the only way that you can access the
web interface.

If you choose something other than IP address, then you'll need to
ensure that you can resolve the name via DMS or hosts entry. If you are
unsure, please select IP.

IP Use IP address to access the web interface

HOSTHAME Use hostname to access the web interface
DOTHER Use a different name like a FODN or Load Balancer

{Cancel>




Security Onion Configuration

When asked if you want

to allow access fo this

Securl-l-y Onlon Security Onion Setup - 2.4.38

iFWST(]||C]TiC)r1 \/i(] Tf\EB \A/EBk) B:by?ﬁtg:P:c;g allow access to this Security Onion installation via the

interface, select “Yes”

For this example, when
asked to enter a single
address of IP range, in
CIDR notation, we will
enter the IP range of the
Secure zone since there
is little risk of a breach in
that zone.

] p - &.4.3H
Enter a single IP address or an IP range, in CIDR notation, to allow:

192.168.2683.8..24

{Cancel>




Security Onion Configuration

Review the Security
Onion configuration
and select “Yes” then
select "Ok”

The following options have been set, would you like to proceed?

Security Onion Version: Z2.4.3@

Node Type: STANDALONE

Hostname: t18-s-so2

Network: STATIC

Management NIC: ens192

Management IP: 192.168.2683.6

Gateway: 192.168.283.1

DNS: 192.168.2682.4 19Z2.168.2682 .6

DNS Domain: T1H.local

Proxy:
Server URL: http:--192.168.2081.3:3128
User: admin

Allowed IP or Subnet: 192.168.2683.8-24

keb User: admin@tld.net

Press the Tab key to select yes or no.

——— Security Onion Setup - 2.4.

EVWAL setup is now completet

ficcess the Security Oniom Console (50C) web interface by navigating to:
https:»-192.168.2083.5

Then login with the following username and password.

S0C Username: admin@teamlB.net
S0C Password: Use the password that was entered during setup

Press TAB and then the ENTER key to exit this screen.




Security Onion Configuration

On the machine that we
will be using to manage the
Sec Uri .I.y O nion Web Use a proxy server f;j}"ﬁthemet or Wi-Fi connections. These settings

don't apply to VPN c‘b'hnlf__.-ctionz.

Manual proxy setup

interface, enter the IP |
N 5& 4 proxy senver
address of the SO machine @D -

into the proxy server Address
setfings as shown in the 192.166.2013
fo | | OWi n g exo m p | e Use the proxy server except for addresses that start with the following

entries. Use semicolons () to separate entries.

192.168.203.5

D Don't use the proxy server for local (intranet) addresses

Save




Security Onion SSH Login

We will now access the Security Onion
console through SSH

Before we move on TO Thls neXT STeD IT IS mlt@lgz.168.283.5‘5 password:
important that we reach out fo our dningteanto. net@io). 166 205.5 5 passuord:
IHSTI'UCTOI' as -I-he nodes we need -I-O Connection reset by 192.168.283.5 port 22
Connec-l- -I-O Gﬂd from -I-he Secure zone C:\Users\Administrator.T1@>ssh admin@l92.168.283.5

A

C]ﬂd -I-he DMZ mUS-I- be -I-he Sqme Ond 'I'he A

i #H
instructor has permissions fo change them  ###  WiaUTHoRIZED Access PROMIEITED  #2

A
A

Open CMD Through -I'he machlne |n admin@192.168.283.5's password:
which we are managing Secure Onion

Access the Security Onion web interface at https://192.168.283.5

En.l_er .I_he Commcnd: ..................................................................................................

The following nodes in your Security Onion grid may need to be restarted due to package updates.

SSh _I Odm|n ]92 ]68 203 5 * If the node has already been patched, restarted and been up for less than 15 minutes, then it

may not hjye updated it's restart_needed status yet. This will cause it to be listed below, even *
* if it has already been restarted. This feature will be improved in the future.

When prompted enter the administrators
password

t18-s-so_eval

Last login: Wed Feb 28 13:47:18 20824
[admin@t1@-s-s0 ~]%

We should now have access to the SOC
through SSH



Enter the command:
lo address | less

You should see our NICs
ens192 which is our
Secure zone and ens224
which is our DMZ

Make sure that our DMZ
connection ens224 is set
to promiscuous mode

Security Onion SSH

admin@t10-s-s0:~
nogueue state UNKNOWN group default glen 1086

16:
12
14:
18:
28:
24
26:
28:
42:
44 :
5@:

52:

i ensl92;

i ens224;

link/loopback @6:

inet 127.8.8.1/8

B86:60:00:80:00 brd ©0:00:00:00:80:060
scope host lo

valid 1ft forever preferred_lft forever

altname enpllse

inet 192.168.283.5/24 brd 192.168.283.255 scope global noprefixroute ens192

56:93:37:be brd ff:ff:ff:Fff:fF: FF

valid_1ft forever preferred_lft forgwer
inets feB80::258:56Ff:fe093:37be/64 sobpe link noprefixroute
ualid 1t forever prefassad Jit forever

altname enpl9se

: bond@: <BROADCAST,
link/ether 08:50:
: docker®: <NO-CARRIER,BROADCAST,MULTICAST,UP>» mtu 15808 gdisc nogueue state DOWN group default
link/ether 82:42:

56:93:19. 54 urd ff:ff:ff:ff:ff:Ff

<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc mg state UP group default glen 1808
TP Cther 09:50:

<BROADCAST , NOARP | PROMISC SLAVE,UP,LOWER_UP> mtu 9888 gdisc mg master bond® state UP group default glen 1868
Link/ether 89:50:

MULTICAST,PROHISC,HASTER,UP,LOHER_UPiwmtu 9888 gdisc nogueue state UP group default glen 1868

56:93:19:34 brd ff:ff:ff:ff: fF: FF

cl:66:b2:62 brdpff:ff:ff:ff:ff:ff

inet 172.17.9.1/24 brd 172.17.8.255 scope global docker®
valid_1ft forever preferred_lft forever

62:88:66:54 brd ff:ff:ff:ff:ff:ff

inet 172.17.1.1/24 brd 172.17.1.255 scope global sobridge
valid_1ft forever preferred_lft forever

vethdsbabgogifo:

link/ether 7a:3c:
vethd4efeb2gifil:
link/ether cB:5f:
veth2483f2c@ifi13:
link/ether fe:5c:
veth73fa%9a@ifi7:
link/ether 56:6d:
veth97b3828gif19:
link/ether 66:4f:
veth2cf7854@if23:
link/ether 9e:32:
vethdezabbe@if2s:
link/ether 9a:8e:
veth@bfcl42@if27:
link/ether c6:bd:
vethco426e0@ifal:
link/ether 8e:88:
vetheb49cd7@gifas:
link/ether b2:d9:
veth7278cee@if4o:
link/ether 6a:9a:
veth81397a6@ifs51:

a7:56:1f:8c brd ff:ff:ff:Fff:Ff:ff link-netnsid @

: sobridge: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc noqueue state UP group default
link/ether 02:42:

: veth9863588@if7: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc nogueue master sobridge state UP group default
link/ether 7a:92:

<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc noqueue master sobridge state UP group default

94:d8:38:91 brd ff:ff:ff:ff:ff:ff link-netnsid 1
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
89:1e:47:62 brd ff:ff:ff:ff:ff:ff link-netnsid 2
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
3d:ed:6d:1c brd ff:ff:ff:Fff:Ff:ff link-netnsid 3
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1586 gdisc
24:d2:ca:d9 brd ff:ff:ff:ff:ff:ff link-netnsid 5
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
2e:74:9c:8d brd ff:ff:ff:Fff:Ff:ff link-netnsid 6
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
92:63:1a:78 brd ff:ff:ff:ff:ff:ff link-netnsid 7
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1586 gdisc
f3:ba:5f:89 brd ff:ff:ff:ff:Ff:ff link-netnsid 8
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
ed:bc:8e:@e brd ff:ff:ff:ff:ff:ff link-netnsid o
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
le:lc:ed:el brd ff:ff:ff:ff:ff:ff link-netnsid 16
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
32:7a:bd:83 brd ff:ff:ff:ff:ff:ff link-netnsid 17
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc
54:b4:3d:66 brd ff:ff:ff:ff:ff:ff link-netnsid 1@
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1586 gdisc

nogqueue

nogqueue

noqueue

nogqueue

nogqueue

nogqueue

noqueue

nogqueue

nogqueue

nogqueue

noqueue

master

master

master

master

master

master

master

master

master

master

master

sobridge
sobridge
sobridge
sobridge
sobridge
sobridge
sobridge
sobridge
sobridge
sobridge

sobridge

state UP group default

state

state

state

state

state

state

state

state

state

state

up

up

up

up

up

up

up

up

up

up

group

group

group

group

group

group

group

group

group,

group

default
default
default
default
default
default

default

_default

default

default




Security Onion SSH DMZ Traffic Test

Now enter the command:
Sudo tcpdump —-nn -l ens224
the —nn turns off name
lookups for IP addresses and
port numbers and the —i
option specifies the name of
the interface we want to
capture

o

VU U

[ — )

P

v

.120.208.1
.120.208.12
.120.208.12

1 o 1 b S b b S b o S b b s b b b b b b b b

.120.208.1

The output of this command
should look something like
the example shown



Security Onion Login

Open the Security o — R R
Onion web interface
by entering the IP

address of the
Security Onion e
machine into the
web browser of the R

Login to Security Onion

machine we will use = Security@rion
to manage the Overview
Security Onion Getting Started

H . New to Security Onion 2? Click the menu in the upper-right comer and you'll find links for and a that will help you best utilize
I n S ‘I‘ o | | O ‘I‘ I O n Security Onion to hunt for evill In addition, check out our free Security Onion 2 Essentials online course, available on our website.
If you're ready to dive in, take a look at the interface to see what Security Onion has detected so far. Then go to the interface
for a general overview of all logs collected or go to the interface for more focused threat hunting. Once you've found something of interest,
escalate it fo to then collect evidence and analyze observables as you work towards closing the case.
Enter the What's New
To see all the latest features and fixes in this version of Security Onion, click the upper-right menu and then click the link.

. . A
O d m | ﬂ ISTI’C”'OI’ Enterprise Appliances
= Want the best hardware for your enterprise deployment? Check out our 1
credentials to the -
) Customize This Space
We b I n 'I-e rfo C e Make this area your own by customizing the content in the interface.

Brought to you by:

Sectritv @nion

Version: 2.4.30 © 2024 Security Onion Solutions, LLC License: ELv2




Security Onion Ruleset Change

We will now make a rule and

test whether our alert system is = Security ©gapmgny
working for DMZ traffic & ownmes P Grid Coafiguration — .

3 Bl bl g
Select “administration” and then < s
“configuration” g N et e e e
Select the “Options” dropdown e
OT The TOD Of The pCige Ond —_— v A N Contains the list of custom NIDS rules applied to the grid. To add custom NIDS rules to the grid, enter one rule
move the slider where it says f-é"-eiv‘"«f“m‘jf”"” i the Cumeat Grid Value bos
“Show all configurable settings, v idstools . —
including advanced setfings” > conig —

——r # Add your custom Suricata rules in this file.

Select “idstools” and then from o l
the dropdown menu select Extraction Ruies
“rules” then “Local Rules —

Current Grid Value

We Wi” nOW en-l-er Our rule in-l-o - # Add your custom Suricata rules in this file.
the “Current Grid Value” box at N
the bottom right of the page ‘



Security Onion Ruleset Change

Add the rule shown in urrent Geid Volue

'I'he e)((]mple # Add your custom Suricata rules in this file.
alert icmp any any -> 192.168.201.8/24 any (msg:"viking ping";
ThIS I’U|e W|” Oler.l. itype:8; content:"wiking®; sid:7eeleel; rev:1;)

Security Onion

whenever it detect
the word Viking over
the DMZ network

The rUle can OISO be “"r.l’l"lh s-50 ~]% vi /opt/so/rules/nids/local.rules
set through the
command line using

vim or nano to =
create the rule in the
local.rules file. The

path to the local

rules file is shown in

the example



Security Onion Ruleset Change

. ﬁE
The new rule will take SYNCHRONIZE GRID

around 15 minutes to Manually synchronize the manager node. This can take several minutes to complete. The rest of the grid

commit but the process can S SCEIS Lo Sem —

be expedited using either

the “SYNCHRONIZE GRID"

selection located under the

“Options” menu dropdown,

or by entering the

command: containes. | seame | Details
sudo so-rule-update so-curato

admin@t10-s-so:~

Next enter the command:
sudo salt-call state.highstate

These commands took
around 4 minutes to commit
[admin@t1@-s5-s0 ~]%
To check the rule use the
command;
sudo so-status

This onion is ready to make your adversaries cry!



Security Onion Ruleset Change

We will now ping the DMX machine using the
command:

Ping —c 4 192.168.201.9 —p 76696b6%96e67 the
last set of digits being the word viking In
hexadecimal notation

Now we can go back to our web interface >
Alerts and see our rule viking ping has caused
Security Onion to alert.

-

Security @nion

= cgerez@T10-D-AL3:~

File Edit ‘iew Search Terminal Help

[cgerez@T10-D-AL3 ~]$ ping -c 4 192.168.201.5 -p 76696b696e67
PATTERN: 0x76696b696eb/

PING 192.168.201.5 (192.168.201.5) 56(84) bytes of data.

64 bytes from 192.168.201.5: icmp seq=1 ttl=64 time=0.0856 ms
64 bytes Trom 192.168.201.5: icmp seq=2 ttl=64 time=0.072 ms
64 bytes from 192.168.201.5: icmp seq=3 ttl=64 time=0.072 ms
64 bytes from 192.168.201.5: icmp seq=4 ttl=64 time=0.069 ms

- 192.168.201.5 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 309@ms
rtt min/avg/max/mdev = 0.056/0.067/0.072/0.008 ms

=s= Users

Total Found: 18

Rows per page: 5% w

1-20f2

M| Overview Alerts Options v
A Alers
4® Dashboards Q v Group By Nams. Modde L3 © D Last 4 minutes v REFRESH X
Click the diock icon o change to absolute time
€ Hunt
Fetch Limit
== Cases 500 - W Filter Results
= PCAP
Count rule name ' - event module '. event severity label .
& Grid A 2 ET SCAN Zmap Uses-Agent (Inbound) suncata low
. Downloads n 16 wiking ping swicals low
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