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Palo Alto PA-440 Configuration

Log into Palo Alto GUI, using the
credentials given by the course
instructor.

Once inside the GUI click on
‘Administrators’ and then on ‘Add’ at the
bottom of the page

{ PA-240

lf; Setup

= High Availability
E\d Config Audit

L E’ Password Profiles

2, Administrators

{7) Admin Roles

(£ Authentication Profile

9 Authentication Sequence
User Identification

s Data Redistribution

[3 Device Quarantine

VM Information Sources
¥ Troublesheoting

-+ L@ Certificate Management

&) Certificates
E Certificate Profile
§5 OCSP Responder
(& SSL/TLS Service Profile
[y scep
(2 SSL Decryption Exclusic
BB s5H Service Profile
[ Response Pages
[ Log Settings

~ [ server Profiles

BY sNMPTrap
BY syslog
[E, Email
B HTTP

BY Netflow

DEVICE

CLIENT
CERTIFICATE PUBLIC KEY
AUTHENTICATI PASSWORD AUTHENTICATI AUTHENTICATI
NAME ROLE PROFILE PROFILE (WEB) (SSH)
[ admin Superuser
0 T Superuser

/

M= -
(+) Add (@ PDF/CSV




Palo Alto PA-440 Configuration

Administrator )]
Create a new
administrative | femelE
Authentication Profile | None
aCCOU nt. [:| Use only client certificate authentication (Web)
Password | sessssssssne
Each member off the Confirm Password | sasssssssass
Password Requirements
team should create . Minimum Password Length (Count) 8
. [:] Use Public Key Authentication (SSH)
thelr own Administrator Type @) Dynamic Role Based
admlnlstratlve ‘ Device administrator
Password Profile | None
account.




Palo Alto PA-440 Configuration

After Creating the new account commit
your changes, log out using the button
at the bottom left corner.

Commit @

Doing a commit will overwrite the running configuration with the commit scope.

° Commit All Changes Commit Changes Made By:

COMMIT SCOPE LOCATION TYPE

device-and-network

CLIENT
CERTIFICATE PUBLIC KEY
AUTHENTICATL..  PASSWORD AUTHENTICATL. AUTHENTICATI

D NAME ROLE PROFILE PROFILE (WEB) (S5H) PROFILE LOCKED USER
[ admin Supenuser
0 mo Superuser

it Device
4 administrator

E -ErHTEatE Stat vand successfull
User T10 a E:ﬂ Preview Changes ;3 Change Summary EJ Validate Commit Group By Location Type
System Resources A X

Commit job
| t CPU 49 Jobld=12.
/ PU 0%




Palo Alto PA-440 Configuration

NNNNNNNN

Log back in using the new
credentials




Palo Alto PA-440 Configuration

Select ‘Virtual Router’ { pPA-a40 DASHBOARD  ACC  MONITOR  POLICIES  OBJECTS | NETWORK
from the left menu.

=3 Interfaces

Use the default router P Zones O | namE INTERFACES CONFIGURATION RIP

unless instructed f; S ECMP status: Dissbled
otherwise. Virtual Routers

IPSec Tunnels

i
i

-'{ﬂl GRE Tunnels

Select ‘Interfaces’,find
the phySical port DASHBOARD ACC MONMNITOR NETWORK

labeled ‘ethernet1/3’ . —
and CliCk ‘the |abe| — Z"D:c:'ces Ethernet WLAMN Loopback Tunnel SD-VWAN

=
= WLAMNS
Bg wirtual Wires

@ Virtual Routers

MAMNAGEMENT LINK
@) 1PSec Tunnels INTERFACE INTERFACE TYPE PROFILE STATE IP ADDRESS
'@ GRE Tunnels B ethernetl/1 Wirtual Wire ) none
% DHCP i .
45 DMS Proxy = ethernetl/ 24/V||:(ual Wire G} none
'%u GlobalProtect == ethernetl,3 Fnl) none



Palo Alto PA-440 Configuration

Ethernet Interface @

C h a n g e th e Interface Name | ethernet1/3

Comment

‘Interface Type’ to e Tive [ 47

Netflow Profile | None

‘Layer3, Config | IPv4 | IPv6 | SD-WAN | Advanced

Assign Interface To

Virtual Router | None

C I iC k O K. Security Zone | None

== ethermnetl/2 MIrc [@] none
== ethernet1/3 k Layer3 ) none
== ethermetl./ /<t none
= ethermet1 /5 none
= ethermnetl/5% nomne
== ethermetl/, 7 none
= ethernetl/8 nomne




Palo Alto PA-440 Configuration

== ethepnetl/2 ireual wWir
/ﬁ:‘thcrnctlﬂ Layer3
Highlight == ethernetl/4
&= ethernetl/5

‘ethernet1 /3' then & ethernetl/é6
CliCk On ‘Add &= ethernetl/7

&2 ethernetl/8

Subinterfaces’

4
() Add Subinterface (3) Add Aggregate Group (O Delete (@ PDF/CSV




Palo Alto PA-440 Configuration

Click on the ‘Config’ tab

Add the subinterface
number and duplicate
for the tag as per best
practice.

Add default to the
‘Virtual Router’ and then
click on the dropdown
in the Security Zone
and add New Zone.

Change zone to ‘inside’.

Layer3 Subinterface

Interface Name | ethermet1/3
Comment /
Tag | 810

MNetflow Profile | None

Config 1Pwva IPvé SD-wWaAN Advanced

Assign Interface To
Virtual Router | default

Security Zone | None &

MNone /

MNew E= Zone

Layer3 Subinterface

Interface Name | ethernet1/3
Comment
Tag [810
Netflow Profile [ None

Config 1Pv4 IPv6 SD-WAN Advanced

Assign Interface To

Virtual Router | default

Security Zone | inside M




Palo Alto PA-440 Configuration

Select the ‘IPv4’ Config | IPv4 | IPvé | SD-WAN | Advanced
tab.

[:| Enable Bonjour Reflector
Select IP and add Type @ Static DHCP Client

the IP address O ’A",/
reserved for your

teams firewall. Be

sure to include the

subnet mask suffix

in CIDR notation.




Palo Alto PA-440 Configuration

Select the
‘Advanced’ tab
then select
‘Management
Profile’

Create a profile

named ‘470 pin’

and enable the
ping option in

that new profile.

Click OK.

Config

Other Info

MNithar Infn

IPv4 IPvé SD-WAN

ARP Entries ND Entries

Interface Management Profile

/

Advanced

NDP Proxy DDNS

Name | 470-ping
Administrative Management Services
[JHTTP

D HTTPS

[] Telnet

] ssH
Network Servig
Piny

D HTTP OCSP
] suMe

[] Response Pages
[:I User-1D

[] User-ID Syslog Listener-S5L
[] User-1D Syslog Listener-UDP

EEEEEEEEEEEEEEEEEEEE

® Add
Ex. IPv4 192,




Palo Alto PA-440 Configuration

Check your work in the interface table and adjust any misconfigurations.

& ethernet1/3 Layer3 none none Untagged none none
ethernet1/3.510 Layer3 470-ping fin] 192.168.200.1/24 default 510 none interconnect
sthernetl/3.610 Layer3 470-ping 157.201.22.72/29 default 510 none outside
ethernet1/3.710 Layer3 470-ping 192.168.201.1/24 default 710 none dmz

sthernetl/3.810 Layer3 470-ping 192.168.202.1/24 default 810 none inside




Palo Alto PA-440 Configuration

Select ‘Virtual Routers’ again
then select the teams virtual
router.

Click the ‘Static Route’ subtab,
then create a new static route.

Name the route after your
teams number and the word
default.

The default route should be
0.0.0.0/0 which is the network
ID for the whole internet.

The IP address of the next hop
should be set to your teams
assigned gateway router.

INTERFACES

&3 Interfaces [:l_

BEE Jones D NAME
= VLAN

ee > default
E‘-E] Virtual Wires

Virtual Routers

,;}'j IPSec Tunnels

ethernet1/3.810
ethernet1/3.710
ethernetl/3.610
ethernet1/3.510

-{}o GRE Tunnels

= NHrp
Virtual Router - Static Route - IPv4

Name | T10-default y

Destination | 0.0.0.0/0
Interface | None
Next Hop | IP Address /
157.201.22.73/29
Admin Distance [ 10 - 2
Metric | 10

Route Table | Unicast

(0 Path Monitoring




Palo Alto PA-440 Configuration

Virtual Router - Static Route - IPv4 @

Name | T10-default

Destination | 0.0.0.0/0

Interface | None
Next Hop | IP Address
157.201.22.73/29
Admin Distance | 10 - 240

Metric | 10

Route Table | Unicast

[J Path Monitoring

NAME ENABLE SOURCE IP P PING COUNT




Palo Alto PA-440 Configuration

awalw
Click the ‘Policy’ tab. W M

NETWORKS Dashboard  ACC Monitor Objects  Network Device

Select ‘Security’ then

click ‘Add’ at the bottom
corner to set a new @8 Security A
security rule.

Security Policy Rule

General Source Destination /lp/plica 7

MName T10-outbound

You will set an outbound
‘client’ server that will
allow inside zines to
access Internet servers
via your outside zone.

n Service/URL Category Actions

Rule Type | universal (default)

Description

Tags

Set the name to your
team name-Outbound
and the rule type to
universal.

Group Rules By Tag | None

Audit Comment

Audit Comment Archive




Palo Alto PA-440 Configuration

Select the ‘Source’ tab
and then click on Add.

Add your DMZ, then
click ‘Add’ then add
your inside zone.

Under ‘Source
Addresses’ click ‘Add’
and enter your teams
DMZ subnet and the
repeat with your inside
zone subnet.

Security Policy Rule
General | Source | Destination | Application | Service/URL Category = Actions
[ Any Any an
O ‘sounc: ZONE A | I:I‘sounczAnnnzss A ‘ O
() Add ®add &
[ Negate

Security Policy Rule
General | Source | Destination | Application | Service/URL Category | Actions
[} Any [ Any
O ‘SOURCE ZONE A ‘ D‘souncmnnnsss A ‘ [
r F
o A 2 192.168.201.0/24 r'g
n ¥ n T
miside o~ 2 192.168.2020/24 o

B Add O Delete

@Add O Delete ¢
[] Negate



Palo Alto PA-440 Configuration

Select the
‘Destination’ tab
then use the same
procedure to add
the outside zone

Select ‘Actions’ tab
then check the ‘Log
at Session Start’
and ‘Log at Session
End’ boxes.

Security Policy Rule

Genera | Source Destination Application Service/URL Category Actions

select Y Any

D | DESTINATIM/\ | D | DESTINATION ADDRESS
Ld

R outside

@ Add O Delete @ Add

[[] Negate

Y

Actions

Log Setting

L?Keéion Start
La#Kat Session End
Log Forwarding | None
Other Settings
Schedule | None
QoS Marking | None

[:I Disable Server Response Inspection




Palo Alto PA-440 Configuration

C' PA-440 S I ACC MONITOR POLICIES

Select ‘NAT on _
the left and then = Sccurit:/ Q.

2. NAT

select ‘Add’. 2 Qos

._5‘5; Policy Based Forwarding NAME TAGS SOURCE ZOME

51 Decryption

Under the & Tunnel Inspection

‘General' tab $ romerscrn

name the new NAT Peliey fule ®
policy after your T

team name and

the word =

dynamic.




Palo Alto PA-440 Configuration

Click the
‘Original Packet’
tab.

Specify the
teams DMZ and
inside zones as
source zones
and specify the
correct
numbered
subinterface for
the teams
outside zone.

NAT Policy Rule /

General Original Packet

[7] Any

[ | source zonE A~

r
] BEE dmiz

-4
B inside

e

() Add O Delete

Translated Packet

Destination Zone

outside

Destination Interface

ethernetl/3.610

Service

any

s

[] Any

D SOURCE ADDRESS ~

"2 192.168.201.0/24

r
0 @ 192.168.202.2/24

e

(¥) Add (O Delete

Any

D DESTINATION ADDRESS

() Add




Palo Alto PA-440 Configuration

Select the ‘Translated Packet’
tab.

Change the ‘Transition Type’ to
‘Dynamic IP and Port’

Change the ‘Address’ to
‘Interface’

Specify the numbered
subinterface of your outside
zone Address’

Finally, select the IP address
that was assigned to that
subinterface.

Click OK

NAT Policy Rule

‘/
General Original Packet Translated Packet

Source Address Translation
Translation Type | Dynamic IP And Port
Address Type | Interface Address

Interface | ethernetl/3.610

A

IP Address | 157.201.22.72/29

Destinati



Palo Alto PA-440 Configuration

Original Packet Translated Packet
Rev i eW yo u r NAME TAGS SOURCE ZONE géerlNAUON ﬁi?;;ﬁgp" SOURCE ADDRESS 2;?3::‘:5"0N SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION
n eW N AT ru Ie 1 T10-dynamic none B dnz [ K ethemet1/3.610 @ 192.168.201.0... any v | any dynamic-ip-and-port none
& inside 2 1921662022, ethernet1/3.610
157.201.22.72/29

:
Commit your
Commit (O] ] Commit Status @

Commit All Changes ) Commit Changes Made By:(1) cditto
Status Completed

COMMIT SCOPE LOCATION TYPE INCLUDE IN COMMIT
Result Successful

policy-and-objects

Details Partial changes to commit: changes to configuration by administrators: cditto
device-and-network Changes to configuration in device and netwark

Changes to policy and objects configuration

Configuration committed successfully

Commit

Eg Preview Changes ;@ Change Summary Eg Validate Commit Group By Location Type

Cancel Close




Add a Security Policy for Applications ssh and remote access
to give access from DMZ to inside Zone.




Add a Security Policy for Applications ssh and remote access to give
access from DMZ to inside Zone.

Security Policy Rule Security Policy Rule

General Source Destination | Applica




Add a Security Policy for Applications ssh and remote access to give
access from DMZ to inside Zone.

Security Policy Rule @
General I Source IDcstinaﬁcn Application | Service/URL Category | Actions
| —
[ any [ Any any v any
0 [sounce zone - | O [ sounce aporess ~ | O | sovrce user ~ O | source pevice ~
8 = an: = '@ 192.168.201.0/24
Security Policy Rule
General Squrce Destination Application Service/URL Category Actions [ &
szel T10-dmz-to-inside-remote-access I ©Add Opelete Dhdd O Delete ©add Dadd
Negate
Rule Type | universal (default) ] Negate
Description
Cancel
Tags

Group Rules By Tag | None

Audit Comment

Audit Comment Archive



Add a Security Policy for Applications ssh and remote access to give
access from DMZ to inside Zone.

Security Policy Rule @
General Sc-ur*c Destination || Application | Service/URL Category | Actions
select v [ Any any ,
[m] ‘n[srlnAr\oNzoNE -~ \ [m] \mmmommm ~ [ | estinaTion pevice ~
r
B = insice B 2 1921682020/24
@Add © Delete @ Add
] Negate
NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION PROFILE
1
2 Ti0-outbound none universal 3 dmz @ 192.168.201.0/24 any any ] outside any any any % application Allow none
iaics Sisoa20200
3 | T10-dmz-to-inside-r.. none universal = dimz 2 1921482010124 any any . inside @ 192.168.2020... oy ms-rdp 2 application-... Allow none
ssh
4 intrazone-defa none intrazone any any any any (intrazone) any any any any @ Allow none

5 | interzone-defaufly none interzone  any any any any any any any any any [ Deny rone




Add a Policy Rule to allow all traffic from inside
towards DMZ.

Security Policy Rule

General -Dcst‘i nation Application Service/URL Category Actions
. | Source |

Security Policy Rule
E Source | Destination | Application | Service/URL Category | Actions n:‘ Any D Any any
et O |50unc5 ZONE ~ | O |SDURCEADDRESS ~ | O |SGURCE USER
Yule Tyfpe | universal (default) ; r r
s B = insice B 2 1921682020/24
o
Tags

Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Delete (®) Add

+) Add (=) Delete +) Add
® = ®
[] Negate




Add a Policy Rule to allow all traffic from inside
towards DMZ.

Security Policy Rule @
G . . . Security Policy Rule @
eneral | Source plication | Service/URL Category | Actions
Ge 1] S Destinatic licati S URL Cate Acti
———— — Dany oy eneral | Source | Destination | Application || Service/! ategory | Actions
a ‘Dasnnnﬂnu ZONE A ‘ (m} ‘DESTlNAnoNADuREss ~ ‘ [m] ‘n[srlNATluN DEVICE A Q Otems | 5 %
r v
B g ome ] 2 1921682010724 (m] ‘ DEPENDS ON

® Add

(®Add ©) Delete @ Add
[] Negate
EZED -~ |




The new rules created for Remote Desktop and for the
Intern zone.

{Pa-a40

Security Siberns
Seurce Destination
£ Qos
Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATION SERVICE ACTION
Decryption :
@3 Tunnel Inspection
Application Override 2 none universal P2 dmz @ 192.168.201.0/24 any A cutside any any & application-.. | (@) Allow
9 Authentication
4 = inside ) 192.1682020/24
[ Dos Protection
@, SD-WAN 3 none universal = oz Ié 192.168.201.0/24 any amy = inside 2192 v any ms-rdp # applicatio @ Allow
@ ssh
4 Til-inside-to-dm: none universal = inside @ 192.168.202.0/24 any any A drmz 68.201.0/24 any any 22 application-.. (2 Allow
ETEEEET Y amy Tntazone) any any ary @ Allow
6 interzone-default ¥ nome interzone any any any any any any any any any [S]eny

Policy Optimizer




Fortigate Configurations

Connect to your windows secure server and connect to Fortigate by using a web
browser and entering the ip address for your gateway. You should have the login

credentials

Username

Password




Go to System Administrator and make new Admin
account for yourself

33 FortiGate - 470FGOL x = - x

New Administrator
& O A Not secure | htps://192.168.203.1/ng/system/dashboard/1?vdom=0LTeam 10 x4 3= :

= FortiGate 61F 470FGOL VDOM:@ OlTeam10 Q- >- {3 @@ L- (@ T0-

- Username Rile
@ Dashboard o Iy Y
Status H
Security Security Fabric i T'}"pe Local User
Network = Match a user on a remote server group
Users & Devices Match all users in a remaote server group

= 470FGOL
wWiH [ T

+ o Use public key infrastructure (PKI) group

FortiView Sources PESSWG I’d P @&
FortiView Destinations
FortiView Applications Cﬂ'nﬁrm F’ESSWO rd | "TI11] .,-li, "TT] | [
FortiView Web Sites
FortiView Policles Comments Write acomment. .. 4 0/255
FortiView Sessions CPU 1minuter i~
+ 0 Administrator Profile hd
%X Security Fabric >
< Network > 75%
# System d 1B (O Two-factor Authentication
B Policy & Objects >
& Security Profiles > =
o ven » || o (O Restrict login to trusted hosts
07:10:05 07:10:10 07:10:15 07:10:20 07:10:25 07:10:30 07:10:35 07:10:40 07:10:45 07:10:30 07:10:55
& User & Authentication > B o
W © Type here to search S . B | % = ~ 3 s 1;;;:;4 =)

| e Nl (O Restrict admin to guest account provisioning only



Go to Interface and make new one for the interconnect

Zone making sure to fill out the vlan and Ip info and
enabling ping

i FortiGate - 470FGOL

Qs

& O A Notsecure | htps://192.168.203.1/ng/interface/edit/7vdom=0LTeam 10

= FortiGate 61F 470FGOL

@ Dashboard

XX Security Fabric

 Network
Interfaces
Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA
Static Routes

£ System

B Policy & Objects

& Security Profiles

O VPN

& User & Authentication

= WIFi & Switch Controller

il Log & Report

h 0 Tvpe here ta search

VDOM: @ OlTeam10 Q~ >_

New Interface
Address
Addressing mode

[ Manual IR

IP/Netmask 192.168.200.2/24

Create address object matching subnet €0

Name & Interconnect address
Destination 192.168.200.2/24
Secondary IP address @ ]

Administrative Access

s JHTTPS HTTP ©
(J FMG-Access (JSSH
OF™ (0 RADIUS Accounting
N

(D DHCP Server

Network

Device detection @ @©
Security mode @ ]

Cancel

O PING
[ SNmP

O Security Fabric
Connection @

PPPoE

»

225 FortiGate - 470FGOL

-
@ Dashboard
& Security Fabric

<+ Network

Interfaces

Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA
Static Routes

£ System

B Policy & Objects

@ Security Profiles

O VPN

& User & Authentication

= WIFi & Switch Controller

llil Log & Report

L Type here to search

x |E§

="= FortiGate 61F 470FGOL

> | Newlnterface

& (O A Notsecure | https;//192.168.203.1/ng/interface/edit/?vdom=0LTeam10 B = -

VDOM: @ OLTeam10 Q. ~

. Name Interconnect
Alias
Type A VAN - @
Interface - Doy
VLANID 510 He
Virtual domain @ OLTeam10 .::
Role @ LAN v

> Addres@

4 Addressing mode m DHCP | Auto-m by FortilPAM | PPPoE

4 IP/Netmask 192.168.200.2/24

’ Create address object matching subnet @

> Name & Interconnect adc[&ss

> Destination 192.168.200.2/24

> | Secondary P address e ]
Administrative Access
s [THTTPS HTTP & PING A

Cancel



Make a Static route going to the Palo Altos Firewall in
the interconnect zone

4 FortiGate - 470FGOL

@ Dashboard

Sk

Security Fabric

& Network
Interfaces
Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA

Static Routes w

# System

B Policy & Objects

@ Security Profiles

0 VPN

& User & Authentication
= WIiFi & Switch Controller
Ll Log & Report

2 Type here to search

X

>

>

>

O A Notsecure | https://192.168.203.1/ng/routing/static’vdom=0LTeam 10

New | ¢ Edit @ Clone

Destination Gateway IP Interface

Noresults

VDOM: @ OlTeam10 Q ~

Search

£2% FortiGate - 4T0FGOL
ook e - <
- I @ 4~

@ Dashboard
N4 Security Fabric

SRR I"I' Network

Comments

Interfaces

Packet Capture
SD-WAN Zones
SD-WAN Rules
Performance SLA

Static Routes w

& System

R Policy & Objects
@ Security Profiles
0 VPN

& User &Authentication
= WIFi & Switch Controller
Ll Log & Report

24 PM

2024 E'

£ Type here to search

x

b3

b3

b3

4=

New Static Route

Destination @

Gateway Address
Interface

Administrative Distance @
Comments

Status

Advanced Options

O A Notsecure | httpsy//192.168.203.1/ng/routing/static/edit/?vdom=0LTeam10 =

VDOM:@ OlTeam10 Q- > [1 @~ O- (@) Riley~

Internet Service

[000.0/0.000 T

1%2.168.200.1
@ Interconnect
10

Write a comment.

[RYIENENE © Disabled

£0/255

Cancel




Go to Policy & Object select address and choose

new

address and add an object for each zone

& FortiGate - 4TOFGOL £ -+ — =
< [ A Mot secure | bBEees//192.168.203.1 /ng/firewall/address/sedit?vdom =01 Team 10 gk = b & .-
ortiGate 61F 470FGOL VDOM: €% OlLTeam10 O ~ 2
& Dashboard > Mewr Address
=% Security Fabric > .
-~ b =
Name DMMZ FortiGate
4 MNetwork > ) 5 AFOFGOL
Color = Change -
TLF System > )
Type Subnet - 22 Dvnamic Ad
| B, policy & Objects ~ ]
IP/MNetmask | 172,168 201.0/24 | Suides
Firewvall Policy 25 Configuring an AWWS Dy namic
o ~ Interface O any - Address
res Static route configuration C» # Configuring an Azure Dynamic
Internet Service - Address = )
Database Comments WwWrite a comment. . =l o/255 E2 Configuring a Google Cloud

Services

Schedules

Wirtual IPs

IP Pools

Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile

i Security Profiles >
0O WP b
& User & Authentication >
— WWIiFi & Switch -

A2 Type here to search

=3

Platform Dynamic.Address &'

==+ Configuring an Oracle Cloud
Infrastructure Dynamic Address =
iZ Configuring an OpenStack
Dynamic Address &=

) Documentation

& Online Help 57
B4 Vvideo Tutorials &

Cancel




Inside of Policy & Objects select Firewall policies and
make an outbound and rdp/ssh policies using the new

b ° _t d MNew Policy
object you made.
g2} FortiGate - 470FGOL x - x
Mame € incoming-remoteadmin
& O A Not secure | https://192.168.203.1/ng/firewall/palicy/policy/standard /edit/?vdom=... 7% 3= 3
) Incoming Interface © Interconnect -
FortiGate 61F 470FGOL M: @ OLTeam10 Q- >_
@ Dashboard >~ New Policy Cutgoing Interface | €& T10-secure (T10-secure) -
S Security Fabric ’ (® Documentation Source = DMZ x
b Network ’ Name @ Outbound-all & OnlineHelp & E Inside x
’ B Video Tutorials (£
Sys > - -
£ System Incoming Interface | @ T10-secure (T10-secure) v ® Consolidated Policy Configuration +
E Policy & Objects v Qutgoing Interface | @ Interconnect - = . . ;
Destination &= Secure x
Firewall Policy g Source & Secure x
+ +
Addresses
Destination 2 oMz x
G =oM Schedule 0o always -
B Inside x
Database :
‘ + Service @ rRDP b
Services
Schedule [8 always - @ ssH »
SEETiE Service DAL x N .
Virtual IPs +
IP Pools Action © DENY Action A eeSul © DENY
Protocol Options
Teffiet Inspection Mode  WEGINEELELE Proxy-based [}
rainc >hapers -
- Inspection Mode [FIeEEL Proxy-based
UEIEE I R Firewall / Network Options
Traffic Shaping Profile NAT o
@ Security Profiles > R Firewall / Metwork Options
Pratocol Options default MK 4
D VPN >
. MNAT
& User & Authentication > @
 WiFI & Switch B Cancel Protocol Options default - |

~



Review all the Policies and enable ALL for logging

+ Create New | & Edit W Delete Q. Policy Lookup | | Search Q
[5] Export~ G ELCEETTANTE By Sequence

Schedule Security Profiles Log

@ always @ RDP v ACCEPT © Disabled no-inspection @ All
) SsH

@ always [ ALL v ACCEPT © Disabled no-inspection @ All

@ DENY & Enabled



Challenges we faced

BN



Misconfiguration in Palo Alto firewall.

We didn't have connections from the secure zone since we configure Palo Alto policy with the ip range from the firewall instead of the secure zone. We find the
problem when we review our diagram and tested the change.

Was corrected from 192.168.200.0/24 to 192.168.203.0/24.

Source Destination
NAME TAGS TvPE zone ADDRESS usEr DEvice zomE ADDRESS DEvicE APPLICATION | SERVICE acTion PROFILE
1
@ Application Override 2 T10-cutbound none wniversal ey o = cutside any any arvy 3 application-—. | @ Allow
% Authentication
= i
[ Dos Protection
@ SD-WAN 3  T10-dmz-to-inside-remote-access none wniversal = dnz any any = inside ) 192.168.202.0/24 amy @ ms-rdp #® application-... Allowe
@ =
4 T10-nside-to-dma-all none wniversal S 192.1682020r24 any any = S 192.168.201.0/24 any Allow
5 T10-secure-to-dmz-inside none wniversal @ wziezo00zs | S 192.168.201.0/24 any any Allow on
= 192.168.202.0/24
& T10-to-Secure-Remote-Admin  none wniversal o iz 2 1921682010724 2 192.168.200.0/24 I y @ msrp 2 sopication-.. | @ Allow none
= inside 2 1921682020724 @ =t
7 intrazone 2 Allowe
8 interonedefalt ¥ none terzone v v v v w v Eoemy  mone

slicy Optimizer -

[3 New Ao Viewer 1
3 Rules Without App Controis
A Unused Apps




Linux SSH connections SPATH problems.

THO-+AL2 - VWAware Workstation 17 Player (Non-commercial use onky)
Pager > || - &
Activities () Tern

File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

aae X% Q | RN

No. Time. Source

BED - Expression.

40.801667221  192.

60.014036694  192.168.203.3 192.168.262.3
7 0.014050793  192.168.202.3 192.168.203.3
8 0.014505034  192.168.202.3 192.168.263.3
9 0.016563311  192.168.203.3 192.168.202.3
10 0.018058633  192.168.202.3 192.168.203.3

+ Frame 4: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interfacd
- Ethernet II, Src: Vmware 93:c1:38 (80:50:56:93:c1:38), Dst: 64:7c:e8:dd:ba:12 ({

» Destination: 64:7c:eB:dd:bd:12 (64:7c:e8:dd:ba:12)

» Source: Vmware 93:c1:38 (00:50:56:93:c1:38)
Type: IPvd (6x0800)

- Internet Protocol Version 4, Src: 192.168.202.3, Dst: 192.168.203.3

9100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: 0x00 (DSCP: CS, ECN: Not-ECT)
Total Length: 73
Identification: 0x0345 (837)

» Flags: 0x4668, Don't fragment

© 7 ens160: <ive capture in progress>

Packets: 39 - Displayed: 39 (100.0%)

Profile: Default

On the Linux systems on intern, the ssh connection where
established towards secure zone, but the terminal just stale
without showing the terminal in the secure zone we were
connecting.

After checking ssh packages in that machine using
Wireshark we realized that the connection exist, and that
means that the problem was not in the firewalls, but in the
ssh configuration on the Linux we run ssh. We run ssh with
the full path ( /usr/bin/ssh) and worked. The
misconfiguration was in the SPATH to ssh.




Linux SSH connections SPATH problems.

*ens1l60

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

B I@ BERRE QSIS @ 5 @ FE

‘ssh I

FAED -] Expression..  # 192.168.202.3

Destination Protecol Length Info

Source

Q.

40946 —
Client:

.168.203.
.168.203.

.168.202.
.168.202.

0.001554017 3 3
0.001667221 3 3
0.002357295 192.168.203.3 192.168.2082.3
0.014036694 192.168.203.3 192.168.202.3 SSHv2 87 Server:
0.014050793 192.168.202.3 192.168.2083.3 TCP 66 40946 —
[c] 3 3
[¢] 3 3
[°] 3 3

.014505034 192.168.202. 192.168.203. SSHv2 1434 Client:
.016563311 192.168.203. 192.168.202. SSHv2 1114 Server:
.018058633 192.168.202. 192.168.203. SSHv2 114 Client:

@ W oo~ s W

q
+ Frame 4: 87 bytes on wire (696 bits), 87 bytes captured (696 bits) on interface ©

» Destination: 64:7c:e8:d4:b4:12 (64:7c:eB:d4:b4:12)
» Source: Vmware_93:c1:38 (00:50:56:93:c1:38)
Type: IPv4 (Bx0808)
~ Internet Protocol Version 4, Src: 192.168.202.3, Dst: 192.168.203.3
0100 .... = Version: 4
.. 0181 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©Gx80 (DSCP: CS®, ECN: Not-ECT)
Total Length: 73
Identification: 0x@345 (837)
» Flags: ©x4000@, Don't fragment

TCP 22 . 40946 [ACK] Seg=1 Ack=22 Win=29

~ Ethernet II, Src: Vmware 93:c1:38 (P0:50:56:93:c1:38), Dst: 64:7c:e8:d4:b4:12 (64:7c:

22 [ACK] Seq=1 Ack=1 Win=29312 Len=(
Protocol (SSH-2.0-0OpenSSH_8.8)

56 Len3

Protocol (SSH-2.0-OpenSSH_ )

22 [ACK] Seq=22 Ack=22 Win=29312 Ler
Key Exchange Init

Key Exchange Init

Diffie-Hellman Key Exchange Init

eB8:d4:b4:12)

Use of filters on Wireshark to
isolate ssh connections.




Connectivity tests.

BN



Testing connectivity with ping between zones

T10-D-WS - VMware Workstation 17 Player (Mon-commercial use only)
L L o]

g From DMZ zone.

Recycle Bin

EX Windows PowerShell



Testing connectivity with ping between zones

T10-1-WS - VMware Workstation 17 Player (Non-commercial use only)
Player = || ~ % [D] &

@

Recycle Bin

From inside zone.




Testing connectivity with ping between zones

T10-5-WS - WMware Workstation 17 Player (Mon-commercial §se anly)
. o o rom secure zone

" o

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

B Local Server

All Servers

W% File and Storage Ser| E¥ Windows PowerShell

From secure zone.



Testing connectivity with ssh between zones

T10-I-ALZ - VMware Workstation 17 Player (Non-commercial use only)

From inside to secure ssh.

Jan 27 03:26 @

cgarcia@t10-s-al2-localdomain:~

port
8 3

ain:9090/

name -I

“-‘-AlmOLllluA



esting connectivity with ssh between zones

| T10-D-AL3 - VMware Workstation 17 PlayerINon-commerua! use only)

" LL BRI =rn.

% Activities [ Terminal ~

Jan 27 15:24

From DMZ to secure
] rslik@t10-s-al2-localdomain:~ S S h

File Edit View Search Terminal Hein
[rslik@T10-D-AL3 ~]¢ ssh 192.168.203.3
The authenticity of Z (192.168.203.

2 can't be established.
ECDSA key fingerprint is SHA256:paSpHPloea+3rA4HMlwPMzOgXkiF+t1jnNoWnu@mvQu.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.203.3' (ECDSA) to the list of known hosts.

Web console: https://t10-s-al2-localdomain:9090/

Last login: Fri Jan 26 19:33:45 2024
[rslike@tle al2-localdomain ~]$ hostname -I
192.168.203.3 192.168.122.1
[rsliket10-s-al2-localdomain ~1$ i

% AlmaLinux



Testing connectivity with ssh between zones

Activity

o) L B
I T10-S-AL2 - VMware Workstation 17 Player (Non-commercial use only) 1

e 11

> Activities

= U IX

(3 Terminal

= cgarcia@T10-I-

File Edit View Search Terminal Help

[cgarci

The authenticity of host '192.168. .

ECDSA key fingerprint is SHA256:mUe03amsOUxe93uSde//amy0i6rqIIeMFdCfZk/MuNI.
(yes/no/[fingerprint])? yes

Are you sure you want to continue connecting
(ECDSA) to the list of known hosts.

Warning: Permanently added '192.168.202.3'
192.168.202.3's password:
ate the web console with: systemctl enable --now cockpit.socket

Sat Jan 27 02:58:47 2024

Last login
[cgarcia@T10-I-AL2 ~]$ hostname -I

192.168.202.3 192.168.122.1
[cgarcia@T10-I-AL2 ~]

% AlmalLinux

@t10-s-al2-localdomain ~]; ssh 19 8
)' can't be established.

Jan 27 14:37

From secure to
inside ssh



Testing connectivity with ssh between zones

N = [ R - -

T10-5-AL2 - VMware Workstation 17 Player (Non-commercial use only) <1

ayer > [ 11~ = H
* Activities [ Terminal ~ Jan 27 14:39

From secure
to DMZ ssh

= cgarcia@T10-D-A

File Edit View Search Terminal Help

The authenticity of host '192.168.202.3 (192.168.202.3)' can't be established.
ECDSA key fingerprint is SHA256:mUe03ams@Uxe93uSde//amy0i6rqIlIeMFdCfZk/MuNI.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.202.3' (ECDSA) to the list of known hosts.
cgarcia@192.168.202.3's password:

Activate the web console with: systemctl enable --now cockpit.socket

Last login: Sat Jan 27 02:58:47 2024
[cgarcia@T10-I-AL2 ~]$ hostname -I
192.168.202.3 192.168.122.1
[cgarcia@T10-I-AL2 ~]$ exit
logout
Connection to 192.168.202.3 closed.
[cgarcia@t1@-s-al2-localdol n ~]$ ssh 192.168.201.3

authenticity of host '192.168.'01.3 (192.168.201.7)' can't be established.
ECDSA key fingerprint is SHA256:nJmwRFtoQGYM3xgvOwJfEJAl+me]jhKPgvo8FFVoAISS.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.201.3' (ECDSA) to the list of known hosts.
cgarcia@192.168.201.3's password:
Activate the web console with: systemctl enable --now cockpit.socket

[cgarcia@T10-D-AL2 ~]$ hostname -I
192.168.201.3 192.168.122.1
caarcia@T10-D-AL2 ~1$ W

% AlmaLinux



Testing Remote Desktop connectivity between zones

T10-D-WS - VMware Workstation 17 Player (Non-commlrcial use only) - o x
2L il gL o)

T DMZ to inside zone.

Recycle Bin

L Type here to search



Testing Remote Desktop connectivity between zones

~ Nt A e
=

Inside to DMZ zone.

eeeeeeeeeee

5 AlmaLinux

® 1/27/2024



Testing Remote Desktop connectivity between zones

Inside to secure zone.

TI0-1-WS - VI |!wara Werkstation 17 Player (Non-commercial use only)
e = B Y|
S ]
Y 22022
- @ | r Manage  Tools  View  Help

WELCOME TO SERVER MANAGER

i Local Server
B5 All Servers E¥ Windows PowerShell
ii File and Storage

BPA results BPA results

£ Type here to search



Testing Remote Desktop connectivity between zones

—u.
o)

T10-D-WS - VMware Workstation 17 %er (Non-commercial use only)

ACTIERE | B e

a _‘:b 192.168.203.2 - Remote Desktop Connection D M Z ‘to S eC u re ZO n e .

Recycle Bin

[ P
E¥ Windows PowerShell

Use \Car 192.168.202.2
ping 192.168.2

a2 Dashby
B Llocal§

All Sen|
WE File an

pel Type here to search



Testing Remote Desktop connectivity between zones

Secure to DMZ.

[ T10-5-AL2 [ T10-D-AL3 [y T10-5-ws

192.768.201.2

Server Manager * Dashboard




Testing Remote Desktop connectivity between zones

Secure to Inside.

[y T10-5-AL2 ([ T10-D-AL3 [\ T1D-5-WS

Server Manager . . 192.168.202.2

Server Manager * Dashboard

% Dashboard WELCOME TO SERVER MANAGER
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