DNS and DHCP in a Windows
server.
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Task: Diagram

DNS addresses

outside zone
VLAN: 470-VL610-outside
157.201.22.72/29

Team 10 Layer 3: outside zones' public IPv4 address assignments
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Management IP:
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interconnect zone
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192.168.203.1

secure-facing firewall
Management IP:
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web, pr

inside zone
VLAN: 470-VL810-inside
192.168.202.0/24

T10--WSs T10-1-WSs2 T10--W3 T10-1-AL2 T4 wsn
192.168.202.2 192.168.202.4 192.168.202.6 192.168.202.3 158
6-1C 138
Active Directary Active Directary
DHCP DHCP
NS NS

Hosts for testing and operating the
ces deployed in the other zones

TI0-5-Ws T10-5-WS6
192.168.203.2 192.168.203.6
00-50-56-93-9F-F§ 00-50-56-93-C235

Hosts iar database and network
or

secure zone
VLAN: 470-VL910-secure
192.168.203.0/24

T10-5-AL2

192.168.203.3 o
00-50-56-93-92-16 168,203
MariaDB




In order to configure the DHCP and DNS on our

network I create a new testing server to install
and configure DHCP and DNS.



The Windows server is in the intern zone since

provide ips to the DMZ and the secure zone.

T10-1-W54 - VMware Workstation 17 Player (Non-commercial use only)
=]
In-=08

[ Server Manager

Player ~

Server Manager * Dashboard

Manage  Tools

it has to

= L)

o
X

View

'WELCOME TO SERVER MANAGER

Dashboard

§ Local Server

W& All Servers

0 Configure this local server

ii File and Storage Services P
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
5 Connecttl ud services
LEARN MORE

Hide

ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1

File and Storage
Services

Manageability
Events
Performance

BPA results

B Local Server

@® Manageability

Events

Services

Performance

BPA results




For this the Windows server is in the intern zone since
it has to provide ips to the DMZ and the secure zone.

T10-1-WS4 - Vware Workstation 17 Player (Nen-commercial use only)

The name of the
computer is T10-1I-
WS4 and have a

static address of
192.168.202.200

I
Player «

Ih-=0x

lFﬁ Server Manager
| [ : ) v

Dashboard

All Servers

[
ii File and Storage Services P

B PROPERTIES
. For T10-1-W54

Server Manager * Local Server

I F Manage

- u] %
=0 & %5
- X

View

TASKS =

Computer name
Workgroup

Microsoft Defender Firewall
Remote management
Remote Desktop

NIC Teaming

Ethernet(

Operating system version

Hardware information

T10-1-W5s4
WORKGROUP

Private: On
Enabled

Enabled
Cogblod

192.168.202.200, IPv6 enabled

Microsoft Windows Server 2022 Standard

VMware, Inc. VMwareT, 1

Last installed updates
Windows Update

Last checked for updates

Microsoft Defender Antivirus
Feedback & Diagnostics

IE Enhanced Security Configuration
Time zone

Product ID

Processors
Installed memory (RAM)
Total disk space

Never
Download updates only

Never

Real-Time Protection:
Settings

Off

(UTC-08:00) Pacific Tim
Not activated

Intel(R) Xeon(R) Gold 6
4GB
95.36 GB

EVENTS
All events | 24 total




Configuration of features.

s

= Server Manager X

Select local server,
manage and add Server Manager * Local Server © Manage  Tools  View

i PROPERTIES

For T10-I-W54

features. This is how & vesess

Add Servers
th : _— Computer name T10-I-Ws4 Last installed updates et raronn
0Se Services are W& All Servers Workgroup WORKGROUP Windows Update Server Manager Properties
#§ File and Storage Services B Last checked for updates Fever
call in Windows.
Microsoft Defender Firewall Private: On Microsoft Defender Antivirus Real-Time Protection: J
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Enabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC-08:00) Pacific Tim
Ethernet( 192.168.202.200, IPv6 enabled Product ID Mot activated




Configuration of features.

TI0--W54 - VMware Workstation 17 Player (Non-commercial use only) - o
Y
Player || ~ & O] (S > £

The interface will

Server Manager * Local Server @ Manage  Tocks

guide you through - oo

Dashboard For T10-1-WS4

rver [ Add Roles and Features Wizard - o
.
the process of B S
B§ Fileand Storags  Before you beg\'n DEST"“‘T'C_’I_"“QS_‘E_"V‘.‘;EE

. 11 .
11]. S t a: at 1 O Il . e e This wizard helps you install roles, role services, or features. You determine which roles, role services, or  |osaction

features to install based on the computing needs of your arganization, such as sharing documents, or
hosting @ website.

Installation

Server Selection ) .
To remove roles, role services, or features: acific Ti

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang password
* Network settings, such as static P addresses, are configured R Gold
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

EKS

@

[ Skip this page by default

< Previdus Next > Install




Configuration of features.

T10-1-W54 - VMware Workstation 17 Player (Non-commercial use only)

Player - " - % [I:E ﬁ = )

On Installation type .. .
SeleCt ROle-baSGd or Server Manager » Local Server "" Manage  Tools  View

featured-base _ B PROPERTIES
I22 Dashboard . For T10-1-W54 TASKS ™
installation. o Add Roesand FeturesWizad J — T
i Al Servers e
= = 2 2 DESTINATION SERVER
W8 Fileand Storagg  Select installation type THo 1wsa
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual atection
= machine, or on an offline virtual hard disk (VHD).
Installation Type
. ® Role-based or feature-based installation
Server Selection . ) . -
Configure a single server by adding roles, role services, and features. Pacific Ti

i
() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

(R) Gold




Configuration of features.

@ ¥ Server Manager * Local Server Manage  Tools

. B8 PROPERTIES
On server Selectlon Dashboard . For T10--W54 [Fa
Local Server [ Add Roles and Features Wizard _ =] W

BE All Servers ]

select your server. o

Select destination server 0wt

Before You Begin 1 to install roles and features. o

Installation Ty (® Select a server from the server pool

g Selection () Select a virtual hard disk
Server Roles Server Paol
Features
Fitter: |
Name IP Address Operating System

192.168.202.200  Microsoft Windows Server 2022 Standard

ur-a

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

< Previou: —| Next > Install




Configuration of features.

= PROPERTIES
. For T10-1-W54

Eﬁ Add Roles and Features Wizard

On Server roles you
must select DHCP.
Read the description

to know what is
DHCP.

iZf Dashboard

ii All Servers
&g File and Storagd

Select server roles

Before You Begin
Installation Typs

Server Selection

Select one or more roles to install on the selected server,

Roles

DESTINATION SERVER
T10-1-W54

Description

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services

[] Fax Server
| [®] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

] Hyper-v

[[] Network Policy and Access Services

[] Print and Dacument Services

[] Remote Access

[T Remote Desktop Services

[ Volume Activation Services

[] Web Server (1S)

[] Windows Deployment Services

[] Windows Server Update Services

A | Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers,

|

< Previous ‘ | Next > | Install

pc

LLEAL




Configuration of features.

i PROPERTIES

Dashboard For T10-1-Ws4 TAS
& Add Roles and Features Wizard - ] w
Select also here - "
= DESTINATION SERVER
File and Storagé  Select server roles Tiowss
o elect one or more roles to install on the selec server,
) Before You Begin ] ‘ J helseiected ot
. . Installation T Roles Description
re a/d th e d e S Crlptlo n . EenelSelechion [] Active Directory Certificate Services (] Domain Name SylemV(DNS) Server Pa
[ Active Directory Damain Services provides name rasolut!cn fqr TCRAP !
— [[] Active Directory Federation Services networks. DNS_S'_E“_'H SEELHAIT
- [] Active Directory Lightweight Directory Services manage when it is |nsta!|ed on the
[] Active Directory Rights Management Services Same server as Active Directory
[ Device Health Attestation Domain Services. If you select the
Active Directory Domain Services F
role, you can install and configure
- DNS Server and Active Directory
I [m] File and Storage Services (1 of 12 installed) Domain Services to work together.
[] Host Guardian Service
[ Hyper-v i
[ Metwork Policy and Access Services
[T Print and Document Services
[[] Remote Access [
[] Remote Desktop Services RS
[ Volume Activation Services I
[] Web Server (1IS)
[[] Windows Deployment Services
[[] Windows Server Update Services w




Configuration of features.

fi; Add Roles and Features Wizard o O *

DESTINATIOM SERVER

Select server role Tio--wse
In each Case after [z Add Roles and Features Wizard X x

1 t h l Add features that are required for DHCP Server?
select eacn roie a ption
The followilf\g tools are required to manage this feature, but do not ic Host Configuration
have to be installed on the same server.

Wi n d ow Will 0) p en Server Rales pl (DHCP) Server enables you

4 Remote Server Administration Tools rally configure, manage, and
B temporary IP addresses and

4 Rgole Administration Tools

showing tools o s o ok formaon o i
required to install
together with each
POIG. Se]eCt add Include management tools (if applicable)
features. [ acaFeatores | | cancer |

< Previous Next > Install Cancel

e e

— — E—



Configuration of features.

Do the same with
DNS role.

Select server roles

Server Roles

DESTINATION SERV

[ Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (ff applicable)

| Add Features | I Cancel |

TI10-I-W

ption

n Name System (DNS5) Senn
es name resolution for TCP/
ks. DMS Server is easier to
e when it is installed on the
lerver as Active Directory

n Services. If you select the
Directory Domain Services
u can install and configure
erver and Active Directory
n Services to work together




Configuration of features.

Here is how should
finish this step, with
both features
selected, click next.

Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Seryer Selection

5 r Roles

Features
DHCP Server
DNS Server

Confirmation

Select one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[] Active Directory Rights Management Services
A station

DHCP Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[ Remote Desktop Services

[] Volume Activation Services

[ Web Server {11S)

[ Windows Deployment Services

[ Windows Server Update Services

= O X

DESTINATIOM SERVER
T10-I-Ws4

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Services. If you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

|<Previous | Next > | Install

=T




Configuration of features.

On features click
next.

‘age

_— o |t
. [z Add Roles and Features Wizard — ] X
pdates
DESTINATION SERVER
Select features Tro-wse
Before You Begin Select one or more features to install on the selected server. otectio
Installation Type Features Description
Server selection B .NET Framework 3.5 Feature .MET Framework 3.5 combines the bacific
Server Roles v [ .NET Framework 4.8 Features (2 of 7 installed) LR A T <) |
I [[] Background Intelligent Transfer Service (BITS) APIs with new technologies for
[ BitLocker Drive Encryption bulldln.g applications that offer
DHCP Server O BitLocker Network Unlock appealing user interfaces, protect
[] BranchCache your customers' personal identity
DMNS Server : information, enable seamless and .
[ Client for NFS CEEE 3 (R) Gol
Confirmation [ Containers secure communication, and provide
[] Data Center Bridging the ability to model a range of
[ Direct Play business processes.
[[] Enhanced Storage
[] Failover Clustering
[[] Group Palicy Management
[] Host Guardian Hyper-V Support
[ /O Quality of Service
[] 115 Hostable Web Core RSKS
[ Internet Printing Client
[] Ip Address Management (IPAM) Server (~
["1 LPR Port Manitor 1
£
| < Previous | Next > | Install




Configuration of features.

Select next after
reading this
description and
notes.

Fﬁ Add Roles and Features Wizard

DHCP Server

Before You Begin
Installation Type
Server Sglection

Server Rolas

Features

DNS Server

Confirmation

O X

DESTIMATION SERVER

T10-1-Ws4

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional

configuration parameters these devices need, called DHCP options. This allows computers and devices

to connect to other network resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan

in a safe place for later reference.

| < Previous |

| MNext = |

=T




Configuration of features.

[ Add Roles and Features Wizard = O *
DESTINATICN SERVER
DNS Server TI0-1-Ws4

Select next after read the
D N S information and Before You Begin Domain Name System (DNS) provides a standard method for associating names with numeric Internet

addresses, This makes it possible for users to refer to network computers by using easy-to-remember
o Installaticn Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
things to note. : : o

ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Hast Configuration Protocol (DHCP) services on Windows, eliminating
Server Roles the need to add DNS records as computers are added to the network.

In this case we don't Features
S g S DHCP Server
Hltegrate Wlth A'Ctlve * DINS server integration with Active Directory Domain Services automatically replicates DNS data

Directory for this L e Tt
demonstration. However L o e e
the most secure choice

will be integration with

AD which give much

more capabilities also.

Server Selection

Things to note:

Next > | Install

| < Previous |




Configuration of features.

[ Add Roles and Features Wizard — O x
Confirm installation selections A ves

The final Before You Begin

Installation Type
confirmation shows s
a resume of the -

DM5 Server

selected items to
install. Select install
to finish installation.

To install the following roles, role services, or features on selected server, click Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server
DNS Server

Remote Server Administration Tools
Role Administration Toals
DHCP Server Tools

DINS Server Tools

Export configuration settings
Specify an alternate source path

< Previous MNext > | Install | | Cancel




Configuration of features.

Fﬁ Add Roles and Features Wizard = O

DESTINATIOM SERVER

Installation progress THo-Lwsa

T h e p r 0 C e S S t azk e View installation progress

o Feature installation

some time while you

Installation started on T10-1-W54

*

will see this screen T —

DNS Server

ShOWing progression R te Server Administration Tools

Role Administration Tools
DHCP Server Tools
DNS Server Tools

of the completion.

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext » Close Cancel




Configuration of features.

This is the screen
when the process is
complete. Select
close.

Fﬁ Add Roles and Features Wizard = O

DESTINATIOM SERVER

Installation progress THows

View installation progress

o Feature installation

Configuration required. Installation succeeded on T10-1-W54.

*

DHCP Server
Launch the DHCP post-install wizard

Complete DHCP configuration
DNS Server
Remote Server Administration Tools

Role Administraticn Tools
DHCP Server Tools
DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel



Post-deployment configurations

L ocal Server

You will see a

Post-deployment Configura...

warning asking for PERTIES
0-1-Ws4

Configuration reguired for DHCP Server at T10-1-
W4
Complete DHCP configuration

post deployment

. . . 1ame T10-
configurations. Click ]

E
on Complete DHCP @ Festure instaliation
. . 1
configuration. —— |
defender Firewall Priva Configuration required. Installation succeeded on hriru:
nagement Enak U= st
sktop Enah Add Roles and Features fnfig
it Disal .
192 Task Details




Post-deployment configurations

= DHCP Post-Install configuration wizard = m}

Summary

T h].S W]-n d OW W]-ll The status of the post install configuration steps are indicated below:

appears and it is not

Creating security groups [EIS———— .
Please restart the DHCP server service on the target computer for the security groups to be

ne Ce S Sa/ry a/ny effective.

selection, wait until
is done and select
close.

< Previous Mext > Close Cancel




DHCP configuration

There are 2 ways to
oo to DHCP
manager. First you
can click DHCP in
the left side and in
the server
highlighted line
right click in the
mouse, and select
DHCP Manager.

ii All Servers

Ti DHcp

£ DNS

#§ File and Storage Services P

-
Server Name  |Pv4 Address

Manageability

Last Update Windows Activation

T10-I-Ws4 192.168.202.200 Online - Perfommanc,

& counters not ctarted _2/1/2024 65650 AM Mot activated
Add Roles and Features

EVENTS
All events | O total

Filter

o

Shut Down Local Server
Computer Management
Remote Desktop Connection
Windows PowerShell
Configure NIC Teaming

DHCP Manager

Manage As ...

Start Performance Counters

Refresh

Copy

Server Name ID Severity Source Log Date and Time




DHCP configuration.

T10-1-WS4 - VMware Workstation 17 Player (Nen-commercial use only) - o o

Second way to get to

- =08

[ Server Manager

@ S

Player =

B Dashboard

Server Manager » DHCP

T- SERVERS
! All servers | 1 total

- @) | Vg

== )

Manage  Tools

Companent Services

Computer Management

Defr and Optimize Drives
l . i Local Server = ) | DHCP
Filter =
the same place is B 1 s
™ - DNS
1 DHCP ServerName  IPvd Address  Manageability
Event Viewer
& DNS
T10-1-Ws4 192.168.202.200 Online - Performance counters not started J iSCSI Initiator

selecting from the
top menu Tools, and
then in the menu

that opens, DHCP.

WE File and Storage Services b

EVENTS
All events | 0 total

Local Security Policy
Microsoft Azure Services
‘ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Perfarmance Monitor
Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Filter ¥
Both ways works
o - 9 .. .
Server Name | ID | Severity Source Log Date and Time Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic
‘Windows PowerShell

‘Windows PowerShell (x86)

Windows Server Backup




DHCP configuration.

In the window that
pop up, select the
server icon, right
click in the mouse
and in all tasks,
select restart.

@ DHCP

File Action View Help
= 2R XEc= BHE B2

F DHCP

€

|| Marne
Add/Remove Bindings...

Backup...

Restore...

All Tasks ¥

View ¥

Delete
Refresh
Export List...

Properties

Help

Actions

£10-i-wsd

More Actions

Start
Stop
Pause

Resume

I Restart

Contains actions that can be performed on the item.




DHCP configuration.

B DHCP
File Action View Help

o T XE = HE &

The server will

@ DHC| Stopping DHCP Server
restart to get all the vy
v i Please wait while the DHCP Server service on
last updates. Q’) TI0HWS4 stops.
> B

Actions

t10-i-wsd
More Actions




DHCP configuration. Add scopes.

Under the server icon
select IPv4 and new
scope. A scope will
create a range of address
to offer to computers in
an area of the network.
Here we can also select
information to give to
the endpoints when they
receive the IP from that
range.

TI0-1-W54 - VMware Workstation 17 Player (Non-commercial use only)
1
In-=oH

fa Server Manag

Player =

Server Manager * DHCP

% DHCP
File Action View Help

_ x|
= 0 & &
— ! 4

Manage  Tools

I Dash - =
= e am B L BE B
§ Local
= % DHCP Actions
HE All 54 = i Y
v +10-i-wsd '0' Add a Scope T N
D L
: Opti Dizolay Stati .
:‘g DNS j Erverptions A scopeis a range of IP addresses assigned to computers requesting a dynamic [P -
= ﬂ Policies address. You must create and configure a scope before dynamic IP addresses can
BE Filea F| Filters be assigned.
i IPvE New Multicast Scope..

Create a new scope

To add a new scope, on the Acticn menu, click New Scope.

For more information about setting up a DHCP server, see online Help.

iiter

i P
(iZ) »w { | -
£ @Y ®

-
Server Name ID Severity Source Log Dateand Time

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...

Reconcile All Scopes..

Set Predefined Opticns...

View ¥
Refresh

Properties

Help




DHCP configuration. Add scopes.

Mew Scope Wizard

Wplcome to the New Scope
A new window pops Wizard
This wizard helps you set up a scope for distibuting [P

up and Will guide us addresses to computers on your network.,

To continue, click Mext.

on this process.
Click next.

[nx]
=
A
W

Cancel




DHCP configuration. Add scopes.

Here we start
creating a scope for
the DMZ. Put a
name and a
descriptor. Click
next.

Mew Scope Wizard

Scope Name
fou have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: IDMZ

Description: IDeIim'rtarized zone|

< Back Mext =

Cancel




DHCP configuration. Add scopes.

Mew Scope Wizard

IP Address Range ——
Add the ran ge SCOpe ‘You define the scope address range by identifying a set of consecutive IP addresses.
)

aIld the SUbnet — Configuration settings for DHCP Server

Enter the range of addresses that the scope distibutes.

Start IP address: |1‘32.168.2ﬂ1. 2

mask. Click next.

End IP address: | 192 . 168 . 201 . 100

— Configuration settings that propagate to DHCP Client

Length: 4

Subnet mask: |255255255 0

< Back Net> || Cancel




DHCP configuration. Add scopes.

Mew Scope Wizard
Add Exclusions and Delay .;ﬁ ~
S S Exclusions are addresses or a range of addresses that are not distrbuted by the

In thlS occasion we server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.
don't add exclusions

9 Type the IP address range that you want to exclude. If you want to exclude a single

address, type an address in Start IP address only.
JU.St Clle HeXt. Start IP address: End IP address:

| . .. . Add |

Excluded address range:

Femove |

Subnet delay in milli second:

< Back MNext = Cancel




DHCP configuration. Add scopes.

Mew Scope Wizard

Lease Duration T
The lease duration specifies how long a client can use an IP address from this scope.

We can configure
. Lease durations should typically b Ita th time: thy uter i
the dur&tlon Of the cozzzdi:ﬂtlgrt.lﬁe s::'Jne pf‘rjlr;f:al nztqunuﬂ:. I?orrﬁ:b‘irleerzge?wznﬂfst;a?:;gr?m;rnl'lsainhrof

portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed

lease heI'e . We can locations, longer lease durations are more appropriate.
leave thls Wlth Set the duration for scope leases when distributed by this server.
Limited to:

default values. Click o

next. g [

< Back Mext = Cancel




DHCP configuration. Add scopes.

MNew Scope Wizard
. Configure DHCP Options —r
By ChOOSlng ::;pl;ave to corfigure the most common DHCP options before clients can use the

configure options we

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that

can configure extra scope.
. . . The settings you select her; are for this scope and ovemide settings corfigured in the
1nf0 rm athD we g’lVe Server Options folder for this server.
. . Do you want to corfigure the DHCP options for this scope now?
the Cllent Wlth eaeh & Yes, | want to configure these options now

™ No, | will corfigure these options later

ip leased. Click next.

< Back Mext = Cancel




DHCP configuration. Add scopes.

Mew Scope Wizard
Router (Default Gateway) e
Here we COHfi gure a ‘You can specify the routers, or default gateways, to be distributed by this scope.
defa,U_lt gateway for To add an IP address for a router used by clients, enter the address below.
. IP address:

and next. Femove|

_ U |

Do |
< Back Mext = Cancel
[#] =1 w Hi v




DHCP configuration. Add scopes.

‘ ’ 1 : : : Domain Name and DNS Servers -
m m File Action View Hel =
n dO aln na e P ] The Domain Name System (DMS) maps and translates domain names used by clients |

‘$$| fLI|D .ﬁ,| | on vour networl

write first the server 3 oo DN validation

name and ip address ¥ @ Fifve ol Vasing NS Server e s g on -
of your server, and B | ] © ST e
select add. It will Al o —

take a while to check [Tio+ws4 [92 ‘&8 22 20 _ Ad |

5 . . Resolve 3383 Femove
if DNS is running on e | U—p:

yOU.P SBI‘VGI’. Down |

< Back MNext > Cancel




DHCP configuration. Add scopes.

After validation you
can select next.

Mew Scope Wizard
Domain Mame and DNS Servers e
The Domain Mame System (DMNS) maps and translates domain names used by clients
on your network .

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain:

To configure scope clients to use DMNS servers on your network, enter the |P addresses for those
SEMVErS.

Server name: IP address:
T10--WS4 | | . . . Add
Resolve | 8868 Remove |
152.168.202 200
Up |
Down
< Back Mext > Cancel




DHCP configuration. Add scopes.

] Mew Scope Wizard

In this case we will WINS Servers @J

Computers running Windows can use WINS servers to convert NetBIOS computer

nOt Conf]gure WINS | names to P addresses.

Servers. Entering server |P addresses here enables Windows clients to query WINS before they use
broadcasts to register and resolve MetBIOS names.

Server name: IP address:
| | . = Add

Fezolve | Femowve

Up

il

Do

To change this behavior for Windows DHCP clients modify option 046, WINS/NBT Mode
Type. in Scope Options.

< Back = W




DHCP configuration. Add scopes.

Here we can activate
the scope and start to
send ips and receive
broadcast from new
clients. Since we
already had a domain
in the network we
decided to not
activate this scope
yet.

Mew Scope Wizard

Activate Scope

Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?
% Yes, | want to activate this scope now

" Mo, | will activate this scope later

< Back

Mext =

Cancel




DHCP configuration. Add scopes.

Mew Scope Wizard

We now Sele(}t flIHSh Completing the New Scope
Wizard
to complete the
. . fou have successfully completed the Mew Scope wizard. i
configuration of our

first scope for the
DMZ.

To provide high availahbility for this scope, configure failover for
the newly added scope by right clicking an the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back Cancel




DHCP configuration. Add scopes.

The first scope will Eowee -
File Action View Help
appears on the s 2@ 0 BE O
. . % DHCP Contents of DHCP Server Statue Description Actions
]nterface. Pald v \j; t]io'lzxﬂ | @ Scope [192:168201.0] DMZ Inactive Delimi:arizedz: IPvd
attention to the red 3 somenimanaon | ool ™ " VereActrs
_. Palicies ! Fitters
mark on the scope iQ s
|Pvi
icon showing that is
not active. We can

activate the scope by
right clicking in the
scope and choose
activate.




DHCP configuration. Add scopes.

The same process @ ¥ Server Manager * DHCP
should be repeated for :

L. F DHCP - | ®
each scope to mimic Fle Acion View Hel -
the organization of €9 2@ E6EEE IS

?. [EHCP _ Contents of DHCP Server | Actions
our network. v t—;]ﬁf '3 Scope [192.168.203.0] Secure 1| 1pva -
v i i
5 Scope [192.168.203.0] Secure .f]ScopEHQZJBB.ZOE.O] Intern zone | More Actions I
3 Scope [192.168.202.0] Intern zong| & P [192-168.201.01 DMZ '
v [3 Scope[192.168.201.0] DMZ scrver Option:
i; Address Pool i d PlD|ICIES
@ Address Leases T Filters
#1| Reservations
., Scope Options
| Policies |
.3 Server Options
i Policies
F| Filters
& IPvE
< > £ > 1




DHCP configuration. Add sticky addresses for our

servers.

It is not secure and
impractical that our servers
lease differents ips . To
solve that we assign specific
addresses to those
machines. We link machines
MAC identifications with
fixed ips when we create
reservations.On each scope
we open the reservations
tab and select new
reservation to start.

G DHCP
File Action View Help
= | #5= o BE *

T DHCP
v t10-i-wsd
v 5 IPvd
_}'.j Scope [192,168.203.0] Secure
_}'.j Scope [192,168.202.0] Intern zone
v [[3 Scope [192.168.201.0] DMZ
¢ Address Pool
‘@ Address Leases

| Resg==si---
., Seo| Mew Reservation...
il Poli View
&3 Server C
4| Policies Refresh
F| Filters
5 IPvs LiEID

Create a new reservation

A reservation ensures that a DHCP client is always assigned the same IP address,
To add a reservation, on the Action menu, click New Reservation.

Mote: An exclusion prevents a DHCP client from ever obtaining an address from
a specified address range. Exclusion ranges can be defined in Address Pool.

For more information about reservations and exclusions, see online Help.



DHCP configuration. Add sticky addresses for our
servers.

| Mew Reservation ? >

You will need the name, | Provide information for a reserved cliert.
ip address to reserve, Reservationname:  [T10-AL2
and the MAC address for

. IP address: | 192 168 202 . 3
each machine. Add a
description and leave MIAC address: [Pos0s633c138
both selected. Finish Descrption: [ima Linux intem zone
with add. A new window Supported types
will open were you can 9
add more reservations -
for your entire scope. {Bo0IE

ITI Close




DHCP configuration. Add sticky addresses for our

servers.

When finish, close
the window, and you
will see the new
reservations under
your scope. Repeat
the same operation
for each server on
your network.

G DHCP
File Action View Help

o= |2 6= HE *

% DHCP
W EI t10-i-wsd
W i [Pwd
W ];;l Scope [192.168.203.0] Secure
it Address Pool
@ Address Leases
z1| Reservations

", Scope Options

];;l Scope [192.168.202.0] Intern zone
._ 2 el = F O

"\, Scope Options
| Policies
v [ Scope[192,168.201.0] DMZ




DHCP configuration. Scope options.

You already configure a DNS and default gateway for each scope. But you can
add much more information than that by click on scope options and add
different preset parameters. You can also change or update this information.

v [ Scope[192.168.202.0] Intern zone # || Option Name Vendor Value
& ijjress EDD' =] 002 Router Standard 192.168.202.1
@ ress Leases i=] 006 DS Servers Standard 8,888 192,168.202.4

5| Reservations

., Scope Options
| Policies

~ |5 Scope[192.168.201.0] DMZ

e~




DNS Configuration on DNS server.

INtErnet Frotocol VErsion 4 [ 1L/ IFva) Froperties S
g g General
Your DNS is running
. ‘You can get IP settings assigned automatically if your network supparts
and WOI’kIHg pI’Operly, this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.

then you can

. btain an IP address automaticall
Conflgure the server gi:he fo;:wing P add::ss:t '
to receive dns IP address: | 192 . 168 . 202 . 200 |
services from that Subnet mask: [ 255 .255.255. 0 |
FOIG inStaHed. Change Default gateway: [ 192.168.202. 1 |
the preferred DN S Obtain DNS server address automatically

. {®) Use the following DNS server addresses:
S?Fver tO pOIDt t(? Preferred DNS server: | 127. 0 .0 .1 |
hlmself by SeleCtlﬂg Alternate DNS server: | i e i |
127.0.0.1 as v )
dlidate settings upon exi e
preferred DN'S. e
Cancel
T SGGGSSGSSSSSS——————————————,— S




DNS configurations.

To resolve addresses in
our network DNS needs
to create register in his
database based on
DHCP leases or update
information in his
database. For that
purpose first we create a
forward lookup zone.
Open the DNS manager
in the same way you
open the DHCP service
manager. Select forward
lookup zone and new
zZone.

,J_:?l_., DMS Manager

File Action View Help

o= nE cHE § EE

£ DNS
v 3 TI0-l-ws4

| Forward Look = Trnee

| Reverse Looky
| Trust Points
| Conditional Fi

MNew Zone...
View
Refresh

Help

./--_-.\.
|0| Add a New Zone

larme System (DM5) allows a DNS namespace to be divided into zenes. Each zone
» 3tien about one or more contiguous DNS domains,

zoneg, on the Action menu, click New Zone.



DNS configurations.

New Zone Wizard

Welcome to the New Zone
Wizard

4 | N o

This interface will
g ulde us along the This wizard helps you create a new zone for your DNS

. . . server,
Confl g uratlon / A zone translates DNS names to related data, such as IP ’

addresses or network services.

£ Euel

process.

To continue, dick Next.

ol |
T SGGGSSGSSSSSS——————————————,— S




DNS configurations.

Select Primary zone
in the first window
and click next.

Mew Lone Wizard

Zone Type

The DMS server supports various types of zones and storage.,

(®) Primary zone

Select the type of zone you want to create:

Creates a copy of a zone that can be updated directly on this server.

() Secondary zone

Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MNS), Start of Authaority
(504), and possibly glue Host (A) records. A server containing a stub zone is not

authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain

controller)

ce
on

< Back

Cancel




DNS configurations.

If we have an Active
Directory, we will
add the domain
name here. Since
this is a standalone
system we add
localdomain. Select
next.

Mew LZone Wizard

Zone Name
What is the name of the new zone?

*

0

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is

not the name of the DMS server.

Zone name:

| ocaldomain

< Back

Cancel




DNS configurations.

The wizard will
create the entries
necessaries for the
database and a new
file with the correct
name. Just leave the
default and select
next.

Mew Zone Wizard x
Zone File
‘fou can create a new zone file or use a file copied from another DMS server.

Do you want to create a new zone file or use an existing file that you have copied

_from another DNS server?
(®) Create a new file with this file name:

| localdomain. dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
YSystemRoot¥s\system32idns on this server, and then dick Mext.




DNS configurations.

The secure
configuration will
include allow only
secure dynamic
updates. This will be
used by active
directory. Since we
don't install yet our
AD, select the less
secure allow both
nonsecure and
secure...

: Mew Zone Wizard

Dynamic Update
You can specify that this DMNS zone accepts secure, nonsecure, or no dynamic

updates.

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ooour,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(®) Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

! This option is a significant security vulnerability because updates can be
222 aooepted from untrusted sources.

(_J Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.




DNS configurations.
This next window Hew gone Hizard
will present all the
selected
configurations and
allow to finish the
configuration.

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You

specified the following settings:

Mame: localdomain
Type:  Standard Primary

Lookup type: Forward

File name: localdomain, dns

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify

name resolution using nslookup.,

To dose this wizard and create the new zone, didk Finish.

< Back

Cancel




DNS configurations to

DHCP.

Open DHCP manager
and select the server,
and go to properties.

allow dynamic updates from

% DHCP

v N 4

<
o

= O O

H_LI

Contents of DHCP Server

[ Server Options
Display Statistics...

Mew Scope...
Mew Superscope...

Mew Multicast Scope...

Configure Failover...

Replicate Failover Scopes..,

Define User Claszes...

Define Vendor Classes...

Reconcile All Scopes..,

Set Predefined Options...

View ¥k

Refresh
Export List...

Properties I

Help



DNS configurations to allow dynamic updates from
DHCP. IPv4 Properties 7 X I

General DMS  Fiters Failover Advanced

You can setup the DHCP server to automatically update authoritative DNS
servers with the host (A) and pointer (FTR) records of DHCP clients.

On the DN tab PP |
check that AlW&yS o Nwa'_:s dynamically update DNS records I

dyn amic auy up date ' Discard A and PR records when lease is deleted

DNS records is e

. [ Disable dynamic updates for DNS PTR records
selected. Click Apply. e e

—Mame Pratection

DHCP name pratection is disabled at the server level.

Configure

Cancel Ppply I




DNS eonﬁguratlons to allow dynamic updates from

DHCP.

On DNS manager we
select the domain and
his properties and in
general tab edit the
server record. We set
the name of the server,
and the DNS will
resolve his IP address.
CLick resolve to see

how the DNS resolve
his own address.

w Lo

File Action View Help

@$| IIXD_*.

£ DNs
v F Tio-l-ws4

-

-
=/ localdomain

—, "
| Trust Points
| Conditional Forwarde

aN L EOE

MName servers:

fo the list, dick

Edit Name Server Record

Enter a server name and one or more IP addresses. Both are required to identify the name server.

t10-i-ws4.

Server Fully Qualified Domain Mamg

Add...

*represents al

| Edit... I R

OK

Server fully qualified domain name (FQDM):
[ t104-ws4. | [Resove || isis
e
>,
IP Address Validated Delete
_ <Ll ere al an ress>
% 192.168.202.200 oK i
oK Cancel
emove
TASKS

ed as the result of @ DNS query and
may not represent actual records stored on this server,

Cancel

Apply

Help




Reverse lookup zones.

On the DNS manager
select Reverse lookup
zones in the same
way you selected
lookup zones. This
will create a reverse
lookup zone that will
resolve names of
machines into his ip’s.

New Zone Wizard

\§

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
server,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Next.




Reverse lookup zones.

Mew Zone Wizard

Select Primary zone. Zone Type
The DMS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance,

() Stub zone
Creates a copy of a zone containing only Mame Server (MS), Start of Autharity
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directory {available only if DNS server is a writeable domain
controller)




Reverse lookup zones.

Select [IPv4 Reverse
Lookup Zone. Click

next.

Mew Zone Wizard

Reverse Lookup Zone Hame

A reverse lookup zone translates IP addresses into DMNS names.

Pt

0

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPva

addresses.

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

< Back

Cancel




Reverse lookup zones.

Put the first 3 octet
from the scope that
you want to refers by

this zone in network
ID. Then click next.

Mew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
152 168 201 .

The network ID is the portion of the IF addresses that belongs to this zone. Enter the
netwaork ID in its normal (not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0, 10.in-addr.arpa.

(") Reverse lockup zone name:

201,168, 192.in-addr.arpa




Reverse lookup zones.

Mew Zone Wizard x>

The wizard will 1 ZoneFile @

You can create a new zone file or use a file copied from another DNS server.

create the files |

necessal"y fOI‘ thlS Do you want to create a new zone file or use an existing file that vou have copied
| from another DMS server?

taSk- Leave the i (®) Create a new file with this file name:

| 201,168, 192.in-addr.arpa.dns

default settings and

Cth neXt. () Use this existing file:

To use this existing file, ensure that it has been copied to the folder
BuSystemRoot3o\system32idns on this server, and then dick Mext.




Reverse lookup zones.

Again as we did with
the forward zone
select the less secure
allow both... option.

Mew Zone Wizard

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes ocour,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(@) allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

4. This option is & significant security vulnerability because updates can be
222 gocepted from untrusted sources,

(") Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.




Reverse lookup zones.

In the last window
you will see the
selected resumed
configuration and you
can select finish to
create this zone.

Mew Zone Wizard

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
specified the following settings:

Mame: 201,168, 192.in-addr.arpa s
Type:  Standard Primary

Lookup type: Reverse

File name: 201,168, 192.in- W

Mote: You should now add records to the zone ar ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.




Check proper configurations.

Since we have not leased
any ip yet we can create a
pointer to an address
manually to check the
resolution of the DNS
server. On one of the
scopes in DNS lookup
zones right click and
select new pointer(PTR).
Set the host ip address
and the host name. In this
example we use a machine
configured on the DMZ
zone.

éDNSManager
File Action View Help

e @z BHE § EE

2 DNS
v 3 T10-1-Ws4

Mame

| Forward Lookup Zones

E ocaldomain

w || Reverse Lockup Zones
2 201.168.192.in-addr.a
_-;J 202.168.192.in-addr.a
é“‘] 203.168.192.in-addr.a
| Trust Points
| Conditicnal Forwarders

Type
Standard Primary

Status

Running

DMSSEC Status
Mot Signed



Check proper configurations.

After right click in
the forward zone

select new host(A or
AAA)..

[

5, DMS Manager

File Action View Help

e | HFEXE oz Hml § §E

E?i_'l [ENS Mame
v j 'Ij'I]I-I-WSA Q{sameas parent folder)
v Ii?rward Loukngones Q(same as parent folder)
1'E.J | USRS [N |
v 7 Re Update Server Data File
& Reload
& New Host (A or AAAA]...
o New Alias (CNAME)...
S ] Tru

Mew Mail Exchanger (MX]...

Mew Domain...

» ] Co

Mew Delegation...
Other Mew Records...
DMSSEC ¥



Check proper configurations.

UNS Name Type Data
. . j ﬁﬂ-l-WSﬁl E(sam ac narent falderl Ctark of Authoribe (SOUAT [A1 #7100 iy
Fill up the required v [£] Forward Lookup Zones || =/ | New Host X
. . = localdemain
lnformatlon. The v || Reverse Lookup Zones Mame (uses parent domain name if blank):
. (2] 201.168.192.in-addr.a T100-WS
name of the machine, 5] 202.168.192.in-addr.a |
0 E"‘J 203.168.192.in-addr.a Fully qualified domain name (FQDM):

and the ip address = - .

|| Trust Points |T1|:]—D—W5.Iumlduma|n. |

[ Conditional Forwarders
and select Create P kb=

| 192.168.201.2 |

associated pointer.
Create associated pointer (FTR) record

Finally click on add
host.

Add Host Cancel




Check proper configurations.

This message of o
successful updating |

will appear. However DNS %
lf you CheCk your o The host record T10-D-W5.localdomain was successfully
reverse zone the created.

ointer has not vet
Y ’

being created.




Check proper configurations.

Go to the server icon
right click and select
refresh to update the

database with the
new pointer. That
will update the

reverse lookup zone.

" Ej TI0 1 wrca [ ——

|
v [

Configure a DNS Server...
Mew fone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslockup
All Tasks
View

Delete

Refrezh

Export List...
Properties

Help



Check proper configurations.

Here you can see the
newly created reverse
pointer. We can now
check this
configuration changes
by using nslookup in
a powershell.

Player ~ | || ~ o O [

%DNSManager
File Action View Help

ol pFXEC:=z HEIE§E

ﬁ. [ENS Mame Type Data
e j ﬁﬁ-l-WEA E (sarme as parent folder) Start of Authority (SOA) [6], t10-i-wsd,, hostmaster,
? _:I Forward Lookup Zones g (carne ac parent folder) Mame Server (MS) t10-j-wed
| Reverse Lookup Zones| []192.168.201.2 Pointer (PTR) T10-D-WS.localdomain.

|z 201.168.192.in-addr.3

> [2] 202.168.192.in-addr.a
» [2] 203.168.192.in-addr.a
% || Trust Points
+ || Conditicnal Forwarders




Check proper configurations.

rcia» nslookup
localhost

Here we can see the
result of looking with
nslookup on the
database of DNS in
this machine. It
resolves both the ip fane:  T10-D-1s

address and the name g
of the machine into an

ip.




Configurations to allow DHCP broadcast through
firewalls.

First approach was to allow those broadcast through the firewall policies
on secure tab, without results.

12 | allow-hdcp-traffic-responses none universal A inside @ 192.168.202.4 any any 3 dmz any any
A interconnect

13 | allow-dhcp-traffic-requests none universal A dmz any any any A inside

dhcp

Ra



Configurations to allow DHCP broadcast through

firewalls.

After an internet search we found that
has to create DHCP relays on the
interfaces. This relays receive the
broadcast and forwarder to the
different zones from and to the DHCP.
On the Network tab in the Palo Alto
we select from the right menu DHCP,
and then relay. We choose each
different interface and create a new
relay for each one pointing towards our
DHCP server. In this example the
address is 192.168.202.4. In our
configuration should be
192.168.202.200.




Configurations to allow DHCP broadcast through
firewalls.

This is how looks like the network dhcp Relay tab after our configurations. Look at
the path to the right tabs.

O PA-a240

NETWORK

—

5 Interfaces DHCP Serve| | DHCP Relay
B Zones —_—
=]
=@ VLANS
Em Wirtual Wires
|;_-) Viirtual Routers D INTERFACE IPV4 ENABLED IPV4 SERVERS IPV& ENABLED
I IPSec Tunnels [] | ethernet1/3.710 192.168.202.4
{' SRETommet [[] | ethemet1/3.510 192.168.202.4
% DHCP [] | ethemet1/3.810 192.168.202.4

DNS Proxy

IZEI GlobalProtect
@, Portals
IZ’_& Gateways



Configurations to
firewalls.

In the same way we
created firewall rules
on the FortiGate
firewall to allow
broadcast to the secure
zone. That of course
didn't worked well.

@ Dashboard
NX Security Fabric

<+ Network

£ System
B Policy & Objects

Firewall Policy

Addresses

Internet Service Database

Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
& Security Profiles
O VPN
& User & Authentication
= WiFi & Switch Controller
Ll | og & Report

Edit Policy

Name @
Incoming Interface
QOutgoing Interface

Source

Destination

Schedule

Service

Action

allow DHCP broadcast

intern-inbound-dhcp

& Interconnect

@ T10-secure (T10-secure)

B Inside

+
B Secure

+
G always
T DHCP

+
U eIal © DENY

Inspection Mode EEIWELELELE Proxy-based

Firewall / Network Options

NAT e ]

Protocol Options

Security Profiles
AntiVirus

Web Filter
DNSFilter

default

Gee

astused

1 hour(s) ago

First used
5 day(s) ago

Hit count
11

Total bytes

3.62kB

Current bandwidth
0B/s

(® Documentation

& OnlineHelp &
B Video Tutorials (£

WM Consolidated Policy,Configuration (&'

cgerez>




Configurations to allow DHCP broadcast through

firewalls.

We have the settings for
DHCP relays by selecting
each interface and allow the
tab dhep server, advance,
and select relay. There we
set the ip address of the
DHCP server to allow
broadcast to and from that
address into the secure
zone. We repeat the process
for each interface.

o= FortiGate §1F 470FGOL

6 Ti0-szcure (Ti0-szcure)
T10-sec
Type
Packet Capture B
Interface = Teami10(dmsz)
SO-WAN Zones
VLAN ID 210

SO-WAMN Rules

irtual domain @ OLTeam10

Performance SLA

67%

Role @ Undsfined
Static Routes
& System Address
Policy & Dbjects
B Policy & Objects Addressing mods BT oHcp | sucomenazzd by ForipaM | PPROE
8 Security Profiles ] ;
1P/Metmask 192.168.203.1/255.255.255.0
L1 wPN
Sacondary IP address P
& User & Authentication
F WiFi&Switch Controller % || agministrative Access
il : R
! Log &Repore [ HTTES HTTP @ PING
O FMG-Access S5H SNMP
» Security Fabric
OFmm [ RADIUS Accounting O Cennection ©

&) DHCP Server

Server
| Regular 2

1921682024

Advanced
Maoda
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Configurations to allow DHCP broadcast through
firewalls.

Looking at the interface final configuration we can see under DHCP ranges the relay configuration.
That allow DHCP to reach all the zones inclusive the secure from the intern zone.

bers IR Metmask Administrative Aocess DHCP Clisnts CDHCP Rangss Wirtual Domain Ref.

= Team10 (dmaz) % Phiysical Interface 0u0L0u00.0.0.0 Relay: 192.148.202.4 Ol Teaml0O
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— 8 @ Ti0secure (T10-secure) @ VLAN 192.168.203.1/255.255.255.0 Relay: 1921682024 A OLTeam10 5
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