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Task: Above-and-Beyond 0

secure-facing firewall
Management IP:

192.168.203.1

internet-facing firewall
Management IP:

10.1.47.10

interconnect zone 
VLAN: 470-VL510
192.168.200.0/27

 DMZ 
VLAN:470-VL710-dmz

192.168.201.0/24

inside zone 
VLAN: 470-VL810-inside

192.168.202.0/24

secure zone 
VLAN: 470-VL910-secure

192.168.203.0/24

192.168.201.1

192.168.202.1

192.168.200.2

192.168.203.1

   T10-S-AL2
192.168.203.3

00-50-56-93-92-16
MariaDB

 T10-S-WS
192.168.203.2

00-50-56-93-9F-F8

 T10-D-WS
192.168.201.2

00-50-56-93-C9-F9
Privoxi

Web Server

 T10-D-AL2
192.168.201.3

00-50-56-93-06-A4
Squid

Web Server

  T10-I-WS
192.168.202.2

00-50-56-93-C6-1C

   T10-I-AL2
192.168.202.3

00-50-56-93-C1-38

outside zone router
470-02

157.201.22.73

outside zone
 VLAN: 470-VL610-outside

157.201.22.72/29

Internet

                     Team 10 Layer 3: outside zones' public IPv4 address assignments

     public space                                                    firewall 
  (IPv4 subnet ID)               router                (dynamic NAT)                static NAT               (broadcast)
157.201.22.72/29     157.201.22.73           157.201.22.74             157.201.22.75-        157.201.22.79
                                                                    470t10ra.cit.byui.edu       157.201.22.78

    cit470
    Task: Diagram

port numbers

application 
identifiers

web, proxy, and load balancing

Hosts for testing and operating the 
services deployed in the other zones

Hosts for database and network 
monitoring services

157.201.22.74

192.168.200.1

  T10-D-AL4
192.168.201.7

00-50-56-93-BC-6B
Apache Server

DNS addresses

Cloudflare
1.1.1.1

Google
8.8.8.8

  T10-D-AL3
192.168.201.5

00-50-56-93-D0-F4
Load Balancer

  T10-D-AL5
192.168.201.9

00-50-56-93-11-49
Apache Server

  T10-I-WS2
192.168.202.4

00-50-56-93-1F-6B
Active Directory

DHCP
DNS

  T10-I-W3
192.168.202.6

00-50-56-93-21-5A
Active Directory

DHCP
DNS

  T10-S-WS6
192.168.203.6

00-50-56-93-C235



Active Directory Installation



Active Directory Installation

Open server 

manager

Select the 

“Manage” Tab

Select “Roles and 

Features”

Select the default 

and click “Next”





Active Directory Installation

Under “Roles”

Select the “Active 

Directory Domain 

Services” and the 

“DNS Server” 

options.

Under “Features” 

make sure that 

“Group Policy 

Manager” is 

selected.

Click Next and then 

click Next on the 

following two 

pages.



Active Directory Installation

Click “Install”

Once the 

Installation 

has finished

Click “Close”



Active Directory Installation

Click on the 

exclamation flag 

and then select 

“Promote this 

server to domain 

controller”.

When the Active 

Directory 

Domain Services 

Configuration 

Wizard opens, 

Select “Add a 

new forest”. 

Enter your 

Domain name 

and click ”Next”.



Active Directory Installation

Enter a 

DSRM 

Password 

Click ”Next”

On the DNS 

Options 

page click 

“Next”



Active Directory Installation

On the other 

Options Page 

and the Paths 

page leave the 

default settings 

and click 

“Next”.



Active Directory Installation

Review 

options then 

click “Next”.

Once 

Prerequisite 

Check is 

completed 

click “Install”.

The Server will 

automatically 

restart.



Join Windows Computer to a 

Domain

On the 

Windows 

computer 

you want to 

join to the 

domain, go 

to Settings > 

About > 

Advanced 

System 

Settings



Join Windows Computer to a 

Domain

Select the 

“Computer 

Name” tab

Click ”Change” to 

rename the 

computer or 

change its 

domain or 

workgroup

Select “Domain” 

then enter the 

domain name

Select OK



Join Windows Computer to a 

Domain

Once welcome 

confirmation is 

received, click 

OK, then OK



Install Cockpit



Join a Linux Machine to a 

Domain Using Cockpit
Check IP configuration 

to make sure DNS is 

pointing to the DNS 

server the Domain is 

using

(Once DNS and DCHP 

is set up in active 

Directory this step 

should already be 

done for you)

Get The IP address of 

the machine cockpit is 

installed on

Open a web-browser 

and enter the <IP 

Address>:9090



Join a Linux Machine to a 

Domain Using Cockpit

Sign in using 

credentials 

for the 

machine

Change 

limited 

access 

settings and 

turn on 

administrator 

access

Scroll down 

and select 

“join Domain”



Join a Linux Machine to a 

Domain Using Cockpit

Enter 

Domain 

credentials 

then click 

“Join”



Check Active Directory for 

Joined Computers

On the Domain 

Controller go to server 

manager

In the right hand corner 

select the “Tools” tab

Select “Active Directory 

User and Computers”

Select desired Domain 

and then the 

“Computer” folder

All domain computers 

should be listed.
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