Task: Above-and-Beyond 0




Task: Above-and-Beyond 0O

C i t47 0 Team 10 Layer 3: outside zones' public IPv4 address assignments

public space firewall
o (1Pv4 subnet ID) router (dynamic NAT) static NAT (broadcast)
157.201.22.72/29 157.201.22.73 157.201.22.74 157.201.22.75- 157.201.22.79
a s [ ] I a g r a m 470t10ra.cit.byui.edu  157.201.22.78
DNS addresses outside zone DMZ

VLAN: 470-VL610-outside
157.201.22.72/29

VLAN:470-VL710-dmz
192.168.201.0/24

Cloudflare
1111
T10-D-WS T10-D-AL2 T10-D-AL3 T10-D-AL4 T10-D-ALS

N 192.168.201.2 192.168.201.3 192.168.201.5 192.168.201.7 192.168.201.9
Google outside zone router 00-50-56-93-C9-F9 00-50-56-93-06-A4 00-50-56-93-D0-F4 / 00-50-56-93-BC-68/  00-50-56-93-11-49
8.8.8.8 157.201.22.74 470-02 privoxi ft oot P prs

157.201.22.73 Web Server Web Server
-

4——— 192.168.201.1 —

web, proxy, and load balancing
¢« 192.168.202.1

] [« 192.168.200.1

port numbers

inside zone
internet-facing firewall VLAN: 470-VL810-inside
Management IP: 192.168.202.0/24
10.1.47.10

interconnect zone

VLAN: 470-VL510 T10-1-WS T10-1-WS2 T10-1-W3 T10-1-AL2

192.168.200.0/27 192.168.202.2 192.168.202.4 192.168.202.6 192.168.202.3

00-50-56-93-C6-1C | 00-50-56-93-1F-6B | 00-50-56-93-21-5A | 00-50-56-93-C1-38
application e Active Directory Active Directory
© - DHCP DHCP
identifiers DNS DNS
192.168.200.2 Hosts for testing and operating the

services deployed in the other zones

--A-

1 T 1]

T T ] TS

[0 <  192.168.203.1

---- VLAN: 470-VL910-secure
---- 192.168.203.0/24

secure-facing firewall
Management IP:
192.168.203.1 T10-S-WS L0 TS
192.168.203.2 192.168.203.6 PR
00-50-56-93-9F-F8 00-50-56-93-C235 .
MariaDB

<

Hosts for database al

monitoring services
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Active Directory Installation

Open server
manager

Select the
“Manage” Tab

Select “Roles and
Features”

Select the default
and click “Next"

Manage Tools View

Add Roles and Features

Remove RolesM

Add Servers

Create Server Group

Server Manager Properties

Fﬁ Add Roles and Features Wizard

Before You Begin

Installation Type

Server Selection

Select installation type

= ] X

DESTINATIOM SERVER
WIN-451205T3KUR.T 10 bocal

Select the prétallation type. You can install roles and features on a running physical computer or virtual
machirge/or on an offline virtual hard disk (VHD).

(® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | MNext > Install Cancel




DESTINATION SERVER

Select destination server T10-D-WS

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool N

Features N
Filter: | |
Name IP Address Operating System
T10-D-WS 192.168.201.2 Microsoft Windows Server 2022 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

/

<Pre'vio|..ls|| Next > I Install




Active Directory Installation

SCISCT ONS Or MOore roies o inswan on e sS1IeCiea SCIver.,
Features

Under “Roles”

SeleCT The “ACTIVG l EJ NET Framework 3.5 Features|
Direc.l.ory DOmOiﬂ Active Directory Certificate Sewici:/ I [m] .NET Framework 4.8 Features (2 of 7 installed)

|
/] Active Directory Domain Services v Azure Arc Setup (Installed)
|

[
L
[
[

. 1 Active Directory Federation Services p ] ckground Intelligent Transfer Service (BITS)
SerVICGS O nd The | Active Directory Lightweight Directory Services [] BitLocker Drive Encryption
T 1 [] Active Directory Rights Management Services [] BitLocker Network Unlock
DNS Server [l Device Health Attestatio [T] BranchCache

[] DHCP Server

OpﬂOhS. DS Sarvas [] Client for NFS

[] Containers

I % E:Z zigeS::orage Services (1 of 12 installed) % Béta C;lnter 8ridging
ﬂdel’ N FeOTUI’eS” % t;;‘;f;ardian senvies ] E::acr:ce:yStorage
- T = I C 1 }

make sure that S e e e el
1 e J 3 v Vv

Group Policy @ b D e 0] Vo cumtyofSenee T

olume Activabion Services !

eIt 1S O w9 ) o g Gl
SeleCTed . L] Windows Deployment Services [ 1 IP Address Management (IPAM) Server

] Windows Server Update Services

Click Next and then
click Next on the
following two

pages.



Active Directory Installation

Click “Install”

ce the
Installation
has finished
Click “Close”

F;, Add Roles and Features Wizard

DESTINATION SERVER
T10-D-WsDitto

Confirm installation selections

To install the following roles, role services, or features on selected server, click Install.

[[J Restart the destination server automatically if required

Optional featifes (such as sdministration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services
DNS Server
Group Policy Management

Confirmation

Remote Server Administration Teols
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Install

fEs Add Roles and Features Wizard o O

DESTINATION SERVER
T10-D-WSDitto

Installation progress

View installation progress

@ Feature installation

Configuration required. Installation succeeded on T10-D-WSDitto

X

Active Directory Domain Services
Additional steps are required to make this machine a domain controller.
Promote this server to a do

controller
DNS Server
Group Policy Management
Remeote Server Administration Tools
Role Administration Tools I}

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

You can close this wizard without interrupting running tasks, View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings




Click on the

and then select
“Promote this
server to domain
troller”.

When the Active
Directory
Domain Services
Configuration
Wizard opens,
Select “Add a
new forest”.

Enter your
Domain name
and click "Next".

exclamation flag

1’_-
¥ Lw I

Post-deployment Configura...

Configuration required for Active Directory Domain

Services at T10-D-WSDITTO

Promote this server to a domain controller

Feature installation
.

Configuration required. Installation succeeded on

T10-D-WSDitto

Add Roles and Features

Task Details

Active Directory Installation

Select the deployment operation

(O Add a domain controller to an existing domain
O Add a new doma:to/aee/rmmtmg forest

(@) Add a new fores

Specify the domain information for this operation

Root domain name: |T10.Ic:ca|



Enter @
DSRM
Password

ck "Next”

On the DNS
Opftions
page click
“Next"”

Select functional level of the new forest and root domain

Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities
v Domain Name System (DNS) server
v Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password

Password: ssccscsscee

Confirm password: oooooooooo-l

Active Directory Installation

DQS Options

TARGET SERVER
T10-D-WSDitto

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more x

Specify DNS delegation options

- : - S Create DNS delegation
DI\S Options

Additional Options

More about DNS delegation /

Cancel



Active Directory Installation

On the other Verify the NetBIOS name assigned to the domain and change it if necessary
Options Page The NetBIOS domain name: T10

and the Paths

page leave the

default settings

and click

“Next”.

Specify the location of the AD DS database, log files, and SYSVOL

Database folder: CA\Windows\NTDS
Log files folder: C:\Windows\NTDS
SYSVOL folder: C:A\Windows\SYSVOL

s

G



Active Directory Installation

view your selections: - 45 TARGET SERVER
. Review your selections Prerequisites Check T10-D-WSDitto
eVI eW Configure this server as the first Active Directory domain controller in a new forest.
| & All prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show more x

O p‘l‘i O ns ‘I‘h e n The new domain name is “T10.local”. This is also the name of the new forest.
H 1] " The NetBIOS name of the domain: T10
click “Next”.

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

Forest Functional Level: Windows Server 2016

Paths @ View results
1

Domain Functional Level: Windows Server 2016 Windows Server 2022 dokim controllers have a default for the security setting named
"Allow cryptography algonthms compatible with Windows NT 4.0° that prevents weaker
n C e Additional Options: cryptography algorithms when establishing security channel sessions.

o o For more information about this setting, see Knowledge Base article 942564 (http://
re re q U I S I e Global catal:»g‘ Yes I go.microsoft.com/fwlink/?Linkld=104751).

1. Adelegation for this DNS server cannot be created because the authoritative parent
H DNS Server: Yes zone cannot be found or it does not run Windows DNS server, If you are integrating
e < I S with an existing DNS infrastructure, you should manually create a delegation to this

DNS server in the parent zone to ensure reliable name resolution from outside the

Create DNS Delegation: No

domain "T10.local". Otherwise, no action is required.
completed :

I\ If you click Install, the server automatically reboots at the end of the promotion operation.
These settings can be exported to a Windows PowerShell script to automate

H 13 | .I. | I " -
iti i i 1 5 More about prerequisites
C | I C k ns O . additional installations View script re about prerequisi

More about installation options

The Server will
automatically
restart.



On the
Windows
computer
you want to
join to the
domain, go
to Settings >
About >
Advanced
System
Settings

e

{

oin Windows Computer to @

Domain

/

Settings

Home

| Find a setting

O

&l

I

|

System

Power & sleep
Storage

Tablet

Multitasking
Projecting to this PC

Remote [)Aeskty

About

About

Copy
Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

This page has a few new settings

Some settings from Control Panel have moved here, and you can
copy your PC info so it's easier to share,

Related settings

Device Manager

Remote desktop
System protection /
Advanced system settings

Rename this PC (advanced)




Join Windows Computer to a
Domain

Select the
“Computer /
N O m e A -I-G b Computer Ma Hardware Advanced Remote Computer Mame/Domain ganges >

[k Windows uses the following information to identify your computer You can change the name and the membership of this
= onthe network. computer. Changes might affect access to network resources. |

CliCk ”Ch(]nge” TO Computer description: |
For example: "1|S Production Server” or Computer name:

re n O m e 'I'h e "Accounting Server”. |

Full computer name: T10-5-W5.T10Jocal

) Fullcomputer name:
=olnnlS ter or o Ti0locd %CS—WS.TH}.IocaI
eligfEAll =
C O g e S w';:;;rgsl Clzi;%rﬂl;ﬂge;?r change 1ts aomain or More...

domain or . /

workgroup |m§"f21aj |
() Workérelip:

Select “Domain”
Th e n e n Te r Th e 1. Chanages will take effect after you restart this computer.
domain name G| [ [

oK Cancel

Select OK




Join Windows Computer to a
Domain

Once Welcome System Properties » pement that applies-
confirmation is | Computer Name/Domain Changes X | ense Terms
reCeIVed, C“Ck ou can change the name and the membership of this computer

computer. Changes might affect access to network resources.

OK, then OK

r ttings
th w se

el have moved here,

Computer name:
T10-5W/5 o share,
Full computer name: Computer Mame/Domain Changes o

T10-5-WS
O

o Welcome to the T10.local domain.
Member of

(®) Domain: /
T10local

() Workaroup:
WORKGROUP

Cancel

QK Cancel Apply




Install Cockpit

[cditto@T10-D-AL3 ~]$% sudo dnf install cockpit-podman cockpit-machines cockpit-n
etworkmanager cockpit-packagekit

[cditto@T10-D-AL3 ~]$% sudo systemctl enable --now cockpit.socket

[cditto@T10-D-AL3 ~]% sudo systemctl start cockpit cockpit.socket

[cditto@T10-D-AL3 ~]$%$ sudo systemctl status cockpit

cockpit.service - Cockpit Web Service

Loaded: loaded (/usr/lib/systemd/system/cockpit.service; static; vendor pres

Active: active (running) since Fri 2024-02-16 19:39:06 CST; 8s ago

Docs: man:cockpit-ws(8)

Process: 532788 ExecStartPre=/usr/libexec/cockpit-certificate-ensure --for-cog

Main PID: 532795 (cockpit-tls)
Tasks: 1 (limit: 23500)
Memory: 700.0K
CGroup: /system.slice/cockpit.service
L-532795 /usr/libexec/cockpit-tls

Feb 16 19:39:06 T10-D-AL3.localdomain systemd[1]: Starting Cockpit Web Service.
Feb 16 19:39:06 T10-D-AL3.localdomain systemd[1]: Started Cockpit Web Service.

[cditto@T10-D-AL3 ~]$% sudo firewall-cmd --permanent --add-service=cockpit

[cditto@T10-D-AL3 ~]$% suso firewall-cmd --reload




Check IP configuration
to make sure DNS is
poinfing to the DNS
server the Domain is
using

(Once DNS and DCHP
is get up in active
irectory this step
should already be
done for you)

Get The IP address of
the machine cockpit is
installed on

Open a web-browser
and enter the <IP
Address>:9090

Cancel New Profile Add
Identity IPv4 IPv6 Security
IPv4 Method (L) Automatic (DHCP) _ Link-Local Only
(e) Manual _) Disable
Addresses
/ I k
192.168.201.5 255.255.255.0 192.168.201.1 Q
[
DNS Automatic | ‘ OFF
| 192.168.201.4% |
Routes Automatic E
tew Met
[ x]

Join a Linux Machine to a
Domain Using Cockpit

Y Firefox Privacy Not

/

Forever- X

Q, https://192.168.201.5:9090

© https://192.168.201.5:9090/

This time, search with: G ]



Sign in using
credentials
for the
machine

hange
limited
access
settings and
furn on
administrator
access

Scroll down
and select

“loin Domain”

O G o~ https://192.168.201.5:9090

tation £ Blog < Bugtracker £ GitHub organization

Join a Linux Machine to a
Domain Using Cockpit

Almalinux

User name

cditto I

Password

oo.oooooooool @

Server: T1I0-D-AL3.localdomain

p Other options

Log in with your server user account.

Web console is running in limited access mode. Turn on administrative access /

T10-D-AL3.localdomain running AlmaLinux 8.9 (Midnight Oncilla)

Configuration

Hostname T10-D-AL3.localdomain edit

System time Feb 16, 2024, 7:23 PM

Domain Join domain
Performance profile virtual-guest
Cryptographic policy Default

Secure shell keys Show fingerprints



Join a Linux Machine to a
Domain Using Cockpit

Entfer
omain
credentials
then click
“Join"

Join a domain

Domain address T10.local

Domain administrator Administrator

name

Domain administrator ‘ o.lIi.....llol

password

Join Cancel

Configuration

Hostname

System time

Domain
Performance profile
Cryptographic policy

Secure shell keys

T10-D-AL3.localdomain
Feb 16, 2024, 7:26 FM
T10.local

virtual-guest

Default

Show fingerprints

/



Check Active Directory for
Joined Computers

[ T10-T-ws2

On the Domain

: Active Directory Users and Computers

Active Directory Administrative Cente

ConTrO”er gO TO Server Active Directory Domains and Trusts File Action View Help

Active Directory Module for Windows PowerShe 4= $| Ll | ngi E| | x D L] ._5=P| | a_; 3&. fs T ;‘: '9&

manager .

Active Directory Sites and Services ] Active Directory Users and-€6mputers [WIN-452Q5T3KUP.T|| mame Type
Active Directory Users and Computers j Saved Querie 1% T10-D-AL2 Computer
. ADSI Edit v &4 T0local / IETID-D-AL3  Computer
h e rl g h T h O n d C O rn e r Component Services = Euolrl':;uters I&IT10-D-AL4 Computer
1} LR) Comnuter Mananement = - &IT10-D-ALS5-L... Computer
2| D Controll i
eleCT .I-he TOOlS -I-Ob smain -ontrotiers i‘!:ﬂD—D-WS I:Qmputer

| ForeignSecurityPrincipals -
1RITI0-1-AL2 Computer

= IIT10-1-Ws Computer

Managed Service Accounts

= Users

Select “Active Directory st Compuer
User Gnd CompUTerS” i!!':T'ID-WSEn Computer

Select desired Domain
and then the
“Computer” folder

All domain computers
should be listed.
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