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Acrylic installation on a Windows server.

Use your browser to go
to:
https://sourceforge.net

/projects/acrylic/

T—X

This is the download
page for Acrylic.

SOURCEFORGE For Vendors
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A local DNS proxy which improves the performance of your computer Warehouse Distribution Management
Brought to you by: Software

2. 0. 0.0 8. ¢ Downloads: Last Update:

Download Get Updates Share This Learn More

Windows
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Files Reviews Support cvs
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Acrylic is alocal DNS proxy for Windows which improves the performance of your computer by caching the responses coming from your DNS Add a fully functional PDF editor to your
servers and helps you fight unwanted ads through the use of a custom HOSTS file (optimized for handling hundreds of thousands of domain ASP.NET website in minutes!

names) with support for wildcards and regular expressions.

When you browse a web page a portion of the loading time is dedicated to name resolution while the rest is dedicated to the transfer of the web
page contents. What Acrylic does is to reduce the time dedicated to name resolution for frequently visited addresses closest to zero possible.

Learn More

Furthermore Acrylic's sliding expiration caching mechanism and DNS silent updates are able to improve the browsing experience independently of
the browser.



https://sourceforge.net/projects/acrylic/
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Acrylic installation on a Windows server.

After download open Welcome to the Acrylic DNS Proxy

the installation file and (2.1.1) Setup

Setup will guide you through the installation of Acrylic DNS
follow the steps. iy
It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Next = Cancel
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Acrylic installation on a Windows server.

Use all the default
configurations presing

Completing the Acrylic DNS Proxy
(2.1.1) Setup

Please browse the online documentation from the Acrylic
Start Menu for further informations about Acrylic
configuration and startup options.

next in each window
until finish.

Finish




Acrylic installation on a Windows server.

T10-D-WS5 - ViMware Workstation 17 Player (Mon-cemmercial use only)
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Acrylic installation on a Windows server.

The new app on your —

list of apps on windows E Ac ry||c Ul
is called Acrylic UL

Open the app. ms-resource:appDisplayName

System




Acrylic installation on a Windows server.

— —_—

7 Acrylic DNS Proxy Ul (Service Installed & Running)

ThiS page iS the UI fOl" File Actions Settings Tools Help

. . Open... Ctrl+0
aCFYIIC. Select f]_le, and Open Acrylic Configuration Ctrl+F1
. | Open Acrylic Hosts Ctrl+F2

open Acrylic sove cuies
Exit Alt+F4

Configuration to
configure Acrylic on
this computer.

Welcome to Acrylic version 2.1.1 released on August 5, 2022,



Acrylic installation on a Windows server.

Go to the last line of the
file and add under the
Allowed AddressSection
the ip address from your
computer. All the lines
that start with ; are
commented lines and will
not be used by the app.

— — —

— r 1l [
\crylic DNS Proxy Ul (Service Installed & Running

File Actions Settings Tools Help

; allowed) from which can come requests that Acrylic is allowed to handle. You have to specify a different key name for
; each entry, like in the following example:

; [AllowedAddressesSection]

; IP1=192.168.45.254 -- A single IP address

; IP2=192.168.44.100 -- Another single IP address

; IP3=192.168.100.* -- All addresses starting with 192.168.100
; IP4=172.16.* -- All addresses starting with 172.16

; Although not recommended for security reasons you can also allow Acrylic to handle requests coming from any IP
; address, like in the following example:

; [AllowedAddressesSection]
; IP1=¥

; You must also create a firewall rule to allow incoming traffic directed to the two Acrylic executables:
; "AcrylicService.exe" and "AcrylicConsole.exe".

[AllowedAddressesSection]




Acrylic installation on a Windows server.

Go to the last line of the
file and add under the
Allowed AddressSection
the ip address that you
will allow to receive
requests from, in this
case the * means all the
machines on that subnet.

T10-D-WS - VMware Workstation 17 Player (Mon-commercial use only)

Player = || ~ @ [Dj @
| Acrylic DNS Proxy Ul (Service Installed & Running)
File Actions Settings Tools Help

: the system is shutdown, therefore you might experience a delay from when a DNS request or response is received to when
: its details get written inte the hit leg.

HitLogMaxPendingHits=512

; ALLOWING REQUESTS FROM OTHER COMPUTERS

Mthough for security reasons the default behaviour of Acrylic is to refuse to handle requests coming from other

; computers, it is possible to specify below in the AllowedAddressesSection a list of IP addresses (wildcards are
allowed) from which can come requests that Acrylic is allowed to handle. You have to specify a different key name for
each entry, like in the feollowing example:

[AllowedAddressesSection]

IP1=192.1658.45.2534 -- A single IP address

IP2=192.168.44.100 -- Ancther single IP address
IP3=192.168.100.* —- All addresses starting with 192.168.100
IP4=172.16.%* -- All addresses starting with 172.16

: Although not recommended for security reasons you can also allow Acrylic to handle requests coming from any IP
address, like in the following example:

; [MllowedAddressesSection]
: IP1=%*

You must alsc create a firewall rule to allow incoming traffic directed to the two Acrylic executables:
"AcrylicService.exe" and "AcrylicConsole.exe".

[AllowedAddressesSection]
IP1=192.168.203.%
IP2=192.165.202.%
IP3=192.1658.201. *l

Ve are mas aditinn the fila "4 Draneans Bilae o380 A medis IS Drawd A e edie i amfianeatin




Acrylic installation on a Windows server.

There are several other
configurations lines in
this file that is good to
know. In the
LocallPv4BindingPort,
the number 53 means
that is the port used by
this application.

File Actions Settings Tools Help

; forwarding-only DNS proxy.

AddressCacheDisabled=No

; The local IPv4 address to which Acrylic binds. A value of 0.0.0.0 indicates that Acrylic should bind to all available
addresses and as such it will be able to receive DNS requests coming from all of your network interfaces. A value
corresponding to the IPv4 address of one of your network interfaces instead will allow Acrylic to receive DNS requests
; only from that specific network interface. An empty value instead indicates that no binding should occur on IPv4.

LocalIPv4BindingAddress=0.0.0.0
; The local UDPv4 port to which Acrylic binds. The default value of 53 is the standard port for DNS resolution. You
; should change this value only if you are using a non standard DNS client.

LocalIPv4BindingPort=53

; The local IPv6é address to which Acrylic binds. A value of 0:0:0:0:0:0:0:0 indicates that Acrylic should bind to all
available addresses and as such it will be able to receive DNS requests coming from all of your network interfaces. A
; value corresponding to the IPv6é address of one of your network interfaces instead will allow Acrylic to receive DNS

; requests only from that specific network interface. An empty value instead indicates that no binding should occur on
; IPv6.

LocalIPv6BindingAddress=0:0:0:0:0:0:0:0

; The local UDPv6 port to which Acrylic binds. The default value of 53 is the standard port for DNS resolution. You

You are now editing the file "C:\Program Files (x86)\Acrylic DNS Proxy\AcrylicConfiguration.ini".



Acrylic installation on a Windows server.

Primary protocol used
in default is UDP.
There are more
allowed protocol listed
in the file in the
previous lines.

=

=

Running)

/lic DNS Proxy Ul (Service Installed

File Actions Settings Tools Help

;

; protocol isn't possible for some reason.

; of time is limited by the Operating System, this protocol should be used only in situations where using the UDP

; When using the SOCKS5 protocel, Acrylic forwards DNS requests to your primary DNS server using a SOCKS 5 proxy as an
intermediary, in accordance with RFC 1928. Currently, only the NO AUTHENTICATION REQUIRED method for SOCKS 5 is

supported.

When using the DOH protocol, Acrylic forwards DNS requests to your primary DNS server using DNS-over-HTTPS, a protocol
for performing DNS resolution via HTTPS and thus increase user privacy and security by preventing eavesdropping and
manipulation of DNS data by man-in-the-middle attacks. Be aware though that when using DNS-over-HTTPS, the encryption
algorithms (e.g. the TLS version) your Operating System can use must match at least one your primary DNS server
accepts, and this is not always the case depending on the combination of your Operating System version and the chosen
DNS server. For example, old Windows versions can have a hard time establishing an HTTPS connection with DNS servers

; requiring TLS 1.1 or 1.2, and thus may require the installation of specific updates.

PrimaryServerProtocol=UDP

; When using the DNS-over-HTTPS protocol, you must specify below the query path of your primary DNS server.
ll;rimaererverDoHProtocolPath=
When using the DNS-over-HTTPS protocol, you must specify below the host name of your primary DNS server.
lirimargserverDoHProtocolHost=

You are now editing the file "C:\Program Files (x86)\Acrylic DNS Proxy\AcrylicConfiguration.ini".



Acrylic installation on a Windows server.

Here is defined the
primary server that
resolve the addresses,
and the primary server
port.

:IA(ryM; DNS Proxy Ul (Service Installed & Running)

File Actions Settings Tools Help

; IF Y00 MAKE ANY CHANGES TO THIS FILE YOU HAVE TO RESTART THE ACRYLIC DNS PROXY SEEVICE OR CONSOLE IN ORDER TO SEE
; THEIR EFFECTS.

[GlobalSection]
; The IP address of your primary DNS server. You can use an IPv4 address in quad-dotted notation or an IPvé address in

; colon-separated groups.

: Upon installation it points to the primary Google Public DNS server.

PrimaryServerhiddress=8.8.8.8

; The TCP/UDP port your primary DNS serwver is supposed toc be listening te. The default walue of 53 is the standard port
; for DNS resclution. You should change this wvalue only if you are using a non standard DNS server or a protocol

; different than UDP/TCP (e.g. the standard port for the DNS-over-HTTPS protocol is 443).

PrimaryServerPort=53

; The protocoel to use with your primary DNS server.
; The currently supported protocols are UDP, TCP, SOCKS5 and DOH (DNS-over-HTTPS).
; When using the UDP protocol, Acrylic forwards DNS requests using UDP or TCP, in accordance with RFC 5625.

You are now editing the file "C:\Program Files (x88)\Acrylic DNS Proxy\AcrylicConfiguration.ini®.




Using the dns service from a computer in the intern
zZone.

Mware Workstation 17 Player (Non-commercial use only)
Player - | |1 - 0 1§

<« Settings

{n Home © Network Co

4 E‘ <« Metwork and Internet » Network Connections ~ | O
| Find a setting

Here we change e P
[ 0 :

Network & Internet <

the dns on a |
& Status c

1 Internet Protocol Version 4 (TCP/IPv4) Properties *

General

machine to get

% Ethernet

TH  You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

their dns from N

() Obtain an IP address automatically
(®) Use the following IP address:

the machine in

& Proxy
tl D D 1 :5 Subnet mask: 255 .255.255. 0
e o Default gateway: 192 . 188 . 202 . 1

(®) Use the following DNS server addresses:

Preferred DNS server: 192 . 168 . 201. 2

Alternate DNS server:

|

[ validate settings upon exit Advanced...

Titem

Cancel




Testing the dns service resolution.

On a windows EX Windows PowerShell
powershell we Eir-f:.-;:l:lser ‘cearcia> nslookup yahoo.com
can use IlSlOOkup Address: 192.168.2081.2
to I‘GSOlVG Mon-authoritative answer:
WET (= yahoo. com
yahoo.com and Addresses: 1:

receive the
addresses of
servers linked to
that domain. In
the top is the
server that
resolve those

addresses on the

DMZ.
T SGGGSSGSSSSSS——————————————,— S




privoxy web proxy services
installation and configuration.
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Privoxy installation in a Windows server.

Mfjare Workstation 17 Player (Non-commercial use only) - o x

O b h i g 0 § > 0 %
n a browser on the ENEN © 1o rorcre [ T

‘] A 0 3= B3 - O

< G (] nhttps://www.privoxy.org

»

computer in that you
want to install the f

Privoxy - Home Page
Privoxy is a non-caching web proxy with advanced filtering capabilities for enhancing privacy, modifying web page data and HTTP headers,

controlling access, and removing ads and other obnoxious Internet junk. Privoxy has a flexible configuration and can be customized to suit
individual needs and tastes. It has application for both stand-alone systems and multi-user networks

' hf
S e er C e S e ar C O r Privoxy is Free Software and licensed under the GNU GPLV2 or later.
Privoxy is an associated project of Software in the Public Interest (SPI).

http : / /WWW . p riVO Xy 1 Helping hands and donations are welcome:

= https://www.privoxy.org/participate
. O r g ! = https://www.privoxy.org/donate
The most recent release is 3.0.34 (stable)
Download

S e 1 e Ct d O Wnlo a’d You can download Privoxy here, from this mirror, or from SourceForge

Note that the Privoxy project currently has no trusted build infrastructure. Binary packages are built and uploaded by individual members of the Privoxy project or external contributors.-For details

check the signatures
from SourceForge. H e



http://www.privoxy.org/
http://www.privoxy.org/

Privoxy installation in a Windows server.

» )
0 G - R :
[ ] D <& Privoxy - Browse Files at Source

e

mnle

< [+

@] [ https://sourceforge.net/projects/ijbswa/files/

£ Type here to search

Open Source

1 Files

Privoxy Files

HTTP proxy to blodk ads and customize webpages
Brought to you by: ,

Summary es sviews Suppart

Download Latest Version
Settipsss

Home

Name %

COwin32

[ Macintosh (05X)
[ Debian

[T Sources

[ Android

Oios

[Jos2

[JFreeBSD Port

Modified %

2023-02-06

2023-02-05

2023-02-05

2023-02-05

2016-08-29

2013-10-18

2013-03-0%

2010-11-14

67%




Privoxy installation in a Windows server.

[3)  https://sourceforge.net/projects/ijbswa/files/Win32/

Open Source Software Businesz Software

Boberdoo Leam Mare

/ Fille

Privoxy File
HTTP proxy to blodk ads and customize webpages
Brought to you by: 5 3

Summary es Reviews Suppart - Prriviooy reposi

Download Latest Version 3 .

Home /Win32

Name ¥ Modified % Size ¥ Downloads / Week
s i

[3.0.34 (stable) 2023-02-06 273 il
[3.0.33 (stahle) 2021-12-08 0
[J3.0.32 (stable) 2021-02-27 0
[J3.0.31 (stable) 2021-01-31 0
[03.0.29 (stable) 2020-11-29 0

[3.0.28 (stable) 2018-12-31 Q




Privoxy installation in a Windows server.

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

privoxy_setup_3.0.34.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes




Privoxy installation in a Windows server.

G Privowy Setup: Installation Options — *

0 Fleaze select how you want to start Privoxy:

Select components to install:
Run automatically at startup

Space required: 3.2 MB

Cancel | Mullsaft Imskall Syskem 3,03




Privoxy installation in a Windows server.

0 Privoxy Setup: Installation Folder — X

0 Select the directory to install Privoxy in:

Browse... |

Space required: 3.2 MB
Space available: 78,1 GB

Cancel | Mullsoft Install System 3,03 < Back |

Install




Privoxy configuration in a Windows server.

0 Privoxy

File Edit View Options Help
~  Enable

Edit Main Cenfiguration

Edit Default Actions
Edit User Actions
Edit Default Filters
Edit User Filters

Edit Trust list




Privoxy configuration in a Windows server.

im] \ @ Privoxy download | SourceForge. X | [ The Main Configuration File x |+

| pon Open the app (@] @ File C:/Program%:20Files3:20(x&6)/Privoxy/doc/user-manual/config.html A Ty [u] o= R o l‘

one can look in the

Privoxy 3.0.34 User Manual
Prev Next
W eb page the .IThe Main Configuration File I
. . By default, the main configuration file is named config, with the exception of Windows, where it is named config. txt. Configuration lines consist of an initial keyword followed by a list of values, all
CO nfl guratlo n separated by whitespace (any number of spaces or tabs). For example
confdir /efc/privoxy
Optio n S Assigns the value /etc/privoxy o the option confdir and thus indicates that the configuration directory is named "/etc/privoxy/”.
.

All options in the config file except for confdir and 1cgdir are optional. Watch out in the below description for what happens if you leave them unset.

The main config file controls all aspects of Privoxy's operation that are not location dependent (i.e. they apply universally, no matter where you may be surfing). Like the filter and action files, the
config file is a plain text file and can be modified with a text editor like emacs, vim or notepad exe.

1. Local Set-up Documentation
If you intend to operate Privoxy for more users than just yourself, it might be a good idea to let them know how to reach you, what you block and why you do that, your policies, etc

1.1. user-manual



Privoxy configuration in a Windows server.

110-D-W5 - VMware Workstation 1/ Player (Mon-commercial use only)

A more simple Payer - | 1+ @ [0 1)

Settings

Option iS tO Open . “ Microsoft Edge

Windows Server

the main P

. . . . > >
configuration file g o & ¥ E

Server Manager  PowerShell PowerShell ISE
ith ! Default Actions

.. : e o3 ] BE
admlnlStratlve “ Frequently Acked Questions indons

Administrativ... Task Manager Control Panel

A Llicense

privileges, and g

! Main Configuration % :
. i
edit the 2.
P Privoxy Desktop... Event Viewer File Explorer

’ ReadMe file

necessary

configurations. = g v
D User Manual
“ Web Site




Privoxy configuration in a Windows server.

@
This is the only megl optons Help

change necessary to

| config - Notepad - O it

]

le Edit Format View Help
only: L)

provide web
services with

listen-address 192.168.8.1:8118
pI’lVOXy. IH the Suppose you are running Privoxy on an IPv6-capable machine and
you want it to listen on the IPvE address of the loopback
device:

uncommented line
listen-address add
the address of the

listen-address [::1]:8118

isten-address 192.168.281.2:8118

4.2, toggle

computer were the |8 T
1 Specifies: ’
service I"U.Il, al'ld the Initial state of "toggle” status !
liStel’ling port Used Type of wvalue: :

H o St e oK e e de 2k o B o [ dF dF dF dF dF dF d3F 3F 3

for privoxy (8118) Lor o /



Privoxy configuration in a Windows computer.

T10-D-WS - VMware Workstation 17 Player (Nen-commercial use only) - =) x
On settings go to ST R
proxy and change o Proxy

use a pI’OXy server | Find a setting ;;l Manual proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings

tO On and add the Il i G it don’t apply to VPN connections.

Use a proxy server

address and 8 sus & o
listening port.

% Ethernet Address Port
| 192.168.201.2 | | 8118 |

Dial-up

Use the proxy server except for addresses that start with the following
% VPN entries. Use semicelons () to separate entries.

D Daon't use the proxy server for local (intranet) addresses

Save

) : 12:54 PM
E £ Type here to search i A T 95 5000 -




Privoxy configuration in a Windows server.

You must allow the
service to receive
request by creating
a new rule in
windows defender
with advance
security in
windows. Create the
rule to give access
to privoxy by adding
the path to the
executable in your
computer by
browsing to it.

1T0-U-W5 - VIMware Workstation 1/ Player (Mon-commercial use only) - o
oger + | 11~ & T 15 > 6
ﬂ..‘:: s Defender Firewa th Advanced 5e - O

File Action View Help
=A@ =
XTI |ound Rules fictions
Inbound Rul ~

AREATL s s e

B Connection Security Rules 9 AcrylicConsole All Yes @3 NewRule... I

&, Monitoring g i:: :ES 7 Filter by Profile

rivox; es
Y SF_Filter b Staty
hod ’ : i Privoxy Properties X

/] Alloyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-In
BranchCache Hosted Cache Server (HTTP
BranchCache Peer Discovery (WSD-In)
£ Cast to Device functionality (qWave-TCP,
0 Cast to Device functionality (qWave-UDP)
0 Cast to Device 55DP Discovery (UDP-In)
9 Cast to Device streaming server (HTTP-5t,
£ Cast to Device streaming server (HTTP-5t
9 Cast to Device streaming server (HTTP-5t,
0 Cast to Device streaming server (RTCP-5t
0 Cast to Device streaming server (RTCP-5t;
£ Cast to Device streaming server (RTCP-5t
0 Cast to Device streaming server (RTSP-5t)
& Cast to Device streaming server (RTSP-5t
0 Cast to Device streaming server (RT5P-5t)
9 Cast to Device UPnP Events (TCP-In)
COM+ Network Access (DCOM-In)
COM+ Remote Administration (DCOM-|

<

ﬂ £ Type here to search

Protocols and Ps Principals =~ Remote Users
General Programs and Services Remate Computers

Programs

g (O All programs that meet the specified conditions

‘lprﬂgramﬁlesl {x BB} \Privoxy \privoxy I Browse
| |

Application Packages
Specify the application packages to which

-J;s this rule applies ElTE
Services
Specify the services to which this rule Sattings...

S applies.

Compartments

\EI (@) Al compartments that meet the specified conditions
() This compartment:




The protocols of
the rule must be
TCP and the port
8118. If you are
not sure of this
settings can edit
the rule and
change the
configuration of
the rule to match
this.

™ = | [ = M (LE

B Monitoring

MName

@ AcrylicConsole
o .

| Inbound Rules | Actions

Group

o ey neater (TCP-In)
@ Alloyn Router (UDP-In)
BranchCache Content Retrieval (HTTP-I|

Privoxy Properties

BranchCache Hosted Cache Server (H
BranchCache Peer Discovery (W5D-In)
@ Cast to Device functionality (g\Wave-TCP,
0 Cast to Device functionality (q\Wave-UDP

0 Cast to Device SSDP Discovery (UDP-In)
@ Cast to Device streaming server (HTTP-5t
) Cast to Device streaming server (HTTP-5t
@ Cast to Device streaming server (HTTP-St
@ Cast to Device streaming server (RTCP-St
) Cast to Device streaming server (RTCP-5t
0 Cast to Device streaming server (RTCP-St
@ Cast to Device streaming server (RTSP-Str
@ Cast to Device streaming server (RTSP-Str
@ Cast to Device streaming server (RTSP-Str
8 Cast to Device UPnP Events (TCP-In)
COM+ Metwork Access (DCOM-In)
COM+ Remote Administration (DCOM-I

H 0O Tuma hara ta cazrch

T P
Protocols and Ports

Profile Enabled *
All Yes &3 NewRule..
Al Ves T Filter by Profile
All Yes
SF__Filter hu State
*
and Services Remote Computers
Advanced Local Principals Remote Users

0ocols and pors

W-" Protocol type: TCP ~
Protocol number: |y
Local port: Specific Ports v
LARE:]
Example: 80, 443, 5000-5010
Remote port: All Ports a

Intemet Control Message Protocol “ustomize
{ICMP) settings:

Example: 80, 443, 5000-5010

* ¥ v v




Privoxy configuration in a Alma Linux server.

T’TDIALZ VMwalle Workstation 17 Player (Non al use only) -
5? 0 »> 0
& o

Go to settings, and
on network proxy vy [B) o o .
change to the
address that host
privoxy and the
listening port.
Upon change this
stop and start the
service network to
be sure the
changes are
updated.

5 Activities g Settings v Feb 14 13:58

3 Bluetooth Network Proxy x

@ Background ) Automatic
i
A Notifications +
/ Uisabled

% Q Search

rod | 192.168.201.2 8118 - +

| = Region & Language

4  192.168.201.2 8118 |~ | +

§ © Universal Access
7P Prod | 192.168.201.2 8118 + |

& D° Online Accounts

0 +

™ W Privacy gnore Hosts | localhost, 127.0.0.0/8, ::1

2 < Sharing

4) Sound




Testing the service.

The service shows

Marusl -
s I (addr.src in 192.168.202.3) and (acdr.dst in 192.168.201.2) > X@8
[ Trathe s souRcE DESTINATION HrTes2
@ Theeat FROM DYNAMIC DYNAMIC ovnamic user [TT0 SESSION END CONNECTI
® URL Filtering
O, WidFire Submissions | 5 02/1413:19:20 [ oe insic nz 192168.201 8118 | w resetboth | interzone-default | policy-den
B 02/1413:19:20 inside mz — 8118 wesing | resetboth  interzone-default | policy-deny 21 0
ZO[leS I[l tlle Pa]o B 0271 insid mz 192.168.2023 8118 osin reset-both | interzone-default | policy-deny 521 0
.
E 02/14 13:19:20 inside mz 192168.202.3 8118  webbrowsing || resetboth  interzone-default | policy-deny 21 0
= E 02/1413:19:20 insic amz 921682023 8118 resetboth  interzone-default | policy-deny 0
. ) Decryption
O [I] O [ l 1 Or \ ‘ 4 e & Tunnel Inspection B 02/141319:20 inside dmz 192.168.2023 192:166.201.2 8118 reset-both  interzone-default | policy-den 521 0
onfiguration E 02/1413:19:20 nsic 1921682023 s118 resetboth  interzone-defaut | policy-den s o
& system
= B 02/1413:19:20 insid dmz 2.168.2023 8118 resetboth  interzone-default | policy-deny 521 0
arms
Uniiact B 02/141319:20  den nsid o 2.168.202. T web broveng resetboth  interzone-default | policy-den 521 o
P packet Capture
3 App Scope E 00 | der e m 8118 webrbrowsin resetboth  interzone-default | policy-den s01 o
re ueS't e muSt [E8) summary B 00  den insid im: 8118  web reset-both interzone-default  policy-deny 501 o
U » [ Change Monitor
0 B haces Hanitn e 14131900 de wide | dm 21 9216 g resethoh | imersone-defaut | po-der

create a rule to
allow those request
to go trough.



Creating a rule to allow privoxy on the Palo Alto

fl rewa‘ll ° Security Policy Rule @
cenr s Dt | opctin | sniarvn Catary | At
A new rule with Ol T
. . B | source zone ~ [ | source appress a O
source 1n itern [
and destination to
DMZ will provide
access to
privoxy.Open on Ll L - o

Palo Alto the
policy tab and
create a new

policy.



Creating a rule to allow privoxy on the Palo Alto
firewall.

In the service tab

create a new

service call
privoxy, that will
use TCP and port
8118.




Creating a rule to allow privoxy on the Palo Alto
firewall.

After the ol i = e
configuration
changes if you look
into objects you
could see the new

privoxy service
object
configuration.



Creating a rule to allow privoxy on the Palo Alto
firewall.

When trying again

the web server,

192.168.201.2

communications

192.168.201.2

were deny but

B
8
B
B
B
B
B
B
B
B
(®
B

because another
service is required,
http-proxy.



Creating a rule to allow privoxy on the Palo Alto
firewall.

Security Policy Rule

on | Application | Service/URL Category

If you allow the

service maybe it

can allow the
privoxy service to
work. In the policy
rule for privoxy

add the service
required.



Creating a rule to allow privoxy on the Palo Alto
firewall.

1 Security Policy Rul
After commit the ecurity Policy Rule

changes and try
again another

General Source Destination | Application | Service/URL Category | Actions Usage

(] Any Q

O |AFFLICATIONS A (| |DEPEND5CIN ~

services were O & ntoprony
asked until we O @
reached to add 4 E [Eb'”“"“g

services, and still a
new one was
required.

(F) Add (=) Delete



Creating a rule to allow privoxy on the Palo Alto

firewall.

Don't do what was
showing before.
Instead is more useful
to use the “any” option
in the Application tab
of the policy rule. That
will allow all necessary
protocoles. That
change give access to
the web service.

Security Policy Rule

() Add

ource Destination Application pervice/URL Category Actions Usage
s A

Qitems | = >




Creating a rule to allow privoxy on the Palo Alto
firewall. .

The same problem ' [ [ o

needs solution for the ‘ ==lls - &

secure zone. Adding o PR o -

the interconnected ey ey ey ey T

Z0ne as a new source e E @ — ~ o

to the already working

2
i
3
I

L

rule for privoxy solved
communications
between the secure and
the dmz zone.




Creating a rule to allow privoxy on the Palo Alto

firewall.

Now traffic to the
secure and intern
zone is allowed for
the privoxy
services.
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Working configuration from the intern zone

e Workstation 17 Player (Non-commercial use only)
['his is th o T
IS ]-S e prOXy % Activities 3¢ Settings v Feb 14 13:58

Welcg % | Q| Settings Network x

configuration on
the Alma Linux
machine in the

3 Bluetooth Network Proxy x

@ Background ) Automatic
i
A Notifications +
/ Uisabled

% Q Search

intern zone, that

rod | 192.168.201.2 8118 - +

| = Region & Language

4  192.168.201.2 8118 |~ | +

nOW have Web | @ Universal Access o ’—[
TP Prof | 192.168.201.2 8118 +

& D° Online Accounts

services provided

0 +

™ W Privacy gnore Hosts | localhost, 127.0.0.0/8, ::1

by privoxy using
port 8118 from the
DMZ zone.

2 < Sharing

4) Sound
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